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Documentation conventions

1 Documentation conventions

1.1 General information
The STM32G4 Series devices have an Arm®@) Cortex®-M4 with FPU core.

arm

1.2 List of abbreviations for registers

The following abbreviations®) are used in register descriptions:

read/write (rw)
read-only (r)
write-only (w)

read/clear writeO (rc_wO0)

read/clear write1 (rc_w1)

read/clear write (rc_w)

read/clear by read (rc_r)

read/set by read (rs_r)

read/set (rs)

read/write once (rwo)

toggle (t)

Software can read and write to this bit.
Software can only read this bit.
Software can only write to this bit. Reading this bit returns the reset value.

Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

Software can read as well as set this bit. Writing 0 has no effect on the bit
value.

Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on

Reserved (Res.)

the bit value.

Reserved bit, must be kept at reset value.

a. Armis a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

b. This is an exhaustive list of all abbreviations applicable to STMicroelectronics microcontrollers, some of
them may not be used in the current document.
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1.3 Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:
e  Word: data of 32-bit length.

e Half-word: data of 16-bit length.
e Byte: data of 8-bit length.

e |AP (in-application programming): IAP is the ability to re-program the Flash memory
of a microcontroller while the user program is running.

e ICP (in-circuit programming): ICP is the ability to program the Flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

e  Option bytes: product configuration bits stored in the Flash memory.
e AHB: advanced high-performance bus.

1.4 Product category definition

Table 1 gives an overview of memory density versus product line.

The present reference manual describes the superset of features for each product category.
Refer to Table 2 for the list of features per category.

Table 1. STM32G4 Series memory density

Memory density

Category 2

Category 3

Category 4

128 Kbytes

STM32G431
STM32G441 (AES)

STM32G471
STM32G473
STM32G474

256 Kbytes

STM32G471
STM32G473
STM32G474

512 Kbytes

STM32G471
STM32G473
STM32G474

STM32G483 (AES)

STM32G484 (AES)

STM32G491
STM32G4A1 (AES)

1.5 Availability of peripherals

Table 2: Product specific features summarizes the list of peripherals available in all the

STM32G4xx products considering the biggest package in every product.

For availability of peripherals and their number across all sales types, refer to the particular

device datasheet.
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Table 2. Product specific features

Feature STM32G474/ STM32G473/ STM32G471 STM32G431/ STM32G491/
STM32G484 STM32G483 STM32G441 STM32G4A1
Flash 512/256/128K, 512/256/128K, 512/256/128K, 128/64/32K, 512/256K,
Dual bank Dual bank Dual bank single bank single bank
SRAMA1 80K, parity check | 80K, parity check | 80K, parity check 16:;; f:enahcoh;c;k 80K, parity check
on the first 32K on the first 32K on the first 32K on the first 32K
SRAM1
SRAM? 16K, no parity 16K, no parity 16K, no parity 6K, no parity 16K, no parity
check check check check check
32K, parity check | 32K, parity check | 16K, parity check | 10K, parity check | 16K, parity check
CCM SRAM | on the whole CCM | on the whole CCM | on the whole CCM | on the whole CCM | on the whole CCM
SRAM SRAM SRAM SRAM SRAM
CRS Yes Yes Yes Yes Yes
2 DMA controllers: | 2 DMA controllers: | 2 DMA controllers: | 2 DMA controllers: | 2 DMA controllers:
DMA DMA1: 8 channels | DMA1: 8 channels | DMA1: 8 channels | DMA1: 6 channels | DMA1: 8 channels
DMAZ2: 8 channels | DMA2: 8 channels | DMA2: 8 channels | DMA2: 6 channels | DMA2: 8 channels
DMAMUX Yes Yes Yes Yes Yes
Cordic Yes Yes Yes Yes Yes
FMAC Yes Yes Yes Yes Yes
RNG Yes Yes Yes Yes Yes
AES Yes (Note) Yes (Note) No Yes (Note) Yes (Note)
CRC Yes Yes Yes Yes Yes
FSMC Yes Yes No No No
QUADSPI Yes Yes Yes No Yes
5 xADC: 5 x ADC:
ADC1/2 can be ADC1/2 can be 3 xADC: 3 xADC:
used in dual mode | used in dual mode | ADC1/2 can be 2 x ADC: ADC1/2 can be
ADC ADC3/4 can be ADC3/4 can be used in dual mode | ADC1/2 can be |used indual mode
used in dual mode | used in dual mode | ADC3 usable only | used in dual mode | ADC3 usable only
ADCS5 usable only | ADC5 usable only in single mode in single mode
in single mode in single mode
7 DAC ch: 7 DAC ch:
DACT_CH1/ DACT_CH1/ 4 DAC ch: 4 DAC ch: 4 DAC ch:
DAC1_CH2/ DAC1_CH2/
DAC2 CH1: DAC2 CH1: DAC1_CH1/ DAC1_CH1/ DAC1_CH1/
— ) — ' DAC1_CH2: DAC1_CH2: DAC1_CH2:
DAC external external exte_rnal exte_rnal exte_rnal
DAC3 CH1/ DAC3 CH1/
~ ~ DAC3_CH1/ DAC3_CH1/ DAC3_CH1/
DAC3/CH2/ DAC3/CH2/ DAC3/CH2: DAC3/CH2: DAC3/CH2:
DACA4_CH1/ DACA4_CH1/ internal . internal . internal .
DAC4_CH2: DAC4_CH2:
internal internal
COMP 7 (COMP1..7) 7 (COMP1..7) 4 (COMP1..4) 4 (COMP1.4) 4 (COMP1..4)
OPAMP 6 (OPAMP1..6) 6 (OPAMP1..6) | 4 (OPAMP1.2,3,6) | 3 (OPAMP1..3) |4 (OPAMP1.2,3,6)
VREFBUF Yes Yes Yes Yes Yes
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Table 2. Product specific features (continued)
STM32G474/ STM32G473/ STM32G431/ STM32G491/
Feature STM32G484 STM32G483 STM32G471 STM32G441 STM32G4A1
HRTIM1 Yes No No No No
Advanced
control
timers TIM1/8/20 TIM1/8/20 TIM1/8/20 TIM1/8 TIM1/8/20
(TIM1/TIM8
/
TIM20)
General
purpose
timers TIM2/3/4/5 TIM2/3/4/5 TIM2/3/4 TIM2/3/4 TIM2/3/4
(TIM2/TIM3
/
TIM4/TIM5)
General
purpose
timers TIM15/16/17 TIM15/16/17 TIM15/16/17 TIM15/16/17 TIM15/16/17
(TIM15/TIM
16/TIM17)
Basictimers
(TIM6/TIM7 TIM6/7 TIM6/7 TIM6/7 TIM6/7 TIM6/7
)
Low power
timer Yes Yes Yes Yes Yes
(LPTIM1)
Infrared
interface Yes Yes Yes Yes Yes
(IRTIM)
Independen
t watchdog Yes Yes Yes Yes Yes
(IWDG)
System
window Yes Yes Yes Yes Yes
watchdog
(WWDG)
RTC and
TAMP Yes Yes Yes Yes Yes
12C 4x12C (12C1.4) | 4x12C (12C1..4) | 4x12C (12C1..4) | 3x12C (12C1..3) | 3x12C (12C1..3)
3 x USART 3 x USART 3 x USART 3 x USART 3 x USART
USART/UA (USART1..3) (USART1..3) (USART1..3) (USART1..3)
(USART1..3)
RT 2 x UART 2 X 2 X 1 x UART(UART4) 2 X
(UART4,5) UART(UART4,5) | UART(UART4,5) UART(UART4,5)
LPUART 1 x LPUART 1 x LPUART 1 x LPUART 1 x LPUART 1 x LPUART
SPII2S 4 x SP1/2 x 12S 4 x SP1/2 x 128 4 x SP1/2 x 128 3 x SPI/2 x12S 3 xSPI/2 x12S
(SPI1..4-1252,3) | (SPI1..4-12S2,3) | (SPI1..4-1252,3) | (SPI1..3-12S2,3) | (SPI1..3 - 1252,3)
SAl 1 x SAI 1 x SAI 1 x SAI 1 x SAI 1 x SAI
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Table 2. Product specific features (continued)

Feature STM32G474/ STM32G473/ STM32G471 STM32G431/ STM32G491/
STM32G484 STM32G483 STM32G441 STM32G4A1
FDCAN 3 x FDCAN 3 x FDCAN 2 x FDCAN 1 x FDCAN 2 x FDCAN
(FDCAN1..3) (FDCAN1..3) (FDCAN1,2) (FDCANT1) (FDCAN1,2)
USB device | 1 x USB device 1 x USB device 1 x USB device 1 x USB device 1 x USB device
UCPD1 1 x UCPD 1 x UCPD 1 x UCPD 1 x UCPD 1 x UCPD
Note: The AES is available only on STM32G483xx, STM32G484xx, STM32G441x and

3

STM32G4A1 devices.
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2 System and memory overview

2.1 System architecture

The main system consists of 32-bit multilayer AHB bus matrix that interconnects:
e Up to five masters:
—  Cortex®-M4 with FPU core I-bus
- Cortex®-M4 with FPU core D-bus
- Cortex®-M4 with FPU core S-bus
DMA1
DMA2
e Up to nine slaves:
— Internal Flash memory on te ICode bus
— Internal Flash memory on DCode bus
—  Internal SRAM1
— Internal SRAM2
— Internal CCM SRAM

—  AHB1 peripherals including AHB to APB bridges and APB peripherals (connected
to APB1 and APB2)

—  AHB2 peripherals
—  Flexible static memory controller (FSMC)
—  QUAD SPI memory interface (QUADSPI)
The bus matrix provides access from a master to a slave, enabling concurrent access and

efficient operation even when several high-speed peripherals work simultaneously. This
architecture is shown in Figure 1:

3
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Figure 1. System architecture
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2.1.2

3

I-bus

This bus connects the instruction bus of the Cortex®-M4 with FPU core to the BusMatrix.
This bus is used by the core to fetch instructions. The target of this bus is a memory
containing code (either internal Flash memory, internal SRAMs or external memories
through the FSMC or QUADSPI).

D-bus

This bus connects the data bus of the Cortex®-M4 with FPU core to the BusMatrix. This bus
is used by the core for literal load and debug access. The target of this bus is a memory
containing code (either internal Flash memory, internal SRAMs or external memories
through the FSMC or QUADSPI).

RMO0440 Rev 7

79/2124




System and memory overview RM0440

21.3

214

21.5

Note:
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S-bus

This bus connects the system bus of the Cortex®-M4 with FPU core to the BusMatrix. This
bus is used by the core to access data located in a peripheral or SRAM area. The targets of
this bus are the internal SRAM, the AHB1 peripherals including the APB1 and APB2
peripherals, the AHB2 peripherals and the external memories through the QUADSPI or the
FSMC.

The CCM SRAM is also accessible on this bus to allow continuous mapping with SRAM1
and SRAM2.

DMA-bus

This bus connects the AHB master interface of the DMA to the BusMatrix.The targets of this
bus are the SRAM1, SRAM2 and CCM SRAM, the AHB1 peripherals including the APB1
and APB2 peripherals, the AHB2 peripherals and the external memories through the
QUADSPI or the FSMC.

BusMatrix

The BusMatrix manages the access arbitration between masters. The arbitration uses a
Round Robin algorithm. The BusMatrix is composed of up to five masters (CPU AHB,
system bus, DCode bus, ICode bus, DMA1, DMA2, ) and up to nine slaves (FLASH,
SRAM1, SRAM2, CCM SRAM, AHB1 (including APB1 and APB2), AHB2, QUADSPI, and
FSMC).

AHB/APB bridges

The two AHB/APB bridges provide full synchronous connections between the AHB and the
two APB buses, allowing flexible selection of the peripheral frequency.

Refer to Section 2.2.2: Memory map and register boundary addresses on page 82 for the
address mapping of the peripherals connected to this bridge.

After each device reset, all peripheral clocks are disabled (except for the SRAM1/2 and
Flash memory interface). Before using a peripheral you have to enable its clock in the
RCC_AHBXENR and the RCC_APBXENR registers.

When a 16- or 8-bit access is performed on an APB register, the access is transformed into
a 32-bit access: the bridge duplicates the 16- or 8-bit data to feed the 32-bit vector.

3
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2.2 Memory organization

2.21 Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word’s least significant byte and the highest numbered byte the most
significant.

The addressable memory space is divided into eight main blocks, of 512 Mbytes each.

RMO0440 Rev 7 81/2124
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2.2.2 Memory map and register boundary addresses
Figure 2. Memory map
OXFFFF FFFF OxBFFF FFFF
Cortex®M4 Reserved
) 0xA000 1800
7 with FPU QSPI registers
5 '”_ter:”a' | 0xA000 1000
eripherals FSMC registers
0xE000 0000 0xA000 0000
OX5FFF FFFF
Reserved
6 Reserved 0x5006 0CO0
AHB2
0x4800 0000
0xC000 0000 Reserved
0x4002 4400
AHB1
FSMC and QSPI
5 registers 0x4002 0000 E—
0x4001 6400
0xA000 0000 APB2
0x4001 0000
QSPI bank1 Reserved
0x4000 9800
4 0x9000 0000 APB1
FSMC bank3 0x4000 0000
Resered 0x1FFF F830
Option Bytes
3 0x7000 0000 0x1FFF F800
Reserved
FSMC bank1 0x1FFF FO0O
0x6000 0000 System memory
0x1FFF 8000
Reserved
0x1FFF 7830
2 Reserved Options Bytes
Ox1FFF 7800
Reserved
Ox1FFF 7400
Peripherals OTP area
0x4000 0000 0x1FFF 7000
System memory
Reserved 0x1FFF 0000
Reserved
CCM SRAM
SRAM2 0x1000 8000
CCM SRAM
SRAM1 0x1000 0000
0x2000 0000 Reserved
0 0x0808 0000
Flash memory
CODE 0x0800 0000
Reserved
0x0008 0000 Flash, system memory
0x0000 0000 or SRAM, depending on
BOOT configuration
|:| Reserved 0x0000 0000 g
MSv45854V4
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All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,
refer to the following table.

The following table gives the boundary addresses of the peripherals available in the

devices.

Table 3. STM32G4 Series memory map and peripheral register boundary

addresses(!)
Bus Boundary address Size Peripheral Peripheral register map
(bytes)
0xA000 1400 - OXAFFF FFFF | 262 MB | Reserved -
| 0xA000 1000 - 0xA000 13FF | 1KB 8;;?3;2' control | s ction 20.5.14: QUADSPI register map
0xA000 0400 - 0xA000 OFFF |3 KB Reserved -
0xA000 0000 - 0xA000 03FF |1 KB FSMC Section 19.7.8: FMC register map
0x5006 0CO00 - Ox5FFF FFFF | 256MB | Reserved -
0x5006 0800 - 0x5006 OBFF |1 KB RNG Section 26.7.4: RNG register map
0x5006 0400 - 0x5006 07FF |1 KB Reserved -
0x5006 0000 - 0x5006 O3FF |1 KB AES Section 34.7.18: AES register map
0x5000 1800 - 0x5005 FFFF | 377 KB |Reserved -
0x5000 1400 - 0x5000 17FF |1 KB DAC4 Section 22.7.24: DAC register map
0x5000 1000 - 0x5000 13FF |1 KB DAC3 Section 22.7.24: DAC register map
0x5000 0CQO0 - 0x5000 OFFF |1 KB DAC2 Section 22.7.24: DAC register map
0x5000 0800 - 0x5000 OBFF |1 KB DAC1 Section 22.7.24: DAC register map
AHB2 | 0x5000 0400 - 0x5000 O7FF |1 KB 2882 -ADC4 - Section 21.9: ADC register map
0x5000 0000 - 0x5000 O3FF |1 KB ADC1 -ADC2 Section 21.9: ADC register map
0x4800 1C00 - Ox4FFF FFFF | 127 MB | Reserved -
0x4800 1800 - 0x4800 1BFF |1 KB GPIOG Section 9.4.12: GPIO register map
0x4800 1400 - 0x4800 17FF |1 KB GPIOF Section 9.4.12: GPIO register map
0x4800 1000 - 0x4800 13FF |1 KB GPIOE Section 9.4.12: GPIO register map
0x4800 0COO0 - 0x4800 OFFF |1 KB GPIOD Section 9.4.12: GPIO register map
0x4800 0800 - 0x4800 OBFF |1 KB GPIOC Section 9.4.12: GPIO register map
0x4800 0400 - 0x4800 O07FF |1 KB GPIOB Section 9.4.12: GPIO register map
0x4800 0000 - 0x4800 03FF |1 KB GPIOA Section 9.4.12: GPIO register map

3
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Table 3. STM32G4 Series memory map and peripheral register boundary
addresses(!) (continued)

Bus Boundary address (bsyitzees) Peripheral Peripheral register map
0x4002 3400 - Ox47FF FFFF | 127 MB | Reserved -
0x4002 3000 - 0x4002 33FF |1 KB CRC Section 16.4.6: CRC register map
0x4002 2400 - 0x4002 2FFF |3 KB Reserved -
0x4002 2000 - 0x4002 23FF |1 KB Flash interface Section 5.7.14: FLASH register map
0x4002 1400 - 0x4002 1FFF |3 KB FMAC Section 18.4.9: FMAC register map
ArB1 0X4002 1000 - 0x4002 13FF |1 KB RCC Section 7.4.31: RCC register map
0x4002 0COO0 - 0x4002 OFFF |1 KB CORDIC Section 17.4.4: CORDIC register map
0x4002 0800 - 0x4002 OBFF |1 KB DMAMUX Section 13.6.7: DMAMUX register map
0x4002 0400 - 0x4002 O7FF |1 KB DMA 2 Section 12.6.7: DMA register map
0x4002 0000 - 0x4002 03FF |1 KB DMA 1 Section 12.6.7: DMA register map
0x4001 7800 - 0x4001 FFFF |2 KB Reserved -
0x4001 6800 - 0x4001 77FF |3 KB HRTIM Section 27.5.82: HRTIM register map
0x4001 5800 - 0x4001 67FF |4 KB Reserved -
0x4001 5400 - 0x4001 57FF |1 KB SAI1 Section 40.6.19: SAl register map
0x4001 5000 - 0x4001 53FF |1 KB TIM20 Section 28.6.31: TIMx register map
0x4001 4C00 - 0x4001 4FFF |1 KB Reserved -
0x4001 4800 - 0x4001 4BFF |1 KB TIM17 Section 30.8.22: TIM16/TIM17 register map
0x4001 4400 - 0x4001 47FF |1 KB TIM16 Section 30.8.22: TIM16/TIM17 register map
0x4001 4000 - 0x4001 43FF |1 KB TIM15 Section 30.7.23: TIM15 register map
0x4001 3C00 - 0x4001 3FFF |1 KB SPI4 Section 39.9.10: SPI/I2S register map
APB2 0x4001 3800 - 0x4001 3BFF |1 KB USART1 Section 37.8.15: USART register map
0x4001 3400 - 0x4001 37FF |1 KB TIM8 Section 28.6.31: TIMx register map
0x4001 3000 - 0x4001 33FF |1 KB SPI1 Section 39.9.10: SPI/I2S register map
0x4001 2C00 - 0x4001 2FFF |1 KB TIM1 Section 28.6.31: TIMx register map
0x4001 0800 - 0x4001 2BFF |9 KB Reserved -
0x4001 0400 - 0x4001 O7FF |1 KB EXTI Section 15.5.13: EXTI register map
0x4001 0300 - 0x4001 O3FF OPAMP Section 25.5.13: OPAMP register map
0x4001 0200 - 0x4001 02FF COMP Section 24.6.2: COMP register map
0x4001 0030 - 0x4001 O1FF 1he VREFBUF Section 23.4.3: VREFBUF register map
0x4001 0000 - 0x4001 0029 SYSCFG Section 10.2.11: SYSCFG register map
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Table 3. STM32G4 Series memory map and peripheral register boundary
addresses!!) (continued)

Bus Boundary address (bsyitzees) Peripheral Peripheral register map
0x4000 AFFE - 0x4000 FFFF |23 KB |Reserved -
0x4000 ACOO0 - 0x4000 AFFF |1 KB
0x4000 A800 - 0x4000 ABFF |1 KB E/IDeSsg,\gj;Z RAM Section 44.4.38: FDCAN register map
0x4000 A400 - 0x4000 A7FF |1 KB
0x4000 A00O - 0x4000 A3FF |1 KB UCPD1 Section 46.7.15: UCPD register map
0x4000 8800 - 0x4000 9FFF |6 KB Reserved -
0x4000 8400 - 0x4000 87FF |1 KB 12C4 Section 41.7.12: 12C register map
0x4000 8000 - 0x4000 83FF |1 KB LPUART1 Section 38.7.13: LPUART register map
0x4000 7C00 - 0x4000 7FFF |1 KB LPTIM1 Section 32.7.10: LPTIM register map
0x4000 7800 - 0x4000 7BFF |1 KB 12C3 Section 41.7.12: 12C register map
0x4000 7400 - 0x4000 77FF |1 KB Reserved -

ApE{ | 0X4000 7000 - 0x4000 73FF |1KB | PWR f;fl’:’;’; 2/':'23" PWR register map and reset
0x4000 6C00 - 0x4000 6FFF |1 KB FDCAN3 Section 44.4.38: FDCAN register map
0x4000 6800 - 0x4000 6BFF |1 KB FDCAN2 Section 44.4.38: FDCAN register map
0x4000 6400 - 0x4000 67FF |1 KB FDCAN1 Section 44.4.38: FDCAN register map
0x4000 6000 - 0x4000 63FF |1 KB ?iﬁyﬁsAM -
0x4000 5C00 - 0x4000 5FFF |1 KB USB device FS | Section 45.6.3: USB register map
0x4000 5800 - 0x4000 5BFF |1 KB 12C2 Section 41.7.12: 12C register map
0x4000 5400 - 0x4000 57FF |1 KB 12C1 Section 41.7.12: 12C register map
0x4000 5000 - 0x4000 53FF |1 KB UART5 Section 37.8.15: USART register map
0x4000 4CO00 - 0x4000 4FFF |1 KB UART4 Section 37.8.15: USART register map
0x4000 4800 - 0x4000 4BFF |1 KB USART3 Section 37.8.15: USART register map
0x4000 4400 - 0x4000 47FF |1 KB USART2 Section 37.8.15: USART register map

3
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Table 3. STM32G4 Series memory map and peripheral register boundary
addresses!!) (continued)

Bus Boundary address (bsyitz:s) Peripheral Peripheral register map
0x4000 4000 - 0x4000 43FF |1 KB Reserved -
0x4000 3C00 - 0x4000 3FFF |1 KB SPI3/12S83 Section 39.9.10: SPI/I2S register map
0x4000 3800 - 0x4000 3BFF |1 KB SPI2/12S2 Section 39.9.10: SPI/I2S register map
0x4000 3400 - 0x4000 37FF |1 KB Reserved -
0x4000 3000 - 0x4000 33FF |1 KB IWDG Section 42.4.6: IWDG register map
0x4000 2CQ00 - 0x4000 2FFF |1 KB WWDG Section 43.5.4: WWDG register map
0x4000 2800 - 0x4000 2BFF |1 KB Elg(;;isgt‘e?sKP Section 35.6.21: RTC register map
0x4000 2400 - 0x4000 27FF |1 KB TAMP Section 36.6.9: TAMP register map

ézstj 0x4000 2000 - 0x4000 23FF |1 KB CRS Section 8.7.5: CRS register map

0x4000 1C00 - 0x4000 1FFF |1 KB Reserved -
0x4000 1800 - 0x4000 1BFF |1 KB Reserved -
0x4000 1400 - 0x4000 17FF [1KB | TIM7 iiiggjgf;]g“”;‘,@gg;e’; tor map
0x4000 1000 - 0x4000 13FF |1 KB TIM6 Section 31.4.9: TIMXx register map
0x4000 0CO0O0 - 0x4000 OFFF |1 KB TIMS Section 29.5.31: TIMx register map
0x4000 0800 - 0x4000 OBFF |1 KB TIM4 Section 29.5.31: TIMx register map
0x4000 0400 - 0x4000 07FF |1 KB TIM3 Section 29.5.31: TIMx register map
0x4000 0000 - 0x4000 03FF |1 KB TIM2 Section 29.5.31: TIMx register map

1. Referto Table 1: STM32G4 Series memory density, Table 2: Product specific features and to the device datasheets for the
GPIO ports and peripherals available on your device. the memory area corresponding to unavailable GPIO ports or

peripherals are reserved (highlighted in gray).

2.3 Bit banding

The Cortex®-M4 with FPU memory map includes two bit-band regions. These regions map
each word in an alias region of memory to a bit in a bit-band region of memory. Writing to a
word in the alias region has the same effect as a read-modify-write operation on the

targeted bit in the bit-band region.

In the STM32G4 Series devices both the peripheral registers and the SRAM are mapped to
a bit-band region, so that single bit-band write and read operations are allowed. The
operations are only available for Cortex®-M4 with FPU accesses, and not from other bus

masters (e.g. DMA).
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A mapping formula shows how to reference each word in the alias region to a corresponding
bit in the bit-band region. The mapping formula is:

bit_word_addr = bit_band_base + (byte_offset x 32) + (bit_number x 4)
where:

—  bit_word_addr is the address of the word in the alias memory region that maps to
the targeted bit

—  bit_band_base is the starting address of the alias region

—  byte offset is the number of the byte in the bit-band region that contains the
targeted bit

—  bit_number is the bit position (0-7) of the targeted bit

Example
The following example shows how to map bit 2 of the byte located at SRAM1 address
0x20000300 to the alias region:

0x22006008 = 0x22000000 + (0x300*32) + (2*4)

Writing to address 0x22006008 has the same effect as a read-modify-write operation on bit
2 of the byte at SRAM1 address 0x20000300.

Reading address 0x22006008 returns the value (0x01 or 0x00) of bit 2 of the byte at SRAM1
address 0x20000300 (0x01: bit set; 0x00: bit reset).

Embedded SRAM

The STM32G4 Series category 3 devices feature up to 128 Kbytes SRAM:

e 80 Kbytes SRAM1 (mapped at address 0x2000 0000)

e 16 Kbytes SRAM2 (mapped at address 0x2001 4000)

o 32 Kbytes CCM SRAM (mapped at address 0x1000 0000 and end of SRAM2)

The STM32G4 Series category 4 devices feature up to 112 Kbytes SRAM:

e 80 Kbytes SRAM1 (mapped at address 0x2000 0000)

e 16 Kbytes SRAM2 (mapped at address 0x2001 4000)

e 16 Kbytes CCM SRAM (mapped at address 0x1000 0000 and end of SRAM2)

The STM32G4 Series category 2 devices feature up to 32 Kbytes SRAM:

e 16 Kbytes SRAM1 (mapped at address 0x2000 0000)

e 6 Kbytes SRAM2 (mapped at address 0x2000 4000)

e 10 Kbytes CCM SRAM (mapped at address 0x1000 0000 and end of SRAM2)
These SRAM can be accessed as bytes, half-words (16 bits) or full words (32 bits). These

memories can be addressed at maximum system clock frequency without wait state and
thus by both CPU and DMA.

The CPU can access the SRAM1 through the system bus or through the ICode/DCode
buses when boot from SRAM1 is selected or when physical remap is selected

(Section 10.2.1: SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG
controller). To get the maximum performance on SRAM1 execution, physical remap should
be selected (boot or software selection).

CCM SRAM is mapped at address 0x1000 0000.
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2.4.1

Note:

2.4.2

88/2124

Execution can be performed from CCM SRAM with maximum performance without any
remap thanks to access through ICode bus.

The CCM SRAM is aliased at address following the end of SRAM2 (0x2000 5800 for
category 2 devices, 0x2001 8000 for category 3 devices, 0x2001 8000 for category 4
devices), offering a continuous address space with the SRAM1 and SRAM2.

Parity check

On the Category 3 and Category 4 devices, a parity check is implemented on the first
32 Kbytes of SRAM1 and on the whole CCM SRAM.

On the Category 2 devices, a parity check is implemented on the whole SRAM1 and CCM
SRAM.

The user can enable the parity check using the option bit SRAM_PE in the user option byte
(refer to Section 3.4.1: Option bytes description).

The data bus width is 36 bits because 4 bits are available for parity check (1 bit per byte) in
order to increase memory robustness, as required for instance by Class B or SIL norms.

The parity bits are computed and stored when writing into the SRAM. Then, they are
automatically checked when reading. If one bit fails, an NMI is generated. The same error
can also be linked to the BRK_IN Break input of TIM1/TIM8/TIM15/TIM16/TIM17/TIM20,
and to hrtim_sys_flt with the SPL control bit in the Section 10.2.8: SYSCFG configuration
register 2 (SYSCFG_CFGR2). The SRAM Parity Error flag (SPF) is available in the
Section 10.2.8: SYSCFG configuration register 2 (SYSCFG_CFGR?2).

When enabling the SRAM parity check, it is advised to initialize by software the whole
SRAM memory at the beginning of the code, to avoid getting parity errors when reading
non-initialized locations.

CCM SRAM Write protection
The CCM SRAM can be write protected with a page granularity of 1 Kbyte.

Table 4. CCM SRAM organization

Page number Start address End address
Page 0 0x1000 0000 0x1000 O3FF
Page 1 0x1000 0400 0x1000 O7FF
Page 2 0x1000 0800 0x1000 OBFF
Page 3 0x1000 0C00 0x1000 OFFF
Page 4 0x1000 1000 0x1000 13FF
Page 5 0x1000 1400 0x1000 17FF
Page 6 0x1000 1800 0x1000 1BFF
Page 7 0x1000 1C00 0x1000 1FFF
Page 8 0x1000 2000 0x1000 23FF
Page 9 0x1000 2400 0x1000 27FF

Page 10" 0x1000 2800 0x1000 2BFF
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Table 4. CCM SRAM organization (continued)

Page number Start address End address
Page 11() 0x1000 2C00 0x1000 2FFF
Page 12( 0x1000 3000 0x1000 33FF
Page 13(") 0x1000 3400 0x1000 37FF
Page 14() 0x1000 3800 0x1000 3BFF
Page 15(1) 0x1000 3C00 0x1000 3FFF
Page 16 0x1000 4000 0x1000 43FF
Page 17 0x1000 4400 0x1000 47FF
Page 18(? 0x1000 4800 0x1000 4BFF
Page 19 0x1000 4C00 0x1000 4FFF
Page 20 0x1000 5000 0x1000 53FF
Page 21 0x1000 5400 0x1000 57FF
Page 2202 0x1000 5800 0x1000 5BFF
Page 23 0x1000 5C00 0x1000 5FFF
Page 24 0x1000 6000 0x1000 63FF
Page 25 0x1000 6400 0x1000 67FF
Page 26 0x1000 6800 0x1000 6BFF
Page 27 0x1000 6C00 0x1000 6FFF
Page 2802 0x1000 7000 0x1000 73FF
Page 29(?) 0x1000 7400 0x1000 77FF
Page 30(? 0x1000 7800 0x1000 7BFF
Page 31 0x1000 7C00 0x1000 7FFF

1.

2. Available on Category 3 devices only.

CCM SRAM read protection

The CCMSRAM is protected with the Read protection (RDP). Refer to Section 3.5.1: Read
protection (RDP) for more details.

CCM SRAM erase

The CCMSRAM can be erased with a system reset using the option bit CCMSRAM_RST in
the user option byte (refer to Section 3.4.1: Option bytes description).

The CCM SRAM erase can also be requested by software by setting the bit CCMSR in the
Section 10.2.7: SYSCFG CCM SRAM control and status register (SYSCFG_SCSR).

Available on Category 3 and Category 4 devices only.

RMO0440 Rev 7

The write protection can be enabled in Section 10.2.9: SYSCFG CCM SRAM write
protection register (SYSCFG_SWPR) in the SYSCFG block. This is a register with write ‘1’
once mechanism, which means by writing ‘1’ on a bit it sets up the write protection for that
page of SRAM and it can be removed/cleared by a system reset only.

89/2124




RM0440

2.5 Flash memory overview

The Flash memory is composed of two distinct physical areas:

e  The main Flash memory block. It contains the application program and user data if
necessary.

e The information block. It is composed of three parts:

—  Option bytes for hardware and memory protection user configuration.

—  System memory that contains the ST proprietary code.

—  OTP (one-time programmable) area
The Flash interface implements instruction access and data access based on the AHB
protocol. It also implements the logic necessary to carry out the Flash memory operations
(program/erase) controlled through the Flash registers. Refer to Section 3: Embedded Flash
memory (FLASH) for category 3 devices, Section 4: Embedded Flash memory (FLASH) for

category 4 devices and Section 5: Embedded Flash memory (FLASH) for category 2
devices for more details.

2.6 Boot configuration

2.6.1 Boot configuration

Three different boot modes can be selected through the BOOTO pin or the nBOOTO bit into
the FLASH_OPTR register (if the nSWBOOTO bit is cleared into the FLASH_OPTR
register), and nBOOT1 bit in FLASH_OPTR register, as shown in the following table.

Table 5. Boot modes

BOOT_ nBOOT1 nBOOTO BOOTO nSWBOOTO0 Boot Memory Space
LOCK | FLASH_OPTR[23] | FLASH_OPTR[27] pin PB8 | FLASH_OPTR[26] Alias
1 X X X X Main Flash memory
0 X X 0 1 Main Flash memory is
selected as boot area
0 X 1 X 0 Main Flash memory is
selected as boot area
0 0 X 1 1 Embedded SRAM1 is
selected as boot area
0 0 0 X 0 Embedded SRAM1 is
selected as boot area
0 1 X 1 1 System memory is
selected as boot area
0 1 0 X 0 System memory is
selected as boot area

The values on both BOOTO pin (coming from the pin or the option bit) and nBOOT1 bit are
latched on the 4th edge of the internal startup clock source after reset release. It is up to the
user to set nBOOT1 and BOOTO to select the required boot mode.

90/2124 RMO0440 Rev 7 ‘Yl




RM0440

Note:

3

The BOOTO pin or user option bit (depending on the nSWBOOTO bit value in the
FLASH_OPTR register), and nBOOT1 bit are also re-sampled when exiting from Standby
mode. Consequently, they must be kept in the required Boot mode configuration in Standby
mode. After this startup delay has elapsed, the CPU fetches the top-of-stack value from
address 0x0000 0000, then starts code execution from the boot memory at 0x0000 0004.

Depending on the selected boot mode, main Flash memory, system memory or SRAM1 is
accessible as follows:

e  Boot from main Flash memory: the main Flash memory is aliased in the boot memory
space (0x0000 0000), but still accessible from its original memory space
(0x0800 0000). In other words, the Flash memory contents can be accessed starting
from address 0x0000 0000 or 0x0800 0000.

e  Boot from system memory: the system memory is aliased in the boot memory space
(0x0000 0000), but still accessible from its original memory space (0x1FFF 0000).

e  Boot from the embedded SRAM1: the SRAM1 is aliased in the boot memory space
(0x0000 0000), but it is still accessible from its original memory space (0x2000 0000).

PB8/BOOTO0 GPIO is configured in:

e Input mode during the complete reset phase if the option bit nSWBOOTO is set into the
FLASH_OPTR register and then switches automatically in analog mode after reset is
released (BOOTO pin).

e Input mode from the reset phase to the completion of the option byte loading if the bit
nSWBOOTO is cleared into the FLASH_OPTR register (BOOTO value coming from the
option bit). It switches then automatically to the analog mode even if the reset phase is
not complete.

When the device boots from SRAM, in the application initialization code, you have to
relocate the vector table in SRAM using the NVIC exception table and the offset register.
When booting from the main Flash memory, the application software can either boot from
bank 1 or from bank 2 (only for category 3 devices). By default, boot from bank 1 is selected.
To select boot from Flash memory bank 2, set the BFB2 bit in the user option bytes. When
this bit is set and the boot pins are in the boot from main Flash memory configuration, the
device boots from system memory, and the boot loader jumps to execute the user
application programmed in Flash memory bank 2. For further details, please refer to
AN2606.

See Table 13: Access status versus protection level and execution modes for bootloader
function for different RDP levels

Forcing boot from user Flash memory

Regardless the boot configuration it is possible to force booting from a unique entry point in
main Flash memory. See Section Embedded Flash memory (FLASH).

Physical remap

Once the boot pins mode is selected, the application software can modify the memory
accessible in the code area (in this way the code can be executed through the ICode bus in
place of the System bus). This modification is performed by programming the

Section 10.2.1: SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG
controller.

The following memories can thus be remapped:

e Main Flash memory
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e System memory

e Embedded SRAM1
e FSMC bank 1 (NOR/PSRAM 1 and 2)
e QUADSPI memory

Table 6. Memory mapping versus boot mode/physical remap“)

Boot/remapin

Boot/remapin

Boot/remapin

Addresses main Flash embedded system Remap in Remap in
FSMC QUADSPI
memory SRAM 1 memory
0x2000 0000 - 0x2002 3FFF | SRAM1 SRAM1 SRAM1 SRAM1 SRAM1
System System System System System
0x1FFF 7000 - Ox1FFF FFFF | memory/OTP/ | memory/OTP/ | memory/OTP/ |memory/OTP/ | memory/OTP/

Options bytes

Options bytes

Options bytes

Options bytes

Options bytes

0x1000 8000 - OX1FFE FFFF |Reserved Reserved Reserved Reserved Reserved
0x1000 0000 - 0x1000 7FFF |CCM SRAM CCM SRAM CCM SRAM CCM SRAM CCM SRAM
0x0808 0000 - OXOFFF FFFF |Reserved Reserved Reserved Reserved Reserved

0x0800 0000 - 0x0807 FFFF

Flash memory

Flash memory

Flash memory

Flash memory

Flash memory

FSMC bank 1
NOR/ QUADSPI
0x0400 0000 - 0x07FF FFFF |Reserved Reserved Reserved PSRAM 2 bank (128 MB)
(128 MB) Aliased
Aliased
FSMC bank 1
NOR/ QUADSPI
0x0010 0000 - 0x03FF FFFF |Reserved Reserved Reserved PSRAM 1 bank (128 MB)
(128 MB) Aliased
Aliased
FSMC bank 1
System NOR/
0x0000 0000 - 0x0007 FFFF . SRAM1 memory QUADSPI
) (3) Flash Aliased Aliased (28 KB) PSRAM 1 Aliased)
Aliased (1.28 MB)
Aliased)

Reserved memory area highlighted in gray in the table.

When the FSMC is remapped at address 0x0000 0000, only the first two regions of bank 1 memory controller (bank 1

NOR/PSRAM 1 and NOR/PSRAM 2) can be remapped. When the FSMC is remapped at address 0x0000 0000, only
128 MB are remapped. In remap mode, the CPU can access the external memory via ICode bus instead of system bus,
which boosts up the performance.

3. Even when aliased in the boot memory space, the related memory is still accessible at its original memory space.

Embedded boot loader

The embedded boot loader is located in the system memory, programmed by ST during
production. Refer to AN2606 STM32 microcontroller system memory boot mode.
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Embedded Flash memory (FLASH) for category 3 devices

3

3.1

3.2

3

Embedded Flash memory (FLASH)
for category 3 devices

Introduction

The Flash memory interface manages CPU AHB ICode and DCode accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms.

The Flash memory interface accelerates code execution with a system of instruction
prefetch and cache lines.

FLASH main features

Up to 512 Kbyte of Flash memory with dual bank architecture supporting read-while-
write capability (RWW).

Flash memory read operations with two data width modes supported:

— Single bank mode DBANK=0: read access of 128 bits

—  Dual bank mode DBANK=1: read access of 64 bits

Page erase, bank erase and mass erase (both banks)

Flash memory interface features:

Flash memory read operations
Flash memory program/erase operations
Read protection activated by option (RDP)

4 Write protection areas (2 per bank when DBANK=1 and 4 for full memory when
DBANK=0)

2 proprietary code read protection areas (1 per bank when DBANK=1, 2 for all memory
when DBANK=0)

2 Securable memory areas defined by option (1 per bank when DBANK = 1, 1 for all
memory when DBANK = 0).

Prefetch on ICODE

Instruction Cache: 32 cache lines of 4 x 64 or 2 x 128 bits on ICode (1 KB RAM)
Data Cache: 8 cache lines of 4 x 64 bits or 2 x 128 on DCode (256B RAM)
Error Code Correction ECC: 8 bits per 64-bit double-word

— DBANK=1: 8 + 64 = 72 bits, 2 bits detection, 1 bit correction

— DBANK=0: (8+64) + (8+64) = 144 bits, 2 bits detection, 1 bit correction
Option byte loader

Low-power mode
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FLASH functional description

Flash memory organization

The Flash memory has the following main features:

e Capacity up to 512 Kbytes, in single bank mode (read width of 128 bits) or in dual bank
mode (read width of 64-bits)

e  Supports dual boot mode thanks to the BFB2 option bit (only in dual bank mode)
e  Dual bank mode when DBANK bit is set:
— 512 KB organized in 2 banks for main memory
— Page size of 2 Kbyte
— 72 bits wide data read (64 bits plus 8 ECC bits)
— Bank and Mass erase
e  Single bank mode when DBANK is reset:
— 512 KB organized in one single bank for main memory
— Page size of 4 Kbyte
— 144 bits wide data read (128 bits plus 2x8 ECC bits)
— Mass erase

The Flash memory is organized as follows:
e  Amain memory block organized depending on the dual bank configuration bit:
—  When dual bank is enabled (DBANK bit set), the Flash is divided in 2 banks of
256 KB, and each bank is organized as follows:
The main memory block containing 128 pages of 2 Kbyte
Each page is composed of 8 rows of 256 bytes
—  When dual bank is disabled (DBANK bit reset), the main memory block is
organized as one single bank of 512 KB as follows:
The main memory block containing 128 pages of 4 Kbyte
Each page is composed of 8 rows of 512 bytes
¢ An Information block containing:

—  System memory from which the device boots in System memory boot mode. The
area is reserved for use by STMicroelectronics and contains the boot loader that is
used to reprogram the Flash memory through one of the following interfaces:
USART, SPI, 12C, FDCAN, USB. It is programmed by STMicroelectronics when
the device is manufactured, and protected against spurious write/erase
operations. For further details, please refer to the AN2606 available from
www.st.com.

— 1 Kbyte (128 double word) OTP (one-time programmable) bytes for user data. The
OTP area is available in Bank 1 only. The OTP data cannot be erased and can be
written only once. If only one bit is at 0, the entire double word cannot be written
anymore, even with the value 0x0000 0000 0000 0000.

—  Option bytes for user configuration.

The memory organization is based on a main area and an information block as shown in
Table 28.
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Table 7. Flash module - 512/256/128 KB dual bank organization (64 bits read width)

Size
Flash area Flash memory addresses (bytes) Name
0x0800 0000 - 0x0800 O7FF 2K Page 0
0x0800 0800 - 0x0800 OFFF 2K Page 1
0x0800 1000 - 0x0800 17FF 2 K Page 2
Bank 1() 0x0800 1800 - 0x0800 1FFF 2K Page 3
(256/128/64 KB) - - -
Main memory 0x0803 F800 - 0x0803 FFFF 2K Page 127
(512/256/128 KB) 0x0804 0000 - 0x0804 07FF 2K Page 0
0x0804 0800 - 0x0804 OFFF 2 K Page 1
0x0804 1000 - 0x0804 17FF 2K Page 2
Bank 2(1) 0x0804 1800 - 0x0804 1FFF 2K Page 3
(256/128/64 KB) - - -
0x0807 F800 - 0x0807 FFFF 2K Page 127
Bank 1 Ox1FFF 0000 - Ox1FFF 6FFF 28K
System memory
Bank 2 O0x1FFF 8000 - Ox1FFF EFFF 28K
Information block Bank 1 Ox1FFF 7000 - Ox1FFF 73FF 1K OTP area
Bank 1 Ox1FFF 7800 - Ox1FFF 782F 48
Option bytes
Bank 2 Ox1FFF F800 - Ox1FFF F82F 48
1. For 256KB devices: from page 0 to page 63
For 128KB devices: from page 0 to page 31
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Table 8. Flash module - 512/256/128 KB single bank organization (128 bits read width)

Size
Flash area Flash memory addresses (bytes) Name
0x0800 0000 - 0x0800 OFFF 4 K Page 0
0x0800 1000 - 0x0800 1FFF 4K Page 1
0x0800 2000 - 0x0800 2FFF 4K Page 2
Main memory“) _ _ _
(512/256/128 KB)
0x0807 FOO0O - 0x0807 FFFF 4K Page 127
Bank 1 0x1FFF 0000 - Ox1FFF 6FFF 28K
System memory
Bank 2 O0x1FFF 8000 - Ox1FFF EFFF 28 K
Information block Bank 1 0x1FFF 7000 - Ox1FFF 73FF 1K OTP area
Bank 1 Ox1FFF 7800 - Ox1FFF 782F 48
Option bytes
Bank 2 O0x1FFF F800 - Ox1FFF F82F 48

1. For 256KB devices: from page 0 to page 63
For 128KB devices: from page 0 to page 31

3.3.2
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Error code correction (ECC)

Dual bank mode (DBANK=1, 64-bits data width)

Data in Flash memory are 72-bits words: 8 bits are added per double word (64 bits). The
ECC mechanism supports:

. One error detection and correction
. Two errors detection

When one error is detected and corrected, the flag ECCC (ECC correction) is set in Flash
ECC register (FLASH_ECCR). If ECCCIE is set, an interrupt is generated.

When two errors are detected, a flag ECCD (ECC detection) is setin FLASH_ECCR
register. In this case, a NMI is generated.

When an ECC error is detected, the address of the failing double word and its associated
bank are saved in ADDR_ECC[20:0] and BK_ECC in the FLASH_ECCR register.
ADDR_ECC[2:0] are always cleared.

When ECCC or ECCD is set, ADDR_ECC and BK_ECC are not updated if a new ECC error

occurs. FLASH_ECCR is updated only when ECC flags are cleared.
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Single bank mode (DBANK=0, 128-bits data width)
Data in Flash memory are 144-bits words: 8 bits are added per each double word. The ECC
mechanism supports:
e  One error detection and correction
e  Two errors detection per 64 double words
The user must first check the SYSF_ECC bit, and if it is set, the user must refer to the
DBANK=1 programming model (because system Flash is always on 2 banks). If the bit is
not set, the user must refer to the following programing model:
Each double word (bits 63:0 and bits 127:64) has ECC.
When one error is detected in 64 LSB bits (bits 63:0) and corrected, a flag ECCC (ECC
correction) is set in the FLASH_ECCR register.
When one error is detected in 64 MSB bits (bits 127:64) and corrected, a flag ECCC2
(ECC2 correction) is set in the FLASH_ECCR register.
If the ECCCIE is set, an interrupt is generated. The user has to read ECCC and ECCC2 to
see which part of the 128-bits data has been corrected (either 63:0, 127:64 or both).
When two errors are detected in 64 LSB bits, a flag ECCD (ECC detection) is set in the
FLASH_ECCR register.
When two errors are detected in 64 MSB bits (bits 127:64), a flag ECCD2 (ECC2 detection)
is set in the FLASH_ECCR register.
In this case, a NMI is generated. The user has to read ECCD and ECCD2 to see which part
of the 128-bits data has error detection (either 63:0, 127:64 or both).
When an ECC error is detected, the address of the failing the 2 times double word is saved
into ADDR_ECCJ[20:0] in FLASH_ECCR. ADDR_ECC[20:0] contains an address of a 2
times double word.
The ADDR_ECC[3:0] are always cleared. BK_ECC is not used in this mode.
When ECCC/ECCC2 or ECCD/ECCD?2 is/are set, if a new ECC error occurs, the
ADDR_ECC is not updated. The FLASH_ECCR is updated only if the ECC flags
(ECCC/ECCC2/ECCD/ECCD2) are cleared.
Note: For a virgin data: OxFF FFFF FFFF FFFF FFFF, one error is detected and corrected but two
errors detection is not supported.
When an ECC error is reported, a new read at the failing address may not generate an ECC
error if the data is still present in the current buffer, even if ECCC and ECCD are cleared.
3.33 Read access latency

3

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
frequency of the CPU clock (HCLK) and the internal voltage range of the device VoRg-
Refer to Section 6.1.5: Dynamic voltage scaling management. Table 9 shows the
correspondence between wait states and CPU clock frequency.
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Table 9. Number of wait states according to CPU clock (HCLK) frequency

HCLK (MHz)
Wait states (WS)
CATENGY) | Y i(mode | nomaimode |  VeoneRange2
0 WS (1 CPU cycles) <34 <30 <12
1 WS (2 CPU cycles) <68 <60 <24
2 WS (3 CPU cycles) <102 <90 <26
3 WS (4 CPU cycles) <136 <120 -
4 WS (5 CPU cycles) <170 <150 -

After reset, the CPU clock frequency is 16 MHz and 1 wait state (WS) is configured in the
FLASH_ACR register.

When changing the CPU frequency, the following software sequences must be applied in
order to tune the number of wait states needed to access the Flash memory:

Increasing the CPU frequency:

1. Program the new number of wait states to the LATENCY bits in the Flash access
control register (FLASH_ACR).

2. Check that the new number of wait states is taken into account to access the Flash
memory by reading the FLASH_ACR register.

3. Analyze the change of CPU frequency change caused either by:

—  changing clock source defined by SW bits in RCC_CFGR register

— or by CPU clock prescaller defined by HPRE bits in RCC_CFGR
If some of above two steps decreases the CPU frequency, firstly perform this step and then
the rest. Otherwise modify The CPU clock source by writing the SW bits in the RCC_CFGR

register and then (if needed) modify the CPU clock prescaler by writing the HPRE bits in
RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

Decreasing the CPU frequency:

1. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register.
2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR.
3. Analyze the change of CPU frequency change caused either by:

— changing clock source defined by SW bits in RCC_CFGR register

— or by CPU clock prescaller defined by HPRE bits in RCC_CFGR

If some of above two steps increases the CPU frequency, firstly perform another step and
then this step. Otherwise modify The CPU clock source by writing the SW bits in the

3
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RCC_CFGR register and then (if needed) modify the CPU clock prescaler by writing the
HPRE bits in RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

5. Program the new number of wait states to the LATENCY bits in Flash access control
register (FLASH_ACR).

6. Check that the new number of wait states is used to access the Flash memory by
reading the FLASH_ACR register.

Adaptive real-time memory accelerator (ART Accelerator)

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard Arm® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the Arm® Cortex®-M4 with FPU over Flash memory
technologies, which normally requires the processor to wait for the Flash memory at higher
operating frequencies.

To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 64-
bit Flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from Flash memory at a
CPU frequency up to 170 MHz.

Instruction prefetch

The Cortex®-M4 fetches the instruction over the ICode bus and the literal pool
(constant/data) over the DCode bus. The prefetch block aims at increasing the efficiency of
ICode bus accesses.

In case of Single bank mode (DBANK option bit is reset), each Flash memory read
operation provides 128 bits from either four instructions of 32 bits or eight instructions of
16 bits depending on the launched program. This 128-bits current instruction line is saved in
a current buffer, and in case of sequential code, at least four CPU cycles are needed to
execute the previous read instruction line.

When in dual bank mode (DBANK option bit is set), each Flash memory read operation
provides 64 bits from either two instructions of 32 bits or four instructions of 16 bits
depending on the launched program. This 64-bits current instruction line is saved in a
current buffer, and in case of sequential code, at least two CPU cycles are needed to
execute the previous read instruction line.

Prefetch on the ICode bus can be used to read the next sequential instruction line from the
Flash memory while the current instruction line is being requested by the CPU.

Prefetch is enabled by setting the PRFTEN bit in the Flash access control register
(FLASH_ACR). This feature is useful if at least one wait state is needed to access the Flash
memory.

Figure 9 shows the execution of sequential 16-bit instructions with and without prefetch
when 3 WS are needed to access the Flash memory.
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Figure 3. Sequential 16-bit instructions execution (64-bit read data width)
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When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.
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If a loop is present in the current buffer, no new flash access is performed.

Instruction cache memory (I-Cache)

To limit the time lost due to jumps, it is possible to retain 32 lines of 4 x 64 bits in dual bank
mode or 32 lines of 2 x 128 bits in single bank mode in an instruction cache memory.This
feature can be enabled by setting the instruction cache enable (ICEN) bit in the Flash
access control register (FLASH_ACR). Each time a miss occurs (requested data not
present in the currently used instruction line, in the prefetched instruction line or in the
instruction cache memory), the line read is copied into the instruction cache memory. If
some data contained in the instruction cache memory are requested by the CPU, they are
provided without inserting any delay. Once all the instruction cache memory lines have been
filled, the LRU (least recently used) policy is used to determine the line to replace in the
instruction memory cache. This feature is particularly useful in case of code containing
loops.

The Instruction cache memory is enable after system reset.

Data cache memory (D-Cache)

Literal pools are fetched from Flash memory through the DCode bus during the execution
stage of the CPU pipeline. Each DCode bus read access fetches 64 or 128 bits which are
saved in a current buffer. The CPU pipeline is consequently stalled until the requested literal
pool is provided. To limit the time lost due to literal pools, accesses through the AHB
databus DCode have priority over accesses through the AHB instruction bus ICode.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the Flash access control register (FLASH_ACR). This
feature works like the instruction cache memory, but the retained data size is limited to 8
rows of 4*64 bits in dual bank mode and to 8 rows of 2*128 bits in single bank mode.

The Data cache memory is enable after system reset.

The D-Cache is active only when data is requested by the CPU (not by DMA1 and DMA2).
Data in option bytes block are not cacheable.

Flash program and erase operations

The STM32G4 Series embedded Flash memory can be programmed using in-circuit
programming or in-application programming.

The in-circuit programming (ICP) method is used to update the entire contents of the
Flash memory, using the JTAG, SWD protocol or the boot loader to load the user application
into the microcontroller. ICP offers quick and efficient design iterations and eliminates
unnecessary package handling or socketing of devices.

In contrast to the ICP method, in-application programming (IAP) can use any
communication interface supported by the microcontroller (I/Os, USB, CAN, UART, 12C, SPI,
etc.) to download programming data into memory. IAP allows the user to re-program the
Flash memory while the application is running. Nevertheless, part of the application has to
have been previously programmed in the Flash memory using ICP.

The contents of the Flash memory are not guaranteed if a device reset occurs during a
Flash memory operation.

An on-going Flash memory operation does not block the CPU as long as the CPU does not
access the same Flash memory bank. Code or data fetches are possible on one bank while

RMO0440 Rev 7 101/2124




Embedded Flash memory (FLASH) for category 3 devices RMO0440

Note:

3.3.6

102/2124

a write/erase operation is performed to the other bank (refer to Section 3.3.8: Read-while-
write (RWW) available only in dual bank mode (DBANK=1)).

The Flash erase and programming is only possible in the voltage scaling range 1. The
VOS[1:0] bits in the PWR_CR1 must be programmed to 01b.

On the contrary, during a program/erase operation to the Flash memory, any attempt to read
the same Flash memory bank stalls the bus. The read operation proceeds correctly once
the program/erase operation has completed.

Unlocking the Flash memory

After reset, write is not allowed in the Flash control register (FLASH_CR) to protect the
Flash memory against possible unwanted operations due, for example, to electric
disturbances. The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the Flash key register (FLASH_KEYR)
2.  Write KEY2 = OxCDEF89AB in the FLASH_KEYR register.
Any wrong sequence locks up the FLASH_CR register until the next system reset. In the

case of a wrong key sequence, a bus error is detected and a Hard Fault interrupt is
generated.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.

The FLASH_CR register cannot be written when the BSY bit in the Flash status register
(FLASH_SR) is set. Any attempt to write to it with the BSY bit set causes the AHB bus to
stall until the BSY bit is cleared.

Flash main memory erase sequences

The Flash memory erase operation can be performed at page level, bank level or on the
whole Flash memory (Mass Erase). Mass Erase does not affect the Information block
(system flash, OTP and option bytes).

Page erase

To erase a page, follow the procedure below:
1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR).

2.  Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Indual bank mode (DBANK option bit is set), set the PER bit and select the page to
erase (PNB) with the associated bank (BKER) in the Flash control register
(FLASH_CR). In single bank mode (DBANK option bit is reset), set the PER bit and
select the page to erase (PNB). The BKER bit in the Flash control register
(FLASH_CR) must be kept cleared.

4. Setthe STRT bit in the FLASH_CR register.

5. Wait for the BSY bit to be cleared in the FLASH_SR register.

3
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Note: The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and
disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the page erase is part of write-protected area (by WRP or PCROP), WRPERR is set and

the page erase request is aborted.

Bank 1, Bank 2 Mass erase (available only in dual bank mode when

DBANK=1)

To perform a bank Mass Erase, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the MER1 bit or MER2 (depending on the bank) in the Flash control register
(FLASH_CR). Both banks can be selected in the same operation, in that case it
corresponds to a mass erase.

4. Setthe STRT bit in the FLACH_CR register.

5. Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

Mass erase

To perform a Mass erase, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2.  Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the MER1 bit and MER?2 in the Flash control register (FLASH_CR).

4. Setthe STRT bit in the FLACH_CR register.

5.  Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

Note: The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and
disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

When DBANK=0, if only the MERA or the MERB bit is set, PGSERR is set and no erase

operation is performed.

If the bank to erase or if one of the banks to erase contains a write-protected area (by WRP

or PCROP), WRPERR is set and the mass erase request is aborted (for both banks if both

are selected).

3.3.7 Flash main memory programming sequences

3

The Flash memory is programmed 72 bits at a time (64 bits + 8 bits ECC).

Programming in a previously programmed address is not allowed except if the data to write
is full zero, and any attempt sets PROGERR flag in the Flash status register (FLASH_SR).

It is only possible to program double word (2 x 32-bit data).
e  Any attempt to write byte or half-word sets SIZERR flag in the FLASH_SR register.

e Any attempt to write a double word which is not aligned with a double word address
sets PGAERR flag in the FLASH_SR register.
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Standard programming

The Flash memory programming sequence in standard mode is as follows:

1. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PG bit in the Flash control register (FLASH_CR).

4. Perform the data write operation at the desired memory address, inside main memory
block or OTP area. Only double word can be programmed.
—  Write a first word in an address aligned with double word
—  Write the second word

5. Wait until the BSY bit is cleared in the FLASH_SR register.

6. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

7. Clear the PG bit in the FLASH_SR register if there no more programming request
anymore.

When the flash interface has received a good sequence (a double word), programming is
automatically launched and BSY bit is set. The internal oscillator HSI116 (16 MHz) is enabled
automatically when PG bit is set, and disabled automatically when PG bit is cleared, except
if the HSI16 is previously enabled with HSION in RCC_CR register.

If the user needs to program only one word, double word must be completed with the erase
value OxFFFF FFFF to launch automatically the programming.

ECC is calculated from the double word to program.

Fast programming for a row (64 double words if DBANK=1) or for half row (64
double words if DBANK=0)

This mode allows to program a row (64 double words if DBANK=1) or half row (64 double
words if DBANK=0), and to reduce the page programming time by eliminating the need for
verifying the flash locations before they are programmed and to avoid rising and falling time
of high voltage for each double word. During fast programming, the CPU clock frequency
(HCLK) must be at least 8 MHz.

Only the main memory can be programmed in Fast programming mode.

3
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The Flash main memory programming sequence in standard mode is as follows:

1. In single bank mode (DBANK=0), perform a mass erase. If not, PGSERR is set. The
Fast programing can be performed only if the code is executed from RAM or from
bootloader. In dual bank mode (DBANK=1), perform a mass erase of the bank to
program. If not, PGSERR is set.

2. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

3.  Check and clear all error programming flag due to a previous programming.
4. Setthe FSTPG bit in Flash control register (FLASH_CR).

5. Write the 64 double words to program a row or half row. Only double words can be
programmed:

—  Write a first word in an address aligned with double word
—  Write the second word.
6. Wait until the BSY bit is cleared in the FLASH_SR register.

7. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

8. Clear the FSTPG bit in the FLASH_SR register if there no more programming request
anymore.

If the flash is attempted to be written in Fast programming mode while a read operation is on
going in the same bank, the programming is aborted without any system notification (no
error flag is set).

When the Flash interface has received the first double word, programming is automatically
launched. The BSY bit is set when the high voltage is applied for the first double word, and it
is cleared when the last double word has been programmed or in case of error. The internal
oscillator HSI16 (16 MHz) is enabled automatically when FSTPG bit is set, and disabled
automatically when FSTPG bit is cleared, except if the HSI16 is previously enabled with
HSION in RCC_CR register.

The 64 double word must be written successively. The high voltage is kept on the flash for
all the programming. Maximum time between two double words write requests is the time
programming (around 2 x 25us). If a second double word arrives after this time
programming, fast programming is interrupted and MISSERR is set.

High voltage mustn’t exceed 8 ms for a full row between 2 erases. This is guaranteed by the
sequence of 64 double words successively written with a clock system greater or equal to
8MHz. An internal time-out counter counts 7ms when Fast programming is set and stops the
programming when time-out is over. In this case the FASTERR bit is set.

If an error occurs, high voltage is stopped and next double word to programmed is not
programmed. Anyway, all previous double words have been properly programmed.
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Programming errors

Several kind of errors are detected. In case of error, the Flash operation (programming or
erasing) is aborted.
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PROGERR: Programming Error

In standard programming: PROGERR is set if the word to write is not previously erased
(except if the value to program is full zero).

SIZERR: Size Programming Error

In standard programming or in fast programming: only double word can be
programmed and only 32-bit data can be written. SIZERR is set if a byte or an half-
word is written.

PGAERR: Alignment Programming error
PGAERR is set if one of the following conditions occurs:

— In standard programming: the first word to be programmed is not aligned with a
double word address, or the second word doesn’t belong to the same double word
address.

— Infast programming: the data to program doesn’t belong to the same row than the
previous programmed double words, or the address to program is not greater than
the previous one.

PGSERR: Programming Sequence Error
PGSERR is set if one of the following conditions occurs:

In the standard programming sequence or the fast programming sequence: a data
is written when PG and FSTPG are cleared.

— Inthe standard programming sequence or the fast programming sequence:
MER1, MER2, and PER are not cleared when PG or FSTPG is set.

— Inthe fast programming sequence: the Mass erase is not performed before setting
FSTPG bit.

— Inthe mass erase sequence: PG, FSTPG, and PER are not cleared when MER1
or MER2 is set.

— Inthe page erase sequence: PG, FSTPG, MER1 and MER?2 are not cleared when
PER is set.

— PGSERR is set also if PROGERR, SIZERR, PGAERR, WRPERR, MISSERR,
FASTERR or PGSERR is set due to a previous programming error.

—  When DBANK=0, in the case that only either MER1 or MER2 is set, PGSERR is
set (bank mass erase is not allowed).

WRPERR: Write Protection Error
WRPERR is set if one of the following conditions occurs:

—  Attempt to program or erase in a write protected area (WRP) or in a PCROP area
or in a Securable memory area.

—  Attempt to perform a bank erase when one page or more is protected by WRP or
PCROP.

—  The debug features are connected or the boot is executed from SRAM or from
System flash when the read protection (RDP) is set to Level 1.

— Attempt to modify the option bytes when the read protection (RDP) is set to
Level 2.

MISSERR: Fast Programming Data Miss Error
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In fast programming: all the data must be written successively. MISSERR is set if the
previous data programmation is finished and the next data to program is not written yet.

e FASTERR: Fast Programming Error
In fast programming: FASTERR is set if one of the following conditions occurs:
— When FSTPG bit is set for more than 7ms which generates a time-out detection.
—  When the fast programming has been interrupted by a MISSERR, PGAERR,
WRPERR or SIZERR.
If an error occurs during a program or erase operation, one of the following error flags is set
in the FLASH_SR register:
PROGERR, SIZERR, PGAERR, PGSERR, MISSERR (Program error flags),
WRPERR (Protection error flag)
In this case, if the error interrupt enable bit ERRIE is set in the Flash status register

(FLASH_SR), an interrupt is generated and the operation error flag OPERR is set in the
FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the Flash
memory), the error flags cannot be cleared until the end of the successive write requests.

Programming and caches

If a Flash memory write access concerns some data in the data cache, the Flash write
access modifies the data in the Flash memory and the data in the cache.

If an erase operation in Flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the Flash access control register (FLASH_ACR).

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).

Read-while-write (RWW) available only in dual bank mode
(DBANK=1)
The dual bank mode is available only when the DBANK option bit is set, allowing read-

while-write operations. This feature allows to perform a read operation from one bank while
an erase or program operation is performed to the other bank.

Write-while-write operations are not allowed. As an example, It is not possible to perform an
erase operation on one bank while programming the other one.

Read from bank 1 while page erasing in bank 2 (or vice versa)

While executing a program code from bank 1, it is possible to perform a page erase
operation on bank 2 (and vice versa). Follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
in bank 1 or bank 2).

2. Set PER bit, PSB to select the page and BKER to select the bank in the Flash control
register (FLASH_CR).

3. Setthe STRT bit in the FLASH_CR register.

4. Wait for the BSY bit to be cleared (or use the EOP interrupt).
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Read from bank 1 while mass erasing bank 2 (or vice versa)

While executing a program code from bank 1, it is possible to perform a mass erase
operation on bank 2 (and vice versa). Follow the procedure below:

1.

2.
3.
4.

Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
in bank 1 or bank 2).

Set MER1 or MER2 to in the Flash control register (FLASH_CR).
Set the STRT bit in the FLASH_CR register.
Wait for the BSY bit to be cleared (or use the EOP interrupt).

Read from bank 1 while programming bank 2 (or vice versa)

While executing a program code from bank 1, it is possible to perform a program operation
on the bank 2. (and vice versa). Follow the procedure below:

1.

Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
on bank 1 or bank 2).

Set the PG bit in the Flash control register (FLASH_CR).

Perform the data write operations at the desired address memory inside the main
memory block or OTP area.

Wait for the BSY bit to be cleared (or use the EOP interrupt).

3
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3.4 FLASH option bytes
3.41 Option bytes description
The option bytes are configured by the end user depending on the application requirements.
As a configuration example, the watchdog may be selected in hardware or software mode
(refer to Section 5.4.2: Option bytes programming).
A double word is split up as follows in the option bytes:
Table 10. Option byte format
63-24 23-16 15 -8 7-0 31-24 23-16 15 -8 7-0
Complemented | Complemented | Complemented | Complemented | Option Option Option Option
option byte 3 | option byte 2 | option byte 1 option byte 0 byte 3 byte 2 byte 1 byte 0

The organization of these bytes inside the information block is as shown in Table 31: Option
byte organization.

The option bytes can be read from the memory locations listed in Table 31: Option byte
organization or from the Option byte registers:

e  Flash option register (FLASH_OPTR)
e  Flash PCROP1 Start address register (FLASH_PCROP1SR)

e  Flash PCROP1 End address register (FLASH_PCROP1ER)

e  Flash WRP area A address register (FLASH_WRP1AR)

e  flash WRP area B address register (FLASH_WRP1BR)

e  Flash PCROP2 Start address register (FLASH_PCROP2SR)

e  Flash PCROP2 End address register (FLASH_PCROPZ2ER)

e  Flash Bank 2 WRP area A address register (FLASH_WRP2AR)
e  Flash Bank 2 WRP area B address register (FLASH_WRP2BR).

Table 11. Option byte organization

BANK | Address | [63:56] | [55:48] | [47:40] | [39:32] | [31:24] | [23:16] | [15:8] [7:0]
1FFF7800 USER OPT RDP USER OPT RDP
—_— Unused and Unused and
1FFF7808 Unused PCROP1_STRT[14:0] Unused PCROP1_STRT[14:0]
1FFF7810 PCROP_RDP and Unused and PCROP_RDP and Unused and
Unused PCROP1_END[14:0] Unused PCROP1_END[14:0]
WRP1A WRP1A WRP1A_ WRP1A
Bank1 | 1{FFF7818 | Unused | _END | Unused | _STRT |Unused| END | Unused | _STRT
[6:0] [6:0] [6:0] [6:0]
WRP2A WRP2A WRP2A_ WRP2A
1FFF7820 | Unused _END Unused _STRT | Unused END Unused _STRT
[6:0] [6:0] [6:0] [6:0]
— | BOOT_ | —— | SEC_ BOOT_ SEC_
1FFF7828 | Unused LOCK Unused SIZET Unused LOCK Unused SIZET
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Table 11. Option byte organization (continued)

BANK | Address | [63:56] | [55:48] | [47:40] | [39:32] | [31:24] | [23:16] | [15:8] [7:0]
1FFFF800 Unused

_— Unused and Unused and

1FFFF808 Unused PCROP2_STRT[14:0] Unused PCROP2_STRT[14:0]

_— Unused and Unused and

1FFFF810 Unused PCROP2_END[14:0] Unused PCROP2_END[14:0]

WRP2B WRP2B WRP2B WRP2B

Bank2 | 1{FFFF818 | Unused | _END | Unused | _STRT |Unused| END | Unused | _STRT
[6:0] [6:0] [6:0] [6:0]

WRP2B WRP2B WRP2B WRP2B

1FFFF820 | Unused _END Unused _STRT |Unused| _END Unused _STRT

[6:0] [6:0] [6:0] [6:0]

e — SEC_ SEC_

1FFFF828 Unused “SIZE2 Unused _SIZE2

User and read protection option bytes
Flash memory address: Ox1FFF 7800
ST production value: OXFFEF FSAA

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
IRH_ |NRST_MODE[1: n nSW |CCMSRAM| SRAM n DBANK BFB2 WWDG | IWGD_ | IWDG_ | IWDG_
EN 0] BOOTO | BOOTO _RST _PE |BOOT1 _SW | STDBY | STOP SwW
r r r r r r r r r r r r r r
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

nRST_ | nRST_ | nRST_
SHDW | STDBY | STOP

r r r r r r r|r|r| r|r|r|r|r

BOR_LEV[2:0] RDP[7:0]

Bit 31 Reserved, must be kept at reset value.

Bit 30 IRH_IN: Internal reset holder for PG10
0: IRH disabled
1: IRH enabled

Bits 29:28 NRST_MODE[1:0]: PG10 pad mode
00: Reset Input/Output
01: Reset Input only
10: GPIO
11: Reset Input/Output

Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO0 =0
1: n BOOTO =1

Bit 26 nSWBOOTO: Software BOOTO
0: BOOTO taken from the option bit nBOOTO
1: BOOTO taken from PB8/BOOTO pin

3
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Bit 25

Bit 24

Bit 23

Bit 22

Bit 21
Bit 20

Bit 19

Bit 18

Bit 17

Bit 16

Bit 15
Bit 14

Bit 13

Bit 12

CCMSRAM_RST: CCM SRAM erase when system reset
0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs
SRAM_PE: SRAM1 and CCM SRAM parity check enable
0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable

nBOOT1: Boot configuration

Together with the BOOTO pin, this bit selects boot mode from the Flash main

memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

DBANK:

0: Single bank mode with 128 bits data read width
1: Dual bank mode with 64 bits data
This bit can be written only when PCROP1/2 is disabled.

Reserved, must be kept at reset value.

BFB2: Dual-bank boot
0: Dual-bank boot disable
1: Dual-bank boot enable
WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog
IWDG_STDBY: Independent watchdog counter freeze in Standby mode
0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode
IWDG_STOP: Independent watchdog counter freeze in Stop mode
0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode
IWDG_SW: Independent watchdog selection
0: Hardware independent watchdog
1: Software independent watchdog
Reserved, must be kept at reset value.

nRST_SHDW:

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode
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Bit 11 Reserved, must be kept at reset value.

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

PCROP1 Start address option bytes

Flash memory address: Ox1FFF 7808
Reset value: OXFFFF FFFF (ST production value)

30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

14 13 12 " 10 9 8 7 6 5 4 3 2 1 0

PCROP1_STRT[14:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14.0 PCROP1_STRT[14:0]: PCROP area start offset
DBANK=1
PCROP1_STRT contains the first double-word of the PCROP area for bank1.
DBANK=0
PCROP1_STRT contains the first 2xdouble-word of the PCROP area for all
memory.

PCROP1 End address option bytes

Flash memory address: Ox1FFF 7810
Reset value: 0xO0FF 0000 (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_END[14:0]
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
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Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased
This bit is set only. It is reset after a full mass erase due to a change of RDP
from Level 1 to Level 0.
0: PCROP area is not erased when the RDP level is decreased from Level 1 to
Level 0.
1: PCROP area is erased when the RDP level is decreased from Level 1 to
Level O (full mass erase).

Bits 30:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP1_ENDI[14:0]: Bank 1 PCROP area end offset
DBANK=1
PCROP1_END contains the last double-word of the bank 1 PCROP area.
DBANK=0
PCROP1_END contains the last 2x double-word PCROP area for all memory.

WRP1 Area A address option bytes
Flash memory address: Ox1FFF 7818
Reset value: OxFF00 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[6:0]

r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[6:0]

Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP1A_END[6:0]: WRP first area “A” end offset
DBANK=1
WRP1A_END contains the last page of WRP first area in bank1.
DBANK=0
WRP1A_END contains the last page of WRP first area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP1A_STRT[6:0]: WREP first area “A” start offset
DBANK=1
WRP1A_STRT contains the first page of WRP first area for bank1.
DBANK=0
WRP1A_STRT contains the first page of WRP first area for all memory.

3
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WRP2 Area A address option bytes
Flash memory address: Ox1FFF 7820
Reset value: OxFFO0 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2A_ENDI6:0]
r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2A_STRT[6:0]
r | r | r r | r | r | r
Bits 31:23 Reserved, must be kept at reset value.
Bits 22:16 WRP2A_ENDI[6:0]: WRP second area “B” end offset
DBANK=1
WRP2A_END contains the last page of the WRP second area for bank1.
DBANK=0

WRP2A_END contains the last page of the WPR second area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP2A_STRT[6:0]: WRP second area start offset

DBANK=1
WRP2A_STRT contains the last page of the WRP second area for bank1.

DBANK=0
WRP2A_STRT contains the last page of the WPR second area for all memory.

Securable memory area Bank 1 option bytes

Flash memory address: Ox1FFF7828
Reset value: OxFF00 FFOO (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[7:0]
r | r | r | r | r | r | r | r

Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user area
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 SEC_SIZE1[7:0]: Securable memory area size
Contains the number of Securable Flash memory pages

3
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PCROP2 Start address option bytes
Flash memory address: Ox1FFFF808
Reset value: OxFFFF FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PCROP2_STRT[14:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP2_STRT[14:0]: PCROP area start offset
DBANK=1
PCROP2_STRT contains the first double-word of the PCROP area for bank 2.
DBANK=0
PCROP2_STRT contains the first double-word PCROP area for all memory.

PCROP2 End address option bytes

Flash memory address: Ox1FFF F810
Reset value: 0xO0FF 0000 (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PCROP2_END[14:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP2_END[14:0]: PCROP area end offset
DBANK=1
PCROP2_END contains the last double-word of the PCROP area for bank2.
DBANK=0
PCROP2_END contains the last 2xdouble-word of the PCROP area for all the
memory.
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WRP1 Area B address option bytes

Flash memory address: Ox1FFF F818
Reset value: OxFFO0 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_END[6:0]

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP1B_ENDI[6:0]: WRP first area “B” end offset

DBANK=1
WRP1B_END contains the last page of the WRP first area for bank2.

DBANK=0
WRP1B_END contains the last page of the WRP third area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP1B_STRT[6:0]: WRP first area “B” start offset

DBANK=1
WRP1B_STRT contains the first page of the WRP first area for bank2.

DBANK=0
WRP1B_STRT contains the first page of the WRP third area for all memory.

WRP2 Area B address option bytes

Flash memory address: Ox1FFF F820
Reset value: OxFF00 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2B_END[6:0]

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

Bits 31:23 Reserved, must be kept at reset value.

3
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Bits 22:16 WRP2B_END[6:0]: WRP second area “B” end offset
DBANK=1
WRP2B_END contains the last page of the WRP second area for bank2.
DBANK=0
WRP2B_END contains the last page of the WRP fourth area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP2B_STRT[6:0]: WRP second area “B” start offset
DBANK=1
WRP2B_STRT contains the first page of the WRP second area for bank2.
DBANK=0
WRP2B_STRT contains the first page of the WRP second area for all memory.

Securable memory area Bank 2 option bytes
Flash memory address: Ox1FFF F828
Reset value: OxFF00 FFOO (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE2[7:0]

r | r | r | r | r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 SEC_SIZE2[7:0]: Securable memory area size contains the number of Securable
Flash memory pages.

3.4.2 Option bytes programming

After reset, the options related bits in the Flash control register (FLASH_CR) are write-

protected. To run any operation on the option bytes page, the option lock bit OPTLOCK in

the Flash control register (FLASH_CR) must be cleared. The following sequence is used to

unlock this register:

1. Unlock the FLASH_CR with the LOCK clearing sequence (refer to Unlocking the Flash
memory).

2.  Write OPTKEY1 = 0x08192A3B in the Flash option key register (FLASH_OPTKEYR).

3.  Write OPTKEY2 = 0x4C5D6E7F in the FLASH_OPTKEYR register.

The user options can be protected against unwanted erase/program operations by setting
the OPTLOCK bit by software.

Note: If LOCK is set by software, OPTLOCK is automatically set too.

3
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Modifying user options

The option bytes are programmed differently from a main memory user address. It is not
possible to modify independently user options of bank 1 or bank 2. The users Options of the
bank 1 are modified first.

To modify the user options value, follow the procedure below:

1. Check that no Flash memory operation is on going by checking the BSY bit in the Flash
status register (FLASH_SR).

2. Clear OPTLOCK option lock bit with the clearing sequence described above.

3. Write the desired options value in the options registers: Flash option register
(FLASH_OPTR), Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash
PCROP1 End address register (FLASH_PCROP1ER), Flash WRP area A address
register (FLASH_WRP1AR), Flash WRP area B address register (FLASH_WRP1BR),
Flash PCROPZ2 Start address register (FLASH_PCROP2SR), Flash PCROP2 End
address register (FLASH_PCROPZ2ER), Flash Bank 2 WRP area A address register
(FLASH_WRP2AR), Flash Bank 2 WRP area B address register (FLASH_WRP2BR).

4. Setthe Options Start bit OPTSTRT in the Flash control register (FLASH_CR).
5.  Wait for the BSY bit to be cleared.
Any modification of the value of one option is automatically performed by erasing both user

option bytes pages first (bank 1 and bank 2) and then programming all the option bytes with
the values contained in the flash option registers.

Option byte loading

After the BSY bit is cleared, all new options are updated into the Flash but they are not
applied to the system. They have effect on the system when they are loaded. Option bytes
loading (OBL) is performed in two cases:

— when OBL_LAUNCH bit is set in the Flash control register (FLASH_CR).

—  after a power reset (BOR reset or exit from Standby/Shutdown modes).
Option byte loader performs a read of the options block and stores the data into internal
option registers. These internal registers configure the system and cannot be read with by

software. Setting OBL_LAUNCH generates a reset so the option byte loading is performed
under system reset.

Each option bit has also its complement in the same double word. During option loading, a
verification of the option bit and its complement allows to check the loading has correctly
taken place.

During option byte loading, the options are read by double word with ECC. If the word and
its complement are matching, the option word/byte is copied into the option register.

If the comparison between the word and its complement fails, a status bit OPTVERR is set.
Mismatch values are forced into the option registers:

— For USR OPT option, the value of mismatch is all options at ‘1’, except for
BOR_LEV which is “000” (lowest threshold)

—  For WRP option, the value of mismatch is the default value “No protection”
—  For RDP option, the value of mismatch is the default value “Level 1”
—  For PCROP, the value of mismatch is “all memory protected”

On system reset rising, internal option registers are copied into option registers which can
be read and written by software (FLASH_OPTR, FLASH_PCROP1/2SR,
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FLASH_PCROP1/2ER, FLASH_WRP1/2AR, FLASH_WRP1/2BR). These registers are
also used to modify options. If these registers are not modified by user, they reflects the
options states of the system. See Section : Modifying user options for more details.

Activating dual bank mode (switching from DBANK=0 to DBANK=1)

When switching from one Flash mode to another (for example from single to dual bank) it is
recommended to execute the code from the SRAM or use the bootloader. To avoid reading
corrupted data from the Flash when the memory organization is changed, any access
(either CPU or DMAs) to Flash memory should be avoided before reprogramming.

e Disable Instruction/data caches and/or prefetch if they are enabled (reset PRFTEN and
ICEN/DCEN bits in the FLASH_ACR register).

e Flush instruction and data cache by setting the DCRST/ICRST bits in the FLASH_ACR
register.

e Set the DBANK option bit and clear all the WRP write protection (follow user option
modification and option bytes loader procedure).

— Once OBL is done with DBANK=1, perform a mass erase.

—  Start a new programing of code in 64 bits mode with DBANK=1 memory mapping
—  Set the new WRP/PCROP with DBANK=1 scheme if needed.

— Set PRFTEN and ICEN/DCEN if needed.

The new software is ready to be run using the bank configuration.

De-activating dual bank mode (switching from DBANK=1 to DBANK=0)

When switching from one Flash mode to another (for example from single to dual bank) it is
recommended to execute the code from the SRAM or use the bootloader. To avoid reading
corrupted data from the Flash when the memory organization is changed, any access
(either CPU or DMAs) to Flash memory should be avoided before reprogramming.

e Disable Instruction/data caches and/or prefetch if they are enabled (reset PRFTEN and
ICEN/DCEN bits in the FLASH_ACR register).

e Flush instruction and data cache by setting the DCRST/ICRST bits in the FLASH_ACR
register.

e Clear the DBANK option bit and all WRP write protection (follow user option
modification and option bytes loader procedure).

—  Once OBL is done with DBANK=0, perform a mass erase.

—  Start a new programing of code in 128 bits mode with DBANK=0 memory mapping

—  Set the new WRP/PCROP with DBANK=0 scheme if needed. Set PRFTEN and
ICEN/DCEN if needed.

The new software is ready to be run using the bank configuration.
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FLASH memory protection

The Flash main memory can be protected against external accesses with the Read
protection (RDP). The pages of the Flash memory can also be protected against unwanted
write due to loss of program counter contexts. The write-protection (WRP) granularity is one
page (2 KByte). Apart of the flash memory can also be protected against read and write
from third parties (PCROP). The PCROP granularity is double word (64-bit).

Read protection (RDP)

The read protection is activated by setting the RDP option byte and then, by applying a
system reset to reload the new RDP option byte. The read protection protects to the Flash
main memory, the option bytes, the backup registers (RTC_BKPxR in the RTC) and the
CCM SRAM.

If the read protection is set while the debugger is still connected through JTAG/SWD, apply
a POR (power-on reset) instead of a system reset.

There are three levels of read protection from no protection (level 0) to maximum protection
or no debug (level 2).

The Flash memory is protected when the RDP option byte and its complement contain the
pair of values shown in Table 32.

Table 12. Flash memory read protection status

RDP byte value RDP complement value Read protection level

OxAA 0x55 Level O (production value)

Any value (not necessarily

Any value except OXAA or complementary) except 0x55 and Level 1
0xCC

0x33
0xCC 0x33 Level 2

The System memory area is read accessible whatever the protection level. It is never
accessible for program/erase operation.

Level 0: no protection

Read, program and erase operations into the Flash main memory area are possible. The
option bytes, the CCM SRAM and the backup registers are also accessible by all
operations.

3

RM0440 Rev 7




RM0440

Embedded Flash memory (FLASH) for category 3 devices

Caution:

Note:

3

Level 1: Read protection

This is the default protection level when RDP option byte is erased. It is defined as well
when RDP value is at any value different from 0xAA and 0xCC, or even if the complement is
not correct.

e User mode: Code executing in user mode (Boot Flash) can access Flash main
memory, option bytes, CCM SRAM and backup registers with all operations.

e Debug, boot RAM and boot loader modes: In debug mode or when code is running
from boot RAM or boot loader, the Flash main memory, the backup registers
(RTC_BKPxR in the RTC) and the CCM SRAM are totally inaccessible. In these
modes, a read or write access to the Flash generates a bus error and a Hard Fault
interrupt.

In case the Level 1 is configured and no PCROP area is defined, it is mandatory to set
PCROP_RDP bit to 1 (full mass erase when the RDP level is decreased from Level 1 to
Level 0). In case the Level 1 is configured and a PCROP area is defined, if user code needs
to be protected by RDP but not by PCROP, it must not be placed in a page containing a
PCROP area.

Level 2: No debug

In this level, the protection level 1 is guaranteed. In addition, the Cortex®-M4 debug port, the
boot from RAM (boot RAM mode) and the boot from System memory (boot loader mode)
are no more available. In user execution mode (boot FLASH mode), all operations are
allowed on the Flash Main memory. On the contrary, only read operations can be performed
on the option bytes.

Option bytes cannot be programmed nor erased. Thus, the level 2 cannot be removed at all:
it is an irreversible operation. When attempting to modify the options bytes, the protection
error flag WRPERR is set in the Flash_SR register and an interrupt can be generated.

The debug feature is also disabled under reset.

STMicroelectronics is not able to perform analysis on defective parts on which the level 2
protection has been set.

Changing the Read protection level

It is easy to move from level O to level 1 by changing the value of the RDP byte to any value
(except 0xCC). By programming the 0xCC value in the RDP byte, it is possible to go to level
2 either directly from level 0 or from level 1. Once in level 2, it is no more possible to modify
the Read protection level.

When the RDP is reprogrammed to the value 0xAA to move from Level 1 to Level 0, a mass
erase of the Flash main memory is performed if PCROP_RDP is set in the Flash PCROP1
End address register (FLASH_PCROP1ER). The backup registers (RTC_BKPxR in the
RTC) and the CCM SRAM are also erased. The user options except PCROP protection are
set to their previous values copied from FLASH_OPTR, FLASH_WRPxyR (x=1, 2 and y =A
or B). PCROP is disable. The OTP area is not affected by mass erase and remains
unchanged.

If the bit PCROP_RDP is cleared in the FLASH_PCROP1ER, the full mass erase is
replaced by a partial mass erase that is successive page erases in the bank where PCROP
is active, except for the pages protected by PCROP. This is done in order to keep the
PCROP code. If PCROP is active for both banks, both banks are erased by page erases.
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Only when both banks are erased, options are re-programmed with their previous values.
This is also true for FLASH_PCROPxSR and FLASH_PCROPXER registers (x=1,2).

Note: Full mass erase or partial mass erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass erase.
To validate the protection level change, the option bytes must be reloaded through the
OBL_LAUNCH bit in Flash control register.
Figure 4. Changing the read protection (RDP) level
Level 1
RDP # OxAA
RDP # 0xCC
Write options Including Write options including Write options including
RDP = 0xCC RDP # 0xCC and RDP # OxAA RDP = 0xAA
\ Y
\ Level 0
Level 2 /
< RDP = O0xAA
RDP = 0xCC Write options including Productionxvalue
RDP = 0xCC
——— Options write (RDP level increase) includes:
- Options page erase
— - New options program
Options write (RDP level decrease) includes Options write (RDP level identical) includes
- Full Mass erase or Partial Mass erase to not - Options page erase
erase PCROP pages if PCROP_RDP is cleared - New options program
- Backup registers and CCM SRAM erase
- Options page erase
- New options program MS33466V3
Table 13. Access status versus protection level and execution modes
. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
. 1 Yes Yes Yes No No No(®)
Flash main
memory 2 Yes Yes Yes N/A N/A N/A
1 Yes No No Yes No No
System
2
memory 2 Yes No No N/A N/A N/A
1 Yes Yes® Yes Yes Yes(®) Yes
Option bytes
2 Yes No No N/A N/A N/A
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Table 13. Access status versus protection level and execution modes (continued)

. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
1 Yes Yes® N/A No No N/A
OTP
2 Yes Yes™®) N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
Backup
registers 2 Yes Yes N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
CCM SRAM
2 Yes Yes N/A N/A N/A N/A
1. When the protection level 2 is active, the Debug port, the boot from RAM and the boot from system memory are disabled.
2. The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.
3. The Flash main memory is erased when the RDP option byte is programmed with all level protections disabled (0xAA).
4. OTP can only be written once.
5. The backup registers are erased when RDP changes from level 1 to level 0.
6. The CCM SRAM is erased when RDP changes from level 1 to level 0.
3.5.2 Proprietary code readout protection (PCROP)

3

Apart of the flash memory can be protected against read and write from third parties. The
protected area is execute-only: it can only be reached by the STM32 CPU, as an instruction
code, while all other accesses (DMA, debug and CPU data read, write and erase) are
strictly prohibited. Depending of the DBANK mode, it allows either to specify one PCROP
zone per bank in dual bank mode or to specify two PCROP zones for all memory. An
additional option bit (PCROP_RDP) allows to select if the PCROP area is erased or not
when the RDP protection is changed from Level 1 to Level O (refer to Changing the Read
protection level).

Each PCROP area is defined by a start page offset and an end page offset related to the
physical Flash bank base address. These offsets are defined in the PCROP address
registers Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash PCROP1 End
address register (FLASH_PCROP1ER), Flash PCROP2 Start address register
(FLASH_PCROP2SR), Flash PCROP2 End address register (FLASH_PCROPZ2ER).

In single bank mode (DBANK=0):

e The PCROPx (x = 1,2) area is defined from the address: base address +
[PCROPx_STRT x 16] (included) to the address: base address +
[(PCROPx_END+1) x 16] (excluded). The minimum PCROP area size is two
2 x double-words (256 bits)

In dual bank mode (DBANK=1)

e The PCROPx (x = 1,2) area is defined from the address: bank “x” base address +
[PCROPx_STRT x 0x8] (included) to the address: bank “x” base address +
[(PCROPx_END+1) x 0x8] (excluded). The minimum PCROP area size is two double-
words (128 bits).
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For example, to protect by PCROP from the address 0x0806 2F80 (included) to the address

0x0807 0004 (included):

e if bootin flash is done in Bank 1, FLASH_PCROP1SR and FLASH_PCROP1ER
registers must be programmed with:

— PCROP1_STRT = 0xC5FO0.
— PCROP1_END = 0xE000.

e If the two banks are swapped, the protection must apply to bank 2, and
FLASH_PCROP2SR and FLASH_PCROPZ2ER register must be programmed with:

— PCROP2_STRT = 0xC5FO0.
— PCROP2_END = 0xE000.

Any read access performed through the D-bus to a PCROP protected area triggers the
RDERR flag error.

Any PCROP protected address is also write protected and any write access to one of these
addresses triggers WRPERR.

Any PCRORP area is also erase protected. Consequently, any erase to a page in this zone is
impossible (including the page containing the start address and the end address of this
zone). Moreover, a software mass erase cannot be performed if one zone is PCROP
protected.

For previous example, due to erase by page, all pages from page 0x62 to 0x70 are
protected in case of page erase. (All addresses from 0x0806 2000 to 0x080 70FFF can’t be
erased).

Deactivation of PCROP can only occurs when the RDP is changing from level 1 to level 0. If
the user options modification tries to clear PCROP or to decrease the PCROP area, the
options programming is launched but PCROP area stays unchanged. On the contrary, it is
possible to increase the PCROP area.

When option bit PCROP_RDP is cleared, when the RDP is changing from level 1 to level O,
Full Mass Erase is replaced by Partial Mass Erase in order to keep the PCROP area (refer
to Changing the Read protection level). In this case, PCROP1/2_STRT and
PCROP1/2_END are also not erased.

It is recommended to align PCROP area with page granularity when using PCROP_RDP, or
to leave free the rest of the page where PCROP zone starts or ends.

Table 14. PCROP protection("

PCROPXx registers values

(x=1,2) PCROP protection area

PCROPx_offset_strt >

PCROPx_offset_end No PCROP area.

The area between PCROPx_offset_strt and PCROPx_offset_end is
protected.

it is possible to write:
— PCROPx_offset_strt with a lower value

PCROPx_offset_strt <
PCROPx_offset_end

— PCROPx_offset_end with a higher value.

3
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1. When DBANK=1, the minimum PCROP area size is 2xdouble words: PCROPx_offset_strt and
PCROPx_offset_end.

When DBANK=0, the minimum PCROP area size is 2x(2xdouble words): PCROPx_offset_strt and
PCROPx_offset_end.

When DBANK=1, it is the user’s responsibility to make sure no overlapping occurs on the PCROP zones.

Write protection (WRP)

The user area in Flash memory can be protected against unwanted write operations.
Depending on the DBANK option bit configuration, it allows either to specify:

e In single bank mode (DBANK=0): four write-protected (WRP) areas can be defined in
each bank, with page size (4 KByte) granularity.

e In dual bank mode (DBANK=1): two write-protected (WRP) areas can be defined in
each bank, with page (2 KByte) granularity.

Each area is defined by a start page offset and an end page offset related to the physical
Flash bank base address. These offsets are defined in the WRP address registers: Flash
WRP area A address register (FLASH_WRP1AR), Flash WRP area B address register
(FLASH_WRP1BR), Flash Bank 2 WRP area A address register (FLASH_WRP2AR), Flash
Bank 2 WRP area B address register (FLASH_WRP2BR).

Dual bank mode (DBANK=1)

The bank “x” WRP “y” area (x=1,2 and y=A,B) is defined from the address: Bank “x” Base
address + [WRPxy STRT x 0x800] (included) to the address: Bank “x” Base address +
[(WRPxy END+1) x 0x800] (excluded).

Single Bank mode (DBANK=0)

The WRPx “y” area (x=1,2 and y=A,B) is defined from the address: Base address +
[WRPy_STRT x 0x1000] (included) to the address: Base address + [(WRPy_END+1) x
0x1000] (excluded).

For example, to protect by WRP from the address 0x0806 2800 (included) to the address
0x0807 O7FF (included):
e if bootin flash is done in Bank 1, FLASH_WRP1AR register must be programmed with:
-  WRP1A_STRT = 0x62.
—  WRP1A_END = 0x70.

WRP1B_STRT and WRP1B_END in FLASH_WRP1BR can be used instead (area “B”
in Bank 1).

e If the two banks are swapped, the protection must apply to bank 2, and
FLASH_WRP2AR register must be programmed with:

—  WRP2A_STRT = 0x62.

—  WRP2A_END = 0x70.

—  WRP2A_STRT = 0xC5.

—  WRP2A_END = OxEO.

WRP2B_STRT and WRP2B_END in FLASH_WRP2BR can be used instead (area “B
in Bank 2).

When WRP is active, it cannot be erased or programmed. Consequently, a software mass
erase cannot be performed if one area is write-protected.
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If an erase/program operation to a write-protected part of the Flash memory is attempted,
the write protection error flag (WRPERR) is set in the FLASH_SR register. This flag is also
set for any write access to:

— OTP area

—  part of the Flash memory that can never be written like the ICP

— PCROP area.
When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase Flash memory if the CPU debug features are connected (JTAG or single

wire) or boot code is being executed from RAM or System flash, even if WRP is not
activated.

To validate the WRP options, the option bytes must be reloaded through the OBL_LAUNCH
bit in Flash control register.

When DBANK=0, it is the user’s responsibility to make sure that no overlapping occurs on
the WRP zone.

Table 15. WRP protection

WRP registers values

WRP protection area
(x=1/2 y= AIB)

WRPxy_STRT =
WRPxy END

WRPxy STRT >
WRPxy_END

WRPxy_STRT <
WRPxy_END

Page WRPxy is protected.

No WRP area.

The pages from WRPxy_STRT to WRPxy_ END are protected.

Securable memory area

The Securable memory area defines an area of code which can be executed only once at
boot, and never again unless a new reset occurs.

The main purpose of the Securable memory area is to protect a specific part of Flash
memory against undesired access. This is a mean to isolate first stage firmware boot
together with its sensitive assets (keys) from the rest of the application code. This allows
implementing root of trust solution such as secure boot. Securable memory area is located
in the Main Flash memory. It is dedicated to executing trusted code. When not secured, the
Securable memory behaves like the remainder of Main Flash memory. When secured (the
SEC_PROT1 (or SEC_PROT2) bit of the FLASH_CR register set), any attempt to program
or erase in a secure memory area generates a write protection error (WRPERR flag is set)
and any attempt to read from it generates a read error (RDERR flag is set).

The size of the Securable memory area is defined by the SEC_SIZE1[7:0] (or
SEC_SIZEZ2[7:0]) bitfield of the FLASH_SEC1R (or FLASH_SECZ2R) register. It can be
modified only in RDP Level 0. Its content is erased upon changing from RDP Level 1 to
Level 0, even if it overlaps with PCROP pages.

3

RM0440 Rev 7




RM0440

Embedded Flash memory (FLASH) for category 3 devices

3.5.5

3.5.6

3

The securable memory area is defined:
In case of dual bank configuration (DBANK=1):

from the address: Bank1 base address (included) to the address: Bank1 base address +
(0x800 * SEC_SIZE1) (excluded) and from the address: Bank2 base address (included) to
the address: Bank2 base address + (0x800 * SEC_SIZE2) (excluded) .

In case of single bank configuration DBANK=O:

from the address: Bank base address (included) to the address: Bank base address +
(0x1000 * SEC_SIZE1) (excluded).

Disabling core debug access

For executing sensitive code or manipulating sensitive data in Securable memory area, the
debug access to the core can temporarily be disabled.

In RDP level 2, the debugger is disabled by hardware, but in other RDP levels, the debugger
can be disabled by software using the bit DBG_SWEN in the FLASH_ACR register.

Figure 11 gives an example of managing DBG_SWEN and SEC_PROT bits.

Figure 5. Example of disabling core debug access

SEC_PROT=0 SEC_PROT =1
Securable memory not secured * ¢ > Securable memory secured
|
Debug Debug : Debug
enabled disabled | enabled
|
Obpt;Zn Execution of code Execution of code
Ioailjing within securable memory outside securable memory
|
|
. >
Lﬁ Aﬁ Aﬁ Aﬁ timeline
Power up | DBG_SWEN = 0| | DBG_SWEN = 1 | | SEC_PROT = 1 |

L Software management—'

MSv42192V1

Forcing boot from Flash memory

To increase the security and establish a chain of trust, the BOOT_LOCK option bit of the
FLASH_SEC1R/FLASH_SECZ2R register allows forcing the system to boot from the Main
Flash memory regardless the other boot options. It is always possible to set the
BOOT_LOCK bit. However, it is possible to reset it only when:

e RDPissettolLevel 0, or
e RDPis setto Level 1, while Level 0 is requested and a full mass-erase is performed.
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3.6 FLASH interrupts
Table 16. Flash interrupt request

Interrupt event

Event flag

Event flag/interrupt

Interrupt enable control

clearing method bit
End of operation eop( Write EOP=1 EOPIE
Operation error OPERR?) Write OPERR=1 ERRIE
Read error RDERR Write RDERR=1 RDERRIE
ECC correction ECCC Write ECCC=1 ECCCIE

1. EOP s set only if EOPIE is set.
2. OPERR s set only if ERRIE is set.
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3.7 FLASH registers
3.71 Flash access control register (FLASH_ACR)
Address offset: 0x00
Reset value: 0x0004 0601
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBG_
SWEN
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SLEEP Rgg_ DCRST| ICRST | DCEN | ICEN |PRFTEN LATENCY[3:0]
Bits 31:19 Reserved, must be kept at reset value.
Bit 18 DBG_SWEN: Debug software enable
SW may use this bit to enable/disable the debugger.
0: Debugger disabled
1: Debugger enabled
Bits 17:15 Reserved, must be kept at reset value.

3

Bit 14

Bit 13

Bit 12

SLEEP_PD: Flash Power-down mode during Sleep or Low-power sleep mode
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Sleep or Low-power sleep mode.

0: Flash in Idle mode during Sleep and Low-power sleep modes
1: Flash in Power-down mode during Sleep and Low-power sleep modes

Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.

RUN_PD: Flash Power-down mode during Run or Low-power run mode
This bit is write-protected with FLASH_PDKEYR.
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Run or Low-power run mode. The flash memory can
be put in power-down mode only when the code is executed from RAM. The
Flash must not be accessed when RUN_PD is set.
0: Flash in Idle mode
1: Flash in Power-down mode

Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.
DCRST: Data cache reset
0: Data cache is not reset
1: Data cache is reset
This bit can be written only when the data cache is disabled.
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Bit 11 ICRST: Instruction cache reset
0: Instruction cache is not reset
1: Instruction cache is reset
This bit can be written only when the instruction cache is disabled.

Bit 10 DCEN: Data cache enable
0: Data cache is disabled
1: Data cache is enabled

Bit 9 ICEN: Instruction cache enable
0: Instruction cache is disabled
1: Instruction cache is enabled

Bit 8 PRFTEN: Prefetch enable
0: Prefetch disabled
1: Prefetch enabled

Bits 7:4 Reserved, must be kept at reset value.

Bits 3:0 LATENCY[3:0]: Latency
These bits represent the ratio of the SYSCLK (system clock) period to the Flash
access time.
0000: Zero wait state
0001: One wait state
0010: Two wait states
0011: Three wait states
0100: Four wait states
...1111: Fifteen wait states

3.7.2 Flash Power-down key register (FLASH_PDKEYR)

Address offset: 0x04
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PDKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PDKEYR[15:0]

Bits 31:0 PDKEYR[31:0]: Power-down in Run mode Flash key
The following values must be written consecutively to unlock the RUN_PD bit in
FLASH_ACR:
PDKEY1: 0x0415 2637
PDKEY2: OxFAFB FCFD

3
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3.7.3 Flash key register (FLASH_KEYR)
Address offset: 0x08
Reset value: 0x0000 0000
Access: no wait state, word access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEYR[31:16]

w [ w [ w [ w [ w ] [w] ] w ] w [ w]w ] [w]w]w]w]w]w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

Bits 31:0 KEYR[31:0]: Flash key
The following values must be written consecutively to unlock the FLACH_CR
register allowing flash programming/erasing operations:
KEY1: 0x4567 0123
KEY2: OxCDEF 89AB
3.74 Flash option key register (FLASH_OPTKEYR)

Address offset: 0x0C

Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

3

Bits 31:0 OPTKEYR[31:0]: Option byte key
The following values must be written consecutively to unlock the FLACH_OPTR
register allowing option byte programming/erasing operations:
KEY1: 0x0819 2A3B
KEY2: 0x4C5D 6E7F

RMO0440 Rev 7 131/2124




Embedded Flash memory (FLASH) for category 3 devices RMO0440

3.7.5 Flash status register (FLASH_SR)
Address offset: 0x10
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BSY
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTV | RD FAST | MISS | PGS | SIZ | PGA | WRP | PROG OP | top
ERR | ERR ERR | ERR | ERR | ERR | ERR | ERR | ERR ERR
rc_wl | rc_w1 rc_w1 rc wl [ rcwl | rcwl [ rcwl | rcwl | rc_wil rc_wl | rc_wi
Bits 31:17 Reserved, must be kept at reset value.
Bit 16 BSY: Busy
This indicates that a Flash operation is in progress. This is set on the beginning
of a Flash operation and reset when the operation finishes or when an error
occurs.
Bit 15 OPTVERR: Option validity error
Set by hardware when the options read may not be the one configured by the
user. If option haven’t been properly loaded, OPTVERR is set again after each
system reset.
Cleared by writing 1.
Bit 14 RDERR: PCROP read error
Set by hardware when an address to be read through the D-bus belongs to a
read protected area of the flash (PCROP protection). An interrupt is generated if
RDERRIE is set in FLASH_CR.
Cleared by writing 1.
Bits 13:10 Reserved, must be kept at reset value.
Bit9 FASTERR: Fast programming error
Set by hardware when a fast programming sequence (activated by FSTPG) is
interrupted due to an error (alignment, size, write protection or data miss). The
corresponding status bit (PGAERR, SIZERR, WRPERR or MISSERR) is set at
the same time.
Cleared by writing 1.
Bit 8 MISSERR: Fast programming data miss error
In Fast programming mode, 32 double words must be sent to flash successively,
and the new data must be sent to the flash logic control before the current data is
fully programmed. MISSERR is set by hardware when the new data is not
present in time.
Cleared by writing 1.
Bit 7 PGSERR: Programming sequence error
Set by hardware when a write access to the Flash memory is performed by the
code while PG or FSTPG have not been set previously. Set also by hardware
when PROGERR, SIZERR, PGAERR, WRPERR, MISSERR or FASTERR is set
due to a previous programming error.
Set also when trying to perform bank erase when DBANK=0.
Cleared by writing 1.
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Bit 6 SIZERR: Size error
Set by hardware when the size of the access is a byte or half-word during a
program or a fast program sequence. Only double word programming is allowed
(consequently: word access).
Cleared by writing 1.
Bit 5 PGAERR: Programming alignment error
Set by hardware when the data to program cannot be contained in the same 64-
bit Flash memory row in case of standard programming, or if there is a change of
page during fast programming.
Cleared by writing 1.
Bit4 WRPERR: Write protection error
Set by hardware when an address to be erased/programmed belongs to a write-
protected part (by WRP, PCROP or RDP level 1) of the Flash memory.
Cleared by writing 1.
Bit 3 PROGERR: Programming error
Set by hardware when a double-word address to be programmed contains a
value different from 'OxFFFF FFFF FFFF FFFF' before programming, except if
the data to write is '0x0000 0000 0000 0000'".
Cleared by writing 1.
Bit 2 Reserved, must be kept at reset value.
Bit 1 OPERR: Operation error
Set by hardware when a Flash memory operation (program / erase) completes
unsuccessfully.
This bit is set only if error interrupts are enabled (ERRIE = 1).
Cleared by writing “1°.
Bit 0 EOP: End of operation
Set by hardware when one or more Flash memory operation (programming /
erase) has been completed successfully.
This bit is set only if the end of operation interrupts are enabled (EOPIE = 1).
Cleared by writing 1.
3.7.6 Flash control register (FLASH_CR)
Address offset: 0x14
Reset value: 0xC000 0000
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPT | SEC_ | SEC OBL RD ERR | EOP OPT
LOCK | ock |PROT2|PROTY | LAUNCH | ERRIE |  IE IE FSTPG| sTrT |START
rs rs rs rs rc_w1 w w w w rs rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MER2 BKER PNB[6:0] MER1 | PER | PG

3
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Bit 31 LOCK: FLASH_CR Lock
This bit is set only. When set, the FLASH_CR register is locked. It is cleared by
hardware after detecting the unlock sequence.
In case of an unsuccessful unlock operation, this bit remains set until the next
system reset.

Bit 30 OPTLOCK: Options Lock
This bit is set only. When set, all bits concerning user option in FLASH_CR
register and so option page are locked. This bit is cleared by hardware after
detecting the unlock sequence. The LOCK bit must be cleared before doing the
unlock sequence for OPTLOCK bit.
In case of an unsuccessful unlock operation, this bit remains set until the next
reset.

Bit 29 SEC_PROT2: Securable memory area protection bit for bank 2.

This bit is set to lock the access to the Securable area in bank 2. It is set by
software when exiting the Securable area, and can only be written once. In case
DBANK=0, this bit is useless.

Bit 28 SEC_PROT1: Securable memory area protection bit for bank 1.
This bit is set to lock the access to the Securable memory area for bank 1 (or when
DBANK=0). It is set by software when exiting the Securable area, and can only be
written once.

Bit 27 OBL_LAUNCH: Force the option byte loading
When set to 1, this bit forces the option byte reloading. This bit is cleared only
when the option byte loading is complete. It cannot be written if OPTLOCK is set.
0: Option byte loading complete
1: Option byte loading requested

Bit 26 RDERRIE: PCROP read error interrupt enable
This bit enables the interrupt generation when the RDERR bit in the FLASH_SR
is setto 1.

0: PCROP read error interrupt disabled
1: PCROP read error interrupt enabled

Bit 25 ERRIE: Error interrupt enable

This bit enables the interrupt generation when the OPERR bit in the FLASH_SR
is setto 1.

0: OPERR error interrupt disabled

1: OPERR error interrupt enabled

Bit 24 EOPIE: End of operation interrupt enable

This bit enables the interrupt generation when the EOP bit in the FLASH_SR is
setto 1.

0: EOP Interrupt disabled
1: EOP Interrupt enabled

Bits 23:19 Reserved, must be kept at reset value.

Bit 18 FSTPG: Fast programming
0: Fast programming disabled
1: Fast programming enabled
Bit 17 OPTSTRT: Options modification start

This bit triggers an options operation when set.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.
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Bit 16 START: Start

This bit triggers an erase operation when set. If MER1, MER2 and PER bits are
reset and the STRT bit is set, an unpredictable behavior may occur without
generating any error flag. This condition should be forbidden.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.

Bit 15 MER2: Bank 2 Mass erase
This bit triggers the bank 2 mass erase (all bank 2 user pages) when set.

Bits 14:12 Reserved, must be kept at reset value.

Bit 11 BKER: Bank erase
DBANK=1
0: Bank 1 is selected for page erase
1: Bank 2 is selected for page erase
DBANK=0
Reserved, must be at reset value.

Bit 10 Reserved, must be kept at reset value.

Bits 9:3 PNBI[6:0]: Page number selection
These bits select the page to erase:
00000000: page O
00000001: page 1

11111111:  page 255

Bit 2 MER1: Bank 1 Mass erase
This bit triggers the bank 1 mass erase (all bank 1 user pages) when set.

Bit 1 PER: Page erase
0: page erase disabled
1: page erase enabled

Bit 0 PG: Programming
0: Flash programming disabled
1: Flash programming enabled

3.7.7 Flash ECC register (FLASH_ECCR)
Address offset: 0x18
Reset value: 0x0000 0000

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCC SYSF_| BK .
ECCD | ECCC |ECCD2|ECCC2 IE ecc | Ecc ADDR_ECCJ[18:16]
rc wi [ rcwl | rc_wl | rc_wi w r r r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ADDR_ECCI[15:0]
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Bit 31 ECCD: ECC detection
DBANK=1
Set by hardware when two ECC errors have been detected (only if
ECCC/ECCC2/ECCD/ ECCD2 are previously cleared). When this bit is set, a
NMI is generated.
Cleared by writing 1.
DBANK=0
Set by hardware when two ECC errors have been detected on 64-bits LSB (bits
63:0) (only if ECCC/ECCC2/ECCD/ ECCD2 are previously cleared). When this
bit is set, a NMI is generated.
Cleared by writing 1.

Bit 30 ECCC: ECC correction
DBANK=1
Set by hardware when one ECC error has been detected and corrected (only if
ECCC/ECCC2/ECCD/ECCD?2 are previously cleared). An interrupt is generated
if ECCCIE is set.
Cleared by writing 1.
DBANK=0

Set by hardware when one ECC error as been detected and corrected on 64-bits
LSB (bits 63:0) (only if ECCC/ECCC2/ECCD/ ECCD2 are previously cleared).
Cleared by writing 1.

Bit 29 ECCD2: ECC2 detection
DBANK=0
Set by hardware when two ECC errors have been detected on 64-bits MSB
(bits127:64). This bit is set (only if ECCC/ECCC2/ECCD/ECCD?2 are previously
cleared). When this bit is set, a NMI is generated.
Cleared by writing 1.
DBANK=1
Reserved, must be kept at reset value.

Bit 28 ECCC2: ECC correction
DBANK=0
Set by hardware when one ECC error has been detected and corrected on 64-
bits MSB (bits127:64). This bit is set (only if ECCC/ECCC2/ECCD/ECCD2 are
previously cleared). An interrupt is generated if ECCCIE is set.
Cleared by writing 1.
DBANK=1
Reserved, must be kept at reset value.

Bits 27:25 Reserved, must be kept at reset value.

Bit 24 ECCCIE: ECC correction interrupt enable
0: ECCC interrupt disabled
1: ECCC interrupt enabled.
DBANK=0
This bit enables the interrupt generation when the ECCC or ECCC2 bits in the
FLASH_ECCR register are set.
DBANK=1
This bit enables the interrupt generation when the ECCC bit in the FLASH_ECCR
register is set.

Bit 23 Reserved, must be kept at reset value.

3
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Bit 22 SYSF_ECC: System Flash ECC fail
This bit indicates that the ECC error correction or double ECC error detection is
located in the System Flash.
Bit 21 BK_ECC: ECC fail bank
DBANK=1
This bit indicates which bank is concerned by the ECC error correction or by the
double ECC error detection.
0: bank 1
1: bank 2
DBANK=0
If SYSF_ECC is 1, it indicates which bank is concerned by the ECC error
If SYSF_ECC is 0, reserved, must be kept cleared.
Bits 20:19 Reserved, must be kept at reset value.
Bits 18:0 ADDR_ECC[18:0]: ECC fail address
DBANK=0
This bit indicates which address in the Flash memory is concerned by the ECC
error correction or by the double ECC error detection.
DBANK=1
This bit indicates which address in the bank is concerned by the ECC error
correction or by the double ECC error detection.
3.7.8 Flash option register (FLASH_OPTR)
Address offset: 0x20
Reset value: OxFXXX XXXX. Register bits are loaded with values from Flash memory at
OBL.
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CCM
NRST_MODE n nSW SRAM WWDG | IWGD_ | IWDG_ | IWDG
IRHEN [1:0] BOOTO | BOOTO sggr\T/l_ _PE nBOOTT | DBANK BFB2 SW |STDBY| StOP | SW
w w w w w rw rw rw rw rw rw w rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
nRST_ | nRST_ | nRST ) .
SHOW | STDBY | sTOR BOR_LEV[2:0] RDP[7:0]
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Bit 31 Reserved, must be kept at reset value.

Bit 30 IRHEN: Internal reset holder enable bit
0: Internal resets are propagated as simple pulse on NRST pin
1: Internal resets drives NRST pin low until it is seen as low level

Bits 29:28 NRST_MODE[1:0]:
00: Reserved
01: Reset Input only: a low level on the NRST pin generates system reset,
internal RESET not propagated to the NSRT pin
10: GPIO: standard GPIO pad functionality, only internal RESET possible
11: Bidirectional reset: NRST pin configured in reset input/output mode (legacy
mode)

Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO0 =0
1: nBOOTO =1

Bit 26 nSWBOOTO0: Software BOOTO
0: BOOTO taken from the option bit nBOOTO
1: BOOTO taken from PB8/BOOTO pin

Bit 25 CCMSRAM_RST: CCM SRAM Erase when system reset

0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs

Bit 24 SRAM_PE: SRAM1 and CCM SRAM parity check enable

0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable

Bit 23 nBOOT1: Boot configuration
Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.
Bit 22 DBANK:
0: Single bank mode with 128 bits data read width
1: Dual bank mode with 64 bits data
This bit can only be written when PCROPA/B is disabled.

Bit 21 Reserved, must be kept at reset value.

Bit 20 BFB2: Dual-bank boot

0: Dual-bank boot disable
1: Dual-bank boot enable

Bit 19 WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog
Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode
0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode
Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode

0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode

3
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Bit 16

Bit 15
Bit 14

Bit 13

Bit 12

Bit 11
Bits10:8

Bits 7:0

IWDG_SW: Independent watchdog selection

0: Hardware independent watchdog
1: Software independent watchdog

Reserved, must be at reset value.

nRST_SHDW

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

Reserved, must be at reset value.

BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

RDP: Read protection level
OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active
Note: Take care about PCROP_RDP configuration in Level 1. Refer to Section :
Level 1: Read protection for more details.

3.7.9

Flash PCROP1 Start address register (FLASH_PCROP1SR)
Address offset: 0x24

Reset value: OxFFFF XXXX

Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_STRT[14:0]

3
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Bits 31:15 Reserved, must be kept at reset value.
Bits 14:0 PCROP1_STRT[14:0]: PCROP area start offset
DBANK=1
PCROP1_STRT contains the first double-word of the PCROP area for bank1.
DBANK=0
PCROP1_STRT contains the first 2xdouble-word of the PCROP area for all
memory.
3.7.10 Flash PCROP1 End address register (FLASH_PCROP1ER)
Address offset: 0x28
Reset value: 0xX000 XXXX
Register bits are loaded with values from Flash memory at OBL.
Access: no wait state when no Flash memory operation is on going, word, half-word access.
PCROP_RDP bit can be accessed with byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP
rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_END[14:0]
Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased
This bit is set only. It is reset after a full mass erase due to a change of RDP
from Level 1 to Level 0.
0: PCRORP area is not erased when the RDP level is decreased from Level 1 to
Level 0.
1: PCROP area is erased when the RDP level is decreased from Level 1 to
Level O (full mass erase).
Bits 30:15 Reserved, must be kept at reset value.
Bits 14:0 PCROP1_ENDI[14:0]: Bank 1 PCROP area end offset
DBANK=1
PCROP1_END contains the last double-word of the bank 1 PCROP area.
DBANK=0
PCROP1_END contains the last 2x double-word of the first PCROP area in all
memory.
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3.7.11 Flash Bank 1 WRP area A address register (FLASH_WRP1AR)
Address offset: 0x2C
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[6:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[6:0]

Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP1A_END[6:0]: WRP first area “A” end offset
DBANK=1
WRP1A_END contains the last page of WRP first area in bank1.
DBANK=0
WRP1A_END contains the last page of WRP first area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP1A_STRT[6:0]: WREP first area “A” start offset
DBANK=1
WRP1A_STRT contains the first page of WRP first area for bank1.
DBANK=0
WRP1A_STRT contains the first page of WRP first area for all memory.

3.7.12 Flash Bank 1 WRP area B address register (FLASH_WRP1BR)
Address offset: 0x30
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_END[6:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1B_STRT[6:0]
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Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP1B_ENDI[6:0]: WRP second area “B” end offset
DBANK=1
WRP1B_END contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_END contains the last page of the WPR second area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP1B_STRT[6:0]: WRP second area “B” start offset
DBANK=1
WRP1B_STRT contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_STRT contains the last page of the WPR second area for all memory.

3.713 Flash PCROP2 Start address register (FLASH_PCROP2SR)

Address offset: 0x44
Reset value: OxFFFF XXXX

Access: no wait state when no Flash memory operation is on going, word access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP2_STRT[14:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP2_STRT[14:0]: PCROP area start offset
DBANK=1
PCROP2_STRT contains the first double-word of the PCROP area for bank 2.
DBANK=0
PCROP2_STRT contains the first double-word PCROP area for all memory.

3.7.14 Flash PCROP2 End address register (FLASH_PCROP2ER)

Address offset: 0x48
Reset value: 0x0000 XXXX

Access: no wait state when no Flash memory operation is on going, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PCROP2_END[14:0]
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Bits 31:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP2_END[14:0]: PCROP area end offset
DBANK=1
PCROP2_END contains the last double-word of the PCROP area for bank2.
DBANK=0
PCROP2_END contains the last 2xdouble-word of the PCROP area for all the
memory.

3.7.15 Flash Bank 2 WRP area A address register (FLASH_WRP2AR)

Address offset: 0x4C
Reset value: 0x00XX 00XX

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2A_END[6:0]

| w | w | w | w | w | w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2A_STRT[6:0]

Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP2A_ENDI[6:0]: WRP first area “A” end offset
DBANK=1
WRP2A_END contains the last page of the WRP first area for bank2.
DBANK=0
WRP2A_END contains the last page of the WRP third area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP2A_STRT[6:0]: WRP first area “A” start offset
DBANK=1
WRP2A_STRT contains the first page of the WRP first area for bank2.
DBANK=0
WRP2A_STRT contains the first page of the WRP third area for all memory.

3

RMO0440 Rev 7 143/2124




Embedded Flash memory (FLASH) for category 3 devices RMO0440

3.7.16 Flash Bank 2 WRP area B address register (FLASH_WRP2BR)
Address offset: 0x50
Reset value: 0x00XX 00XX
Access: no wait state when no Flash memory operation is on going, word, half-word and

byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2B_END[6:0]

15 %13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2B_STRT[6:0]

Bits 31:23 Reserved, must be kept at reset value.

Bits 22:16 WRP2B_END[6:0]: WRP second area “B” end offset
DBANK=1
WRP2B_END contains the last page of the WRP second area for bank2.
DBANK=0
WRP2B_END contains the last page of the WRP fourth area for all memory.

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 WRP2B_STRT[6:0]: WRP second area “B” start offset
DBANK=1
WRP2B_STRT contains the first page of the WRP second area for bank2.
DBANK=0
WRP2B_STRT contains the first page of the WRP second area for all memory.

3.717 Flash Securable area bank1 register (FLASH_SEC1R)
Address offset: 0x70
Reset value: OXFFFX FFXX

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[7:0]

3
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Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user Flash area.
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 SEC_SIZE1[7:0]: sets the number of pages used in the bank 1 Securable memory
area.
Securable area starts at @ 0x0800 0000 and its size is SEC_SIZE1 * page size.
This field can be changed in levelO only.
Any attempt to modify in level1 silently fails, and does not change register value.

3.7.18 Flash Securable area bank2 register (FLASH_SEC2R)

Address offset: 0x74
Reset value: OxFFFF FFXX

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE2[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 SEC_SIZE2[7:0]: sets the number of pages used in the bank 2 Securable memory
area.
Securable area starts at @ 0x0804 0000 and its size is SEC_SIZE2 * page size.
When DBANK=0, this field is not usefull.
This field can be changed in levelO only. Any attempt to modify in level1 silently
fails, and does change register value.

3
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3.7.19 FLASH register map
Table 17. Flash interface - register map and reset values
Offset| Register |H(QIQ IR INIQIQIIQNVITK22E(LILIT QN CICloo|~owv|/d|mla~o
=4 [a}
wl ol |- z
= o ElZz|=z|W
FLASH_ACR ?, o, Z|% 2y i LA'{:EBI]CY
O ~ .
0x00 Q wige|2e|T |k
=) (%]
Reset value 1 ojoflofof1[1]0 o‘o‘o|1
FLASH
= PDKEYR[31:0]
0x04 PDKEYR
Reset value o‘o|o|o‘o‘o|o‘o|o‘o‘o‘0‘0‘o‘o|o‘o|o‘0‘0‘0‘o|o‘o|o‘o|o‘o‘o‘o‘o|o
FLASH_KEYR KEYR[31:0]
0x08
Reset value o‘o|o|o‘o‘o|o‘o|o‘o‘o‘0‘0‘o‘o|o‘o|o‘0‘0‘0‘o|o‘o|o‘o|o‘o‘o‘o‘o|o
FLAKSEHY—S PT OPTKEYR[31:0]
0x0C
Resetvalue |0|0|0|0|0|l0|l0|0|0|0|0|0O|0|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]|O]O
@
¥l FlElgle|g|E|e| |x
> Wl i A o
FLASH_SR n|>|w Eloleo|Ui<|a|Q w(o
0x10 °\F (2 212|105 0(Z|2| |&™
o LS| |?a|z|k
Reset value 0|0|0 o|jojofjo|o|0]|O 0|0
|
<HHEEF ol
X S|e|y|u FlElY o =
FasHcr (S| 3/ E (|22 |Z|s o || o PNBI6:0] ©IE|o
0x14 _IEQ'Q'_,IoLou Rla|n|= ) s|*
o|lW|w|mp|X o
(%] C/)O
Resetvalue |1[1[1]1|0|0|0]|0 o{ofofo 0 o‘o|o‘o|o‘o‘oooo
OO
2198 |o % @0
FLASH_ECCR (3|8 318 o o, ADDR_ECCJ[18:0]
0x18 oo Q| 12|%
[0
Resetvalue |0|0| 0|0 0 0|0 ooooooooo|o‘o o‘o|o‘o‘o‘o‘o|o
% >
o
ol B2 w| 2155z 13|25
518I=12151 2| |2lalblh]2 |F5IE|5G BOR
FLASH_OPTR ol 8=z|=8]%l |B|e| o RN — RDP[7:0]
x| a |5|2]lolo]|d == LEV[2:0]
0x20 g alg|z|2lo 2clalz| |2|b|2
C8 EEE_ Dé% c
Reset value X|X|X|x|x]|x X|X|x|x|x X | X | X x|x‘x x‘x|x‘x‘x‘x‘x|x
FLASH
= PCROP1_STRT[14:0]
ox2a | PCROP1SR
Reset value X‘X‘X‘X‘X|X‘X|X‘X|X‘X‘X‘X‘X|X
o
a
FLASH EI PCROP1_END[14:0]
oxzs | PCROPIER |G
(@]
o
Reset value X XXXXXXXXX|X|X|X|X|X|X
WRP1A_END[6:0
V'\:,"Rﬁi—R ENDIE:0] WRP1A_STRT[6:0]
0x2C
Reset value x‘x‘x‘x‘x‘x|x x|x‘x‘x‘x‘x|x
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Table 17. Flash interface - register map and reset values (continued)

Offset| Register 5|3 (¥ |Q|KII|R|A|QIKS2T|121RT|2|T = [2|o|w|~|o v/ ¢|m N0
FLASH_ . .
WRP1BR WRP1B_END[6:0] WRP1B_STRT[6:0]
0x30
Reset value XX | X|X|X[X]|X X|X‘X‘X‘X‘X|X
FLASH
_ PCROP2_STRT[14:0]
Ox44 PCROP2SR
Reset value XIXlX|X|X|X‘X|X‘X|X|X|X|X|X|X
FLASH
= PCROP2_END[14:0]
0x48 PCROP2ER
Reset value XXXXXXXXX|X‘X‘X‘X‘X|X
FLASH_ . .
WRP2AR WRP2A_END[6:0] WRP2A_STRT[6:0]
0x4C
Reset value X‘X‘X‘X‘X‘X|X X|X‘X‘X‘X‘X|X
FLASH_ . .
WRP2BR WRP2B_ENDI7:0] WRP2B_STRT[7:0]
0x50
Reset value X[IX[X|X]|X|X[X]|X X‘X|X|X|X|X|X|X
~
O
FLASH 9
SEC1R ! SEC_SIZE1[7:0]
0x70 o
(@]
m
Reset value X X‘X|X|X|X|X|X|X
I;L?ngR_ SEC_SIZE2[7:0]
0x74
Reset value X‘X|X‘X‘X‘X‘X|X

Refer to Section 2.2 on page 81 for the register boundary addresses.
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Embedded Flash memory (FLASH)
for category 4 devices

Introduction

The Flash memory interface manages CPU AHB ICode and DCode accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms.

The Flash memory interface accelerates code execution with a system of instruction
prefetch and cache lines.

FLASH main features

e Up to 512 Kbyte of Flash memory (single bank).
e Flash memory read operations with 64 bits data width
e Page erase and mass erase

Flash memory interface features:
e  Flash memory read operations
e  Flash memory program/erase operations
e Read protection activated by option (RDP)
e 2 Write protection areas selected by option
e  Proprietary code read protection areas defined by option
e  Securable memory areas defined by option
e  Prefetch on ICODE
e Instruction Cache: 32 cache lines of 4 x 64 bits on ICode (1 KB RAM)
e Data Cache: 8 cache lines of 4 x 64 bits on DCode (256B RAM)
e  Error Code Correction ECC: 8 bits per 64-bit double-word
— 8+ 64 =72 bits, 2 bits detection, 1 bit correction
e  Option byte loader
e Low-power mode

3
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4.3 FLASH functional description
4.3.1 Flash memory organization

3

The Flash memory has the following main features:
Capacity up to 512 Kbytes (read width of 64-bits)

512 KB organized in one single bank for main memory
Page size of 2 Kbyte

72 bits wide data read (64 bits plus 8 ECC bits)

Page and Mass erase

Each page is composed of 8 rows of 256 bytes

An Information block containing:

System memory from which the device boots in System memory boot mode. The
area is reserved for use by STMicroelectronics and contains the boot loader that is
used to reprogram the Flash memory through one of the following interfaces:
USART, SPI, 12C, USB. It is programmed by STMicroelectronics when the device
is manufactured, and protected against spurious write/erase operations. For
further details, please refer to the AN2606 available from www.st.com.

1 Kbyte (128 double word) OTP (one-time programmable) bytes for user data. The
OTP data cannot be erased and can be written only once. If only one bit is at 0,
the entire double word cannot be written anymore, even with the value 0x0000
0000 0000 0000.

Option bytes for user configuration.

The memory organization is based on a main area and an information block as shown in

Table 28.
Table 18. Flash module - 256/512 Kbytes organization (64 bits read width)
Flash area Flash memory addresses Size Name
(bytes)
0x0800 0000 - 0x0800 07FF 2K Page 0
0x0800 0800 - 0x0800 OFFF 2K Page 1
0x0800 1000 - 0x0800 17FF 2 K Page 2
Main memory 0x0800 1800 - 0x0800 1FFF 2K Page 3
256/512 Kbytes(!) - . .
0x0807 F800 - 0x0807 FFFF 2K Page 255
O0x1FFF 0000 - Ox1FFF 6FFF 28 K System memory
Information block Ox1FFF 7000 - Ox1FFF 73FF 1K OTP area
Ox1FFF 7800 - Ox1FFF 782F 48 Option bytes

1.

For 256-Kbyte devices: from page 0 to page 127.

RMO0440 Rev 7

149/2124




Embedded Flash memory (FLASH) for category 4 devices RMO0440

4.3.2

Note:

43.3
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Error code correction (ECC)

Data in Flash memory are 72-bits words: 8 bits are added per double word (64 bits). The
ECC mechanism supports:

. One error detection and correction
. Two errors detection

When one error is detected and corrected, the flag ECCC (ECC correction) is set in Flash
ECC register (FLASH_ECCR). If ECCCIE is set, an interrupt is generated.

When two errors are detected, a flag ECCD (ECC detection) is setin FLASH_ECCR
register. In this case, a NMI is generated.

When an ECC error is detected, the address of the failing double word is saved in
ADDR_ECC[20:0] in the FLASH_ECCR register. ADDR_ECCJ[2:0] are always cleared.

When ECCC or ECCD is set, ADDR_ECC is not updated if a new ECC error occurs.
FLASH_ECCR is updated only when ECC flags are cleared.

For a virgin data: OxFF FFFF FFFF FFFF FFFF, one error is detected and corrected but two
errors detection is not supported.

When an ECC error is reported, a new read at the failing address may not generate an ECC
error if the data is still present in the current buffer, even if ECCC and ECCD are cleared.

Read access latency

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
frequency of the CPU clock (HCLK) and the internal voltage range of the device VcoRg.
Refer to Section 6.1.5: Dynamic voltage scaling management. Table 19 shows the
correspondence between wait states and CPU clock frequency.

Table 19. Number of wait states according to CPU clock (HCLK) frequency

HCLK (MHz)
Wait states (WS)
(LATENEY) Vhomatmode | nomaimods | VeoreRange2
0 WS (1 CPU cycles) <34 <30 <12
1 WS (2 CPU cycles) <68 <60 <24
2 WS (3 CPU cycles) <102 <90 <26
3 WS (4 CPU cycles) <136 <120 -
4 WS (5 CPU cycles) <170 <150 -

After reset, the CPU clock frequency is 16 MHz and 1 wait state (WS) is configured in the
FLASH_ACR register.

When changing the CPU frequency, the following software sequences must be applied in
order to tune the number of wait states needed to access the Flash memory:

3
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Increasing the CPU frequency:

1. Program the new number of wait states to the LATENCY bits in the Flash access
control register (FLASH_ACR).

2. Check that the new number of wait states is taken into account to access the Flash
memory by reading the FLASH_ACR register.

3. Analyze the change of CPU frequency change caused either by:

—  changing clock source defined by SW bits in RCC_CFGR register
— or by CPU clock prescaller defined by HPRE bits in RCC_CFGR

If some of above two steps decreases the CPU frequency, firstly perform this step and then

the rest. Otherwise modify The CPU clock source by writing the SW bits in the RCC_CFGR

register and then (if needed) modify the CPU clock prescaler by writing the HPRE bits in

RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

Decreasing the CPU frequency:

1. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register.

2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR.

3. Analyze the change of CPU frequency change caused either by:

— changing clock source defined by SW bits in RCC_CFGR register
— or by CPU clock prescaller defined by HPRE bits in RCC_CFGR

If some of above two steps increases the CPU frequency, firstly perform another step and

then this step. Otherwise modify The CPU clock source by writing the SW bits in the

RCC_CFGR register and then (if needed) modify the CPU clock prescaler by writing the

HPRE bits in RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

5. Program the new number of wait states to the LATENCY bits in Flash access control
register (FLASH_ACR).

6. Check that the new number of wait states is used to access the Flash memory by
reading the FLASH_ACR register.

4.3.4 Adaptive real-time memory accelerator (ART Accelerator)

3

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard Arm® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the Arm® Cortex®-M4 with FPU over Flash memory
technologies, which normally requires the processor to wait for the Flash memory at higher
operating frequencies.

To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 64-
bit Flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from Flash memory at a
CPU frequency up to 170 MHz.
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Instruction prefetch

The Cortex®-M4 fetches the instruction over the ICode bus and the literal pool
(constant/data) over the DCode bus. The prefetch block aims at increasing the efficiency of
ICode bus accesses.

Each Flash memory read operation provides 64 bits from either two instructions of 32 bits or
four instructions of 16 bits depending on the launched program. This 64-bits current
instruction line is saved in a current buffer, and in case of sequential code, at least two CPU
cycles are needed to execute the previous read instruction line.

Prefetch on the ICode bus can be used to read the next sequential instruction line from the
Flash memory while the current instruction line is being requested by the CPU.

Prefetch is enabled by setting the PRFTEN bit in the Flash access control register
(FLASH_ACR). This feature is useful if at least one wait state is needed to access the Flash
memory.

Figure 9 shows the execution of sequential 16-bit instructions with and without prefetch
when 3 WS are needed to access the Flash memory.

3
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3

Figure 6. Sequential 16-bit instructions execution (64-bit read data width)
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When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.
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If a loop is present in the current buffer, no new flash access is performed.

Instruction cache memory (I-Cache)

To limit the time lost due to jumps, it is possible to retain 32 lines of 4 x 64 bits in an
instruction cache memory.This feature can be enabled by setting the instruction cache
enable (ICEN) bit in the Flash access control register (FLASH_ACR). Each time a miss
occurs (requested data not present in the currently used instruction line, in the prefetched
instruction line or in the instruction cache memory), the line read is copied into the
instruction cache memory. If some data contained in the instruction cache memory are
requested by the CPU, they are provided without inserting any delay. Once all the
instruction cache memory lines have been filled, the LRU (least recently used) policy is used
to determine the line to replace in the instruction memory cache. This feature is particularly
useful in case of code containing loops.

The Instruction cache memory is enable after system reset.

Data cache memory (D-Cache)

Literal pools are fetched from Flash memory through the DCode bus during the execution
stage of the CPU pipeline. Each DCode bus read access fetches 64 bits which are saved in
a current buffer. The CPU pipeline is consequently stalled until the requested literal pool is
provided. To limit the time lost due to literal pools, accesses through the AHB databus
DCode have priority over accesses through the AHB instruction bus ICode.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the Flash access control register (FLASH_ACR). This
feature works like the instruction cache memory, but the retained data size is limited to 8
rows of 4*64 bits.

The Data cache memory is enable after system reset.

The D-Cache is active only when data is requested by the CPU (not by DMA1 and DMA2).
Data in option bytes block are not cacheable.

Flash program and erase operations

The STM32G4 Series embedded Flash memory can be programmed using in-circuit
programming or in-application programming.

The in-circuit programming (ICP) method is used to update the entire contents of the
Flash memory, using the JTAG, SWD protocol or the boot loader to load the user application
into the microcontroller. ICP offers quick and efficient design iterations and eliminates
unnecessary package handling or socketing of devices.

In contrast to the ICP method, in-application programming (IAP) can use any
communication interface supported by the microcontroller (I/Os, USB, CAN, UART, 12C, SPI,
etc.) to download programming data into memory. IAP allows the user to re-program the
Flash memory while the application is running. Nevertheless, part of the application has to
have been previously programmed in the Flash memory using ICP.

The contents of the Flash memory are not guaranteed if a device reset occurs during a
Flash memory operation.

The Flash erase and programming is only possible in the voltage scaling range 1. The
VOS[1:0] bits in the PWR_CR1 must be programmed to 01b.
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During a program/erase operation to the Flash memory, any attempt to read the Flash
memory stalls the bus. The read operation proceeds correctly once the program/erase
operation has completed.

Unlocking the Flash memory

After reset, write is not allowed in the Flash control register (FLASH_CR) to protect the
Flash memory against possible unwanted operations due, for example, to electric
disturbances. The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the Flash key register (FLASH_KEYR)

2.  Write KEY2 = OxCDEF89AB in the FLASH_KEYR register.

Any wrong sequence locks up the FLASH_CR register until the next system reset. In the
case of a wrong key sequence, a bus error is detected and a Hard Fault interrupt is
generated.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.

Note: The FLASH_CR register cannot be written when the BSY bit in the Flash status register
(FLASH_SR) is set. Any attempt to write to it with the BSY bit set causes the AHB bus to
stall until the BSY bit is cleared.

4.3.6 Flash main memory erase sequences
The Flash memory erase operation can be performed at page level or on the whole Flash
memory (Mass Erase). Mass Erase does not affect the Information block (system flash,
OTP and option bytes).

Page erase

To erase a page, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PER bit and select the page to erase (PNB).

4. Setthe STRT bit in the FLASH_CR register.

5. Wait for the BSY bit to be cleared in the FLASH_SR register.

Note: The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and

3

disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the page erase is part of write-protected area (by WRP or PCROP), WRPERR is set and
the page erase request is aborted.

Mass erase

To perform a Mass erase, follow the procedure below:
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Note:
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1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Setthe MER1 bit in the Flash control register (FLASH_CR).

4. Setthe STRT bit in the FLACH_CR register.

5. Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and

disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the Flasb memory contains a write-protected area (by WRP or PCROP), WRPERR is set
and the mass erase request is aborted.

Flash main memory programming sequences

The Flash memory is programmed 72 bits at a time (64 bits + 8 bits ECC).

Programming in a previously programmed address is not allowed except if the data to write
is full zero, and any attempt sets PROGERR flag in the Flash status register (FLASH_SR).
It is only possible to program double word (2 x 32-bit data).

e Any attempt to write byte or half-word sets SIZERR flag in the FLASH_SR register.

e Any attempt to write a double word which is not aligned with a double word address
sets PGAERR flag in the FLASH_SR register.

Standard programming

The Flash memory programming sequence in standard mode is as follows:

1. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PG bit in the Flash control register (FLASH_CR).

4. Perform the data write operation at the desired memory address, inside main memory
block or OTP area. Only double word can be programmed.

—  Write a first word in an address aligned with double word
—  Write the second word
5.  Wait until the BSY bit is cleared in the FLASH_SR register.

6. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

7. Clear the PG bit in the FLASH_SR register if there no more programming request
anymore.

When the flash interface has received a good sequence (a double word), programming is
automatically launched and BSY bit is set. The internal oscillator HS116 (16 MHz) is enabled

3
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automatically when PG bit is set, and disabled automatically when PG bit is cleared, except
if the HSI16 is previously enabled with HSION in RCC_CR register.

If the user needs to program only one word, double word must be completed with the erase
value OxFFFF FFFF to launch automatically the programming.

ECC is calculated from the double word to program.

Fast programming

This mode allows to program a row (32 double words), and to reduce the page
programming time by eliminating the need for verifying the flash locations before they are
programmed and to avoid rising and falling time of high voltage for each double word.
During fast programming, the CPU clock frequency (HCLK) must be at least 8 MHz.

Only the main memory can be programmed in Fast programming mode.

The Flash main memory programming sequence in standard mode is as follows:

1. Perform a mass erase. If not, PGSERR is set.

2. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

3. Check and clear all error programming flag due to a previous programming.

4. Setthe FSTPG bit in Flash control register (FLASH_CR).

5.  Write the 32 double words to program a row. Only double words can be programmed:
—  Write a first word in an address aligned with double word
—  Write the second word.

6. Wait until the BSY bit is cleared in the FLASH_SR register.

7. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

8. Clear the FSTPG bit in the FLASH_SR register if there no more programming request
anymore.

If the flash is attempted to be written in Fast programming mode while a read operation is on
going, the programming is aborted without any system notification (no error flag is set).

When the Flash interface has received the first double word, programming is automatically
launched. The BSY bit is set when the high voltage is applied for the first double word, and it
is cleared when the last double word has been programmed or in case of error. The internal
oscillator HSI16 (16 MHz) is enabled automatically when FSTPG bit is set, and disabled
automatically when FSTPG bit is cleared, except if the HSI16 is previously enabled with
HSION in RCC_CR register.

The 32 double word must be written successively. The high voltage is kept on the flash for
all the programming. Maximum time between two double words write requests is the time
programming (around 2 x 25us). If a second double word arrives after this time
programming, fast programming is interrupted and MISSERR is set.

High voltage mustn’t exceed 8 ms for a full row between 2 erases. This is guaranteed by the
sequence of 32 double words successively written with a clock system greater or equal to
8MHz. An internal time-out counter counts 7ms when Fast programming is set and stops the
programming when time-out is over. In this case the FASTERR bit is set.

If an error occurs, high voltage is stopped and next double word to programmed is not
programmed. Anyway, all previous double words have been properly programmed.
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Programming errors

Several kind of errors can be detected. In case of error, the Flash operation (programming
or erasing) is aborted.
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PROGERR: Programming Error

In standard programming: PROGERR is set if the word to write is not previously erased
(except if the value to program is full zero).

SIZERR: Size Programming Error

In standard programming or in fast programming: only double word can be
programmed and only 32-bit data can be written. SIZERR is set if a byte or an half-
word is written.

PGAERR: Alignment Programming error
PGAERR is set if one of the following conditions occurs:

— In standard programming: the first word to be programmed is not aligned with a
double word address, or the second word doesn’t belong to the same double word
address.

— Infast programming: the data to program doesn’t belong to the same row than the
previous programmed double words, or the address to program is not greater than
the previous one.

PGSERR: Programming Sequence Error
PGSERR is set if one of the following conditions occurs:

In the standard programming sequence or the fast programming sequence: a data
is written when PG and FSTPG are cleared.

— Inthe standard programming sequence or the fast programming sequence:
MER1, and PER are not cleared when PG or FSTPG is set.

— Inthe fast programming sequence: the Mass erase is not performed before setting
FSTPG bit.

— Inthe mass erase sequence: PG, FSTPG, and PER are not cleared when MER1 is
set.

— Inthe page erase sequence: PG, FSTPG, MER1 are not cleared when PER is set.

— PGSERR is set also if PROGERR, SIZERR, PGAERR, WRPERR, MISSERR,
FASTERR or PGSERR is set due to a previous programming error.

WRPERR: Write Protection Error
WRPERR is set if one of the following conditions occurs:

—  Attempt to program or erase in a write protected area (WRP) or in a PCROP area
or in a Securable memory area.

— Attempt to perform an erase when one page or more is protected by WRP or
PCROP.

—  The debug features are connected or the boot is executed from SRAM or from
System flash when the read protection (RDP) is set to Level 1.

—  Attempt to modify the option bytes when the read protection (RDP) is set to
Level 2.

MISSERR: Fast Programming Data Miss Error

In fast programming: all the data must be written successively. MISSERR is set if the

previous data programmation is finished and the next data to program is not written yet.

FASTERR: Fast Programming Error
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In fast programming: FASTERR is set if one of the following conditions occurs:
—  When FSTPG bit is set for more than 7ms which generates a time-out detection.
—  When the fast programming has been interrupted by a MISSERR, PGAERR,
WRPERR or SIZERR.
If an error occurs during a program or erase operation, one of the following error flags is set
in the FLASH_SR register:
PROGERR, SIZERR, PGAERR, PGSERR, MISSERR (Program error flags),
WRPERR (Protection error flag)
In this case, if the error interrupt enable bit ERRIE is set in the Flash status register

(FLASH_SR), an interrupt is generated and the operation error flag OPERR is set in the
FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the Flash
memory), the error flags cannot be cleared until the end of the successive write requests.
Programming and caches

If a Flash memory write access concerns some data in the data cache, the Flash write
access modifies the data in the Flash memory and the data in the cache.

If an erase operation in Flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the Flash access control register (FLASH_ACR).

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).
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4.4 FLASH option bytes
441 Option bytes description
The option bytes are configured by the end user depending on the application requirements.
As a configuration example, the watchdog may be selected in hardware or software mode
(refer to Section 5.4.2: Option bytes programming).
A double word is split up as follows in the option bytes:
Table 20. Option byte format
63-24 23-16 15 -8 7-0 31-24 23-16 15 -8 7-0
Complemented | Complemented | Complemented | Complemented | Option Option Option Option
option byte 3 | option byte 2 | option byte 1 option byte 0 byte 3 byte 2 byte 1 byte 0

The organization of these bytes inside the information block is as shown in Table 31: Option
byte organization.

The option bytes can be read from the memory locations listed in Table 31: Option byte
organization or from the Option byte registers:

Flash option register (FLASH_OPTR)
Flash PCROP1 Start address register (FLASH_PCROP1SR)
Flash PCROP1 End address register (FLASH_PCROP1ER)
Flash WRP area A address register (FLASH_WRP1AR)
Flash WRP area B address register (FLASH_WRP1BR)

Table 21. Option byte organization

Address [63:56] | [55:48] [47:40] [39:32] [31:24] | [23:16] [15:8] [7:0]
1FFF7800 USER OPT RDP USER OPT RDP
Unused and Unused and
1FFF7808 Unused PCROP1_STRT[15:0] Unused PCROP1_STRT[15:0]
1FFF7810 PCROP_RDP and Unused and PCROP_RDP and Unused and
Unused PCROP1_END[15:0] Unused PCROP1_ENDI[15:0]
WRP1A WRP1A
WRP1A _ WRP1A
1FFF7818 Unused _END Unused _STRT Unused END [7:0] Unused _STRT [7:0]
[7:0] [7:0]
WRP2A WRP2A
1FFF7820 Unused _END Unused _STRT Unused WRPZA— Unused WRPZAf
: : END [7:0] _STRT[7:0]
[7:0] [7:0]
BOOT _ SEC_ BOOT_ SEC_
1FFF7828 Unused LOCK Unused SIZET Unused LOCK Unused SIZET
User and read protection option bytes
Flash memory address: Ox1FFF 7800
ST production value: OXFFEF F8AA
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31 30 29 28 27 26 25 24 23 2 21 20 19 18 17 16
IRH_ | NRST_MODE n nSW |CCMSRAM| SRAM | n FF:S;E WWDG | IWGD_ | IWDG_ | IWDG_
EN [1:0] BOOTO|BOOTO| _RST _PE [BOOT1| "y _SW |STDBY| STOP | sw
r r r r r r r r r r r r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
nRST_ | nRST_ |nRST_ . ]
SHDW | sTDBY | STOP BOR_LEV[2:0] RDP[7:0]
r r r r r r r | r | r | r | r | r | r | r

Bit 31 Reserved, must be kept at reset value.

Bit 30 IRH_IN: Internal reset holder for PG10
0: IRH disabled
1: IRH enabled

Bits 29:28 NRST_MODE[1:0]: PG10 pad mode
00: Reset Input/Output
01: Reset Input only
10: GPIO
11: Reset Input/Output

Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO0 =0
1: n BOOTO =1

Bit 26 nSWBOOTO: Software BOOTO
0: BOOTO taken from the option bit nBOOTO0
1: BOOTO taken from PB8/BOOTO pin

Bit 25 CCMSRAM_RST: CCM SRAM erase when system reset

0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs

Bit 24 SRAM_PE: SRAM1 and CCM SRAM parity check enable
0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable

Bit 23 nBOOT1: Boot configuration
Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

Bit 22 PB4_PUPEN: PB4 pull-up enable
0: USB power delivery dead-battery enabled/NJTRST pull-up deactivated
1: USB power delivery dead-battery disabled/NJTRST pull-up activated

Note: Only for Category 4 devices (otherwise Reserved)

Bits 21:20 Reserved, must be kept at reset value.

Bit 19 WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog
Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode

0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode

3
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Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode
0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode
Bit 16 IWDG_SW: Independent watchdog selection
0: Hardware independent watchdog
1: Software independent watchdog
Bit 15 Reserved, must be kept at reset value.

Bit 14 nRST_SHDW

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode

1: No reset generate when entering the Standby mode
Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode

1: No reset generated when entering the Stop mode
Bit 11 Reserved, must be kept at reset value.

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

PCROP1 Start address option bytes

Flash memory address: Ox1FFF 7808
Reset value: OXFFFF FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_STRT[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PCROP1_STRT[15:0]: PCROP area start offset
PCROP1_STRT contains the first double-word of the PCROP area for bank1.
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PCROP1 End address option bytes
Flash memory address: Ox1FFF 7810
Reset value: 0xO0FF 0000 (ST production value)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP
r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PCROP1_END[15:0]

Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased

This bit is set only. It is reset after a full mass erase due to a change of RDP

from Level 1 to Level 0.

0: PCROP area is not erased when the RDP level is decreased from Level 1 to

Level 0.

1: PCRORP area is erased when the RDP level is decreased from Level 1 to

Level O (full mass erase).
Bits 30:16 Reserved, must be kept at reset value.

Bits 15:0 PCROP1_ENDI[15:0]: Bank 1 PCROP area end offset
PCROP1_END contains the last double-word of the PCROP area.

WRP1 Area A address option bytes

Flash memory address: Ox1FFF 7818
Reset value: OxFFO0 FFFF (ST production value)

19 17

16

31 30 29 28 27 26 25 24 23 22 21 20
WRP1A_END[7:0]
r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[7:0]

[ [ 1]

3

Bits 31:24 Reserved, must be kept at reset value.

Bits 23:16 WRP1A_ENDI[7:0]: WRP first area “A” end offset
WRP1A_END contains the last page of WRP first area.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP1A_STRT[7:0]: WRP first area “A” start offset
WRP1A_STRT contains the first page of WRP first area.
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WRP2 Area A address option bytes
Flash memory address: Ox1FFF 7820
Reset value: OxFFO0 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2A_END[7:0]
r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2A_STRT[7:0]
r | r | r | r | r | r | r | r

Bits 31:24 Reserved, must be kept at reset value.

Bits 23:16 WRP2A_END[7:0]: WRP second area “B” end offset
WRP2A_END contains the last page of the WRP second area.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP2A_STRT[7:0]: WRP second area start offset
WRP2A_STRT contains the last page of the WRP second area.

Securable memory area option bytes
Flash memory address: Ox1FFF7828
Reset value: OxFFOOFEOQO (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
r
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[8:0]
r r r r | r | r | r | r | r

Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user area
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:9 Reserved, must be kept at reset value.

Bits 8:0 SEC_SIZE1[8:0]: Securable memory area size
Contains the number of Securable Flash memory pages

442 Option bytes programming

After reset, the options related bits in the Flash control register (FLASH_CR) are write-
protected. To run any operation on the option bytes page, the option lock bit OPTLOCK in
the Flash control register (FLASH_CR) must be cleared. The following sequence is used to

unlock this register:

S74
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1. Unlock the FLASH_CR with the LOCK clearing sequence (refer to Unlocking the Flash
memory).
2. Write OPTKEY1 = 0x08192A3B in the Flash option key register (FLASH_OPTKEYR).
3.  Write OPTKEY2 = 0x4C5D6E7F in the FLASH_OPTKEYR register.
The user options can be protected against unwanted erase/program operations by setting
the OPTLOCK bit by software.
Note: If LOCK is set by software, OPTLOCK is automatically set too.
Modifying user options
The option bytes are programmed differently from a main memory user address.To modify
the user options value, follow the procedure below:
1. Check that no Flash memory operation is on going by checking the BSY bit in the Flash
status register (FLASH_SR).
2. Clear OPTLOCK option lock bit with the clearing sequence described above.
3. Write the desired options value in the options registers: Flash option register
(FLASH_OPTR), Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash
PCROP1 End address register (FLASH_PCROP1ER), Flash WRP area A address
register (FLASH_WRP1AR), Flash WRP area B address register (FLASH_WRP1BR),
4. Set the Options Start bit OPTSTRT in the Flash control register (FLASH_CR).
5. Wait for the BSY bit to be cleared.
Note: Any modification of the value of one option is automatically performed by erasing both user

3

option bytes pages first and then programming all the option bytes with the values contained
in the flash option registers.

Option byte loading

After the BSY bit is cleared, all new options are updated into the flash but they are not
applied to the system. They have effect on the system when they are loaded. Option bytes
loading (OBL) is performed in two cases:

— when OBL_LAUNCH bit is set in the Flash control register (FLASH_CR).
—  after a power reset (BOR reset or exit from Standby/Shutdown modes).

Option byte loader performs a read of the options block and stores the data into internal
option registers. These internal registers configure the system and cannot be read with by
software. Setting OBL_LAUNCH generates a reset so the option byte loading is performed
under system reset.

Each option bit has also its complement in the same double word. During option loading, a
verification of the option bit and its complement allows to check the loading has correctly
taken place.

During option byte loading, the options are read by double word with ECC. If the word and
its complement are matching, the option word/byte is copied into the option register.
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Note:
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If the comparison between the word and its complement fails, a status bit OPTVERR is set.
Mismatch values are forced into the option registers:

—  For USR OPT option, the value of mismatch is all options at “1’, except for
BOR_LEV which is “000” (lowest threshold)

—  For WRP option, the value of mismatch is the default value “No protection”
—  For RDP option, the value of mismatch is the default value “Level 1”
—  For PCROP, the value of mismatch is “all memory protected”

On system reset rising, internal option registers are copied into option registers which can
be read and written by software (FLASH_OPTR, FLASH_PCROP1SR,
FLASH_PCROP1ER, FLASH_WRP1AR, FLASH_WRP1BR). These registers are also used
to modify options. If these registers are not modified by user, they reflects the options states
of the system. See Section : Modifying user options for more details.

FLASH memory protection

The Flash main memory can be protected against external accesses with the Read
protection (RDP). The pages of the Flash memory can also be protected against unwanted
write due to loss of program counter contexts. The write-protection (WRP) granularity is one
page (2 Kbyte). Apart of the flash memory can also be protected against read and write from
third parties (PCROP). The PCROP granularity is double word (64-bit).

Read protection (RDP)

The read protection is activated by setting the RDP option byte and then, by applying a
system reset to reload the new RDP option byte. The read protection protects to the Flash
main memory, the option bytes, the backup registers (RTC_BKPxR in the RTC) and the
CCM SRAM.

If the read protection is set while the debugger is still connected through JTAG/SWD, apply
a POR (power-on reset) instead of a system reset.

There are three levels of read protection from no protection (level 0) to maximum protection
or no debug (level 2).

The Flash memory is protected when the RDP option byte and its complement contain the
pair of values shown in Table 32.

Table 22. Flash memory read protection status

RDP byte value RDP complement value Read protection level

OxAA 0x55 Level O (production value)

Any value (not necessarily

Any value except OXAA or complementary) except 0x55 and Level 1
0xCC

0x33
0xCC 0x33 Level 2

The System memory area is read accessible whatever the protection level. It is never
accessible for program/erase operation.
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Level 0: no protection

Read, program and erase operations into the Flash main memory area are possible. The
option bytes, the CCM SRAM and the backup registers are also accessible by all
operations.

Level 1: Read protection

This is the default protection level when RDP option byte is erased. It is defined as well
when RDP value is at any value different from 0xAA and 0xCC, or even if the complement is
not correct.

e User mode: Code executing in user mode (Boot Flash) can access Flash main
memory, option bytes, CCM SRAM and backup registers with all operations.

e Debug, boot RAM and boot loader modes: In debug mode or when code is running
from boot RAM or boot loader, the Flash main memory, the backup registers
(RTC_BKPxR in the RTC) and the CCM SRAM are totally inaccessible. In these
modes, a read or write access to the Flash generates a bus error and a Hard Fault
interrupt.

In case the Level 1 is configured and no PCROP area is defined, it is mandatory to set
PCROP_RDP bit to 1 (full mass erase when the RDP level is decreased from Level 1 to
Level 0). In case the Level 1 is configured and a PCROP area is defined, if user code needs
to be protected by RDP but not by PCROP, it must not be placed in a page containing a
PCROP area.

Level 2: No debug

In this level, the protection level 1 is guaranteed. In addition, the Cortex®-M4 debug port, the
boot from RAM (boot RAM mode) and the boot from System memory (boot loader mode)
are no more available. In user execution mode (boot FLASH mode), all operations are
allowed on the Flash Main memory. On the contrary, only read operations can be performed
on the option bytes.

Option bytes cannot be programmed nor erased. Thus, the level 2 cannot be removed at all:
it is an irreversible operation. When attempting to modify the options bytes, the protection
error flag WRPERR is set in the Flash_SR register and an interrupt can be generated.

The debug feature is also disabled under reset.

STMicroelectronics is not able to perform analysis on defective parts on which the level 2
protection has been set.

Changing the Read protection level

It is easy to move from level O to level 1 by changing the value of the RDP byte to any value
(except 0xCC). By programming the 0xCC value in the RDP byte, it is possible to go to level
2 either directly from level 0 or from level 1. Once in level 2, it is no more possible to modify
the Read protection level.

When the RDP is reprogrammed to the value 0xAA to move from Level 1 to Level 0, a mass
erase of the Flash main memory is performed if PCROP_RDP is set in the Flash PCROP1
End address register (FLASH_PCROP1ER). The backup registers (RTC_BKPxR in the
RTC) and the CCM SRAM are also erased. The user options except PCROP protection are
set to their previous values copied from FLASH_OPTR, FLASH_WRPxyR (x=1 and y =A or
B). PCRORP is disable. The OTP area is not affected by mass erase and remains
unchanged.
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If the bit PCROP_RDP is cleared in the FLASH_PCROP1ER, the full mass erase is
replaced by a partial mass erase that is successive page erases, except for the pages
protected by PCROP. This is done in order to keep the PCROP code. Only when the Flash
memory is erased, options are re-programmed with their previous values. This is also true
for FLASH_PCROPxSR and FLASH_PCROPXER registers (x=1).

Note: Full Mass Erase or Partial Mass Erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass erase.
To validate the protection level change, the option bytes must be reloaded through the
OBL_LAUNCH bit in Flash control register.
Figure 7. Changing the read protection (RDP) level
Level 1
RDP # OxAA
RDP # 0xCC
Write options Including Write options including Write options including
RDP = 0xCC RDP # 0xCC and RDP # OxAA RDP = 0xAA
\ Y
\ Level 0
Level 2 /
< RDP = 0xAA
RDP = 0xCC Write options including Productionxvalue
RDP = 0xCC
——— Options write (RDP level increase) includes:
- Options page erase
— - New options program
Options write (RDP level decrease) includes Options write (RDP level identical) includes
- Full Mass erase or Partial Mass erase to not - Options page erase
erase PCROP pages if PCROP_RDP is cleared - New options program
- Backup registers and CCM SRAM erase
- Options page erase
- New options program MS33466V3
Table 23. Access status versus protection level and execution modes
. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
. 1 Yes Yes Yes No No No(®)
Flash main
memory 2 Yes Yes Yes N/A N/A N/A
1 Yes No No Yes No No
System
2
memory 2 Yes No No N/A N/A N/A
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Table 23. Access status versus protection level and execution modes (continued)

. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
1 Yes Yes® Yes Yes Yes(®) Yes
Option bytes
2 Yes No No N/A N/A N/A
1 Yes Yes®) N/A No No N/A
OTP
2 Yes Yes® N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
Backup
registers 2 Yes Yes N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
CCM SRAM
2 Yes Yes N/A N/A N/A N/A
1. When the protection level 2 is active, the Debug port, the boot from RAM and the boot from system memory are disabled.
2. The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.
3. The Flash main memory is erased when the RDP option byte is programmed with all level protections disabled (0xAA).
4. OTP can only be written once.
5. The backup registers are erased when RDP changes from level 1 to level 0.
6. The CCM SRAM is erased when RDP changes from level 1 to level 0.
4.5.2 Proprietary code readout protection (PCROP)

3

Apart of the flash memory can be protected against read and write from third parties. The
protected area is execute-only: it can only be reached by the STM32 CPU, as an instruction
code, while all other accesses (DMA, debug and CPU data read, write and erase) are
strictly prohibited. The PCROP area has a double word (64-bit) granularity. An additional
option bit (PCROP_RDP) allows to select if the PCROP area is erased or not when the RDP
protection is changed from Level 1 to Level O (refer to Changing the Read protection level).

Each PCROP area is defined by a start page offset and an end page offset related to the
physical Flash address. These offsets are defined in the PCROP address registers Flash
PCROP1 Start address register (FLASH_PCROP1SR), Flash PCROP1 End address
register (FLASH_PCROP1ER).

The PCROPXx (x = 1) area is defined from the address: Flash memory base address +
[PCROPx_STRT x 0x8] (included) to the address: Flash memory base address +
[(PCROPx_END+1) x 0x8] (excluded). The minimum PCROP area size is two double-
words (128 bits).

For example, to protect by PCROP from the address 0x0806 2F80 (included) to the address
0x0807 0004 (included):

if boot in flash is selected, FLASH_PCROP1SR and FLASH_PCROP1ER registers
must be programmed with:

PCROP1_STRT = 0xC5FO0.
PCROP1_END = 0xE000.
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Note:

4.5.3
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Any read access performed through the D-bus to a PCROP protected area triggers RDERR
flag error.

Any PCROP protected address is also write protected and any write access to one of these
addresses triggers WRPERR.

Any PCRORP area is also erase protected. Consequently, any erase to a page in this zone is
impossible (including the page containing the start address and the end address of this
zone). Moreover, a software mass erase cannot be performed if one zone is PCROP
protected.

For previous example, due to erase by page, all pages from page 0xC5 to OxEQ are
protected in case of page erase. (All addresses from 0x0806 2800 to 0x0807 07FF can’t be
erased).

Deactivation of PCROP can only occurs when the RDP is changing from level 1 to level 0. If
the user options modification tries to clear PCROP or to decrease the PCROP area, the
options programming is launched but PCROP area stays unchanged. On the contrary, it is
possible to increase the PCROP area.

When option bit PCROP_RDP is cleared, when the RDP is changing from level 1 to level O,
Full Mass Erase is replaced by Partial Mass Erase in order to keep the PCROP area (refer
to Changing the Read protection level). In this case, PCROP1_STRT and PCROP1_END
are also not erased.

It is recommended to align PCROP area with page granularity when using PCROP_RDP, or
to leave free the rest of the page where PCROP zone starts or ends.

Table 24. PCROP protection("

PCROPXx registers values

x=1) PCROP protection area

PCROPx_offset_strt >

PCROPx_offset_end No PCROP area.

The area between PCROPx_offset_strt and PCROPx_offset_end is
protected.

it is possible to write:
— PCROPx_offset_strt with a lower value

PCROPx_offset_strt <
PCROPx_offset_end

— PCROPx_offset_end with a higher value.

1. The minimum PCROP area size is 2xdouble words: PCROPx_offset_strt and PCROPx_offset_end.

Write protection (WRP)

The user area in Flash memory can be protected against unwanted write operations. It
allows either to specify:

e Two write-protected (WRP) areas can be defined, with page (2 KByte) granularity.

Each area is defined by a start page offset and an end page offset related to the physical
Flash base address. These offsets are defined in the WRP address registers: Flash WRP
area A address register (FLASH_WRP1AR), Flash WRP area B address register
(FLASH_WRP1BR).

The WRP “y” area (x=1 and y=A,B) is defined from the address: Flash memory Base
address + [WRPxy STRT x 0x800] (included) to the address: Flash memory Base address
+ [(WRPxy END+1) x 0x800] (excluded).
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For example, to protect by WRP from the address 0x0801 2800 (included) to the address
0x0801 87FF (included):

e if bootin flash is selected, FLASH_WRP1AR register must be programmed with:

—  WRP1A_STRT = 0x25.

—  WRP1A_END = 0x30.

WRP1B_STRT and WRP1B_END in FLASH_WRP1BR can be used instead (area “B”

in Flash memory).
When WRP is active, it cannot be erased or programmed. Consequently, a software mass
erase cannot be performed if one area is write-protected.
If an erase/program operation to a write-protected part of the Flash memory is attempted,
the write protection error flag (WRPERR) is set in the FLASH_SR register. This flag is also
set for any write access to:

— OTP area

—  part of the Flash memory that can never be written like the ICP

— PCROP area.

Note: When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase Flash memory if the CPU debug features are connected (JTAG or single
wire) or boot code is being executed from RAM or System flash, even if WRP is not
activated.

Note: To validate the WRP options, the option bytes must be reloaded through the OBL_LAUNCH
bit in Flash control register.

Table 25. WRP protection
WRP registers values .
WRP protection area
(x=1 y=A/B)
WRPxy_STRT = .
WRPxy END Page WRPxy is protected.
WRPxy_STRT >
WRPxy END No WRP area.
WRPxy STRT <
WRPxy_END The pages from WRPxy_STRT to WRPxy_ END are protected.
4.5.4 Securable memory area

3

The Securable memory area defines an area of code which can be executed only once at
boot, and never again unless a new reset occurs.

The main purpose of the Securable memory area is to protect a specific part of Flash
memory against undesired access. This allows implementing software security services
such as secure key storage or safe boot. Securable memory area is located in the Main
Flash memory. It is dedicated to executing trusted code. When not secured, the Securable
memory behaves like the remainder of Main Flash memory. When secured (the
SEC_PROT1 bit of the FLASH_CR register set), any attempt to program or erase in a
secure memory area generates a write protection error (WRPERR flag is set) and any
attempt to read from it generates a read error (RDERR flag is set).
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4.5.5

4.5.6

17212124

The size of the securable memory area is defined by the SEC_SIZE1[8:0] bitfield of the
FLASH_SEC register. It can be modified only in RDP Level 0. Its content is erased upon
changing from RDP Level 1 to Level 0, even if it overlaps with PCROP pages.

The securable memory area is defined from the address: Bank base address (included) to
the address: Bank base address + (0x800 * SEC_SIZE1) (excluded).

Disabling core debug access

For executing sensitive code or manipulating sensitive data in Securable memory area, the
debug access to the core can temporarily be disabled.

In RDP level 2, the debugger is disabled by hardware, , but in other RDP levels, the
debugger can be disabled by software using the bit DBG_SWEN in the FLASH_ACR
register.

Figure 11 gives an example of managing DBG_SWEN and SEC_PROT bits.

Figure 8. Example of disabling core debug access

SEC_PROT=0 SEC_PROT =1
Securable memory not secured * ¢ > Securable memory secured
|
Debug Debug : Debug
enabled disabled | enabled
|
Obptign Execution of code Execution of code
Ioailjing within securable memory outside securable memory
|
|
. >
Lﬁ Aﬁ Aﬁ Aﬁ timeline
Power up | DBG_SWEN = 0| | DBG_SWEN = 1 | | SEC_PROT = 1 |

L Software management—'
MSv42192V1

Forcing boot from Flash memory

To increase the security and establish a chain of trust, the BOOT_LOCK option bit of the
FLASH_SEC1R/FLASH_SECZ2R register allows forcing the system to boot from the Main
Flash memory regardless the other boot options. It is always possible to set the
BOOT_LOCK bit. However, it is possible to reset it only when:

e RDPissettolLevel 0, or
e RDPis setto Level 1, while Level 0 is requested and a full mass-erase is performed.

3
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4.6 FLASH interrupts
Table 26. Flash interrupt request

Interrupt event Event flag Event Tlaglinterrupt Interrupt enable control
clearing method bit
End of operation eop( Write EOP=1 EOPIE
Operation error OPERR?) Write OPERR=1 ERRIE
Read error RDERR Write RDERR=1 RDERRIE
ECC correction ECCC Write ECCC=1 ECCCIE
1. EOP s set only if EOPIE is set.
2. OPERR s set only if ERRIE is set.
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4.7 FLASH registers
4.7.1 Flash access control register (FLASH_ACR)
Address offset: 0x00
Reset value: 0x0004 0601
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBG_
SWEN
w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SLEEP Rgg_ DCRST| ICRST | DCEN | ICEN |PRFTEN LATENCY[3:0]
Bits 31:19 Reserved, must be kept at reset value.
Bit 18 DBG_SWEN: Debug software enable
SW may use this bit to enable/disable the debugger.
0: Debugger disabled
1: Debugger enabled
Bits 17:15 Reserved, must be kept at reset value.
Bit 14 SLEEP_PD: Flash Power-down mode during Sleep or Low-power sleep mode
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Sleep or Low-power sleep mode.
0: Flash in Idle mode during Sleep and Low-power sleep modes
1: Flash in Power-down mode during Sleep and Low-power sleep modes
Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.
Bit 13 RUN_PD: Flash Power-down mode during Run or Low-power run mode
This bit is write-protected with FLASH_PDKEYR.
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Run or Low-power run mode. The flash memory can
be put in power-down mode only when the code is executed from RAM. The
Flash must not be accessed when RUN_PD is set.
0: Flash in Idle mode
1: Flash in Power-down mode
Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.
Bit 12 DCRST: Data cache reset
0: Data cache is not reset
1: Data cache is reset
This bit can be written only when the data cache is disabled.
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Bit 11 ICRST: Instruction cache reset
0: Instruction cache is not reset
1: Instruction cache is reset
This bit can be written only when the instruction cache is disabled.

Bit 10 DCEN: Data cache enable
0: Data cache is disabled
1: Data cache is enabled

Bit 9 ICEN: Instruction cache enable
0: Instruction cache is disabled
1: Instruction cache is enabled

Bit 8 PRFTEN: Prefetch enable
0: Prefetch disabled
1: Prefetch enabled

Bits 7:4 Reserved, must be kept at reset value.

Bits 3:0 LATENCY[3:0]: Latency
These bits represent the ratio of the SYSCLK (system clock) period to the Flash
access time.
0000: Zero wait state
0001: One wait state
0010: Two wait states
0011: Three wait states
0100: Four wait states
...1111: Fifteen wait states

4.7.2 Flash Power-down key register (FLASH_PDKEYR)

Address offset: 0x04
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PDKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PDKEYR[15:0]

Bits 31:0 PDKEYR[31:0]: Power-down in Run mode Flash key
The following values must be written consecutively to unlock the RUN_PD bit in
FLASH_ACR:
PDKEY1: 0x0415 2637
PDKEY2: OxFAFB FCFD

3
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4.7.3 Flash key register (FLASH_KEYR)

Address offset: 0x08
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | | w | w | w | w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KEYR[15:0]

Bits 31:0 KEYR[31:0]: Flash key

The following values must be written consecutively to unlock the FLACH_CR
register allowing flash programming/erasing operations:

KEY1: 0x4567 0123

KEY2: OxCDEF 89AB

4.7.4 Flash option key register (FLASH_OPTKEYR)

Address offset: 0x0C
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR[15:0]

Bits 31:0 OPTKEYR[31:0]: Option byte key
The following values must be written consecutively to unlock the FLACH_OPTR
register allowing option byte programming/erasing operations:
KEY1: 0x0819 2A3B
KEY2: 0x4C5D 6E7F

3
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4.7.5 Flash status register (FLASH_SR)
Address offset: 0x10
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BSY
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTV | RD FAST | MISS | PGS | SIZ | PGA | WRP | PROG OP | top
ERR | ERR ERR | ERR | ERR | ERR | ERR | ERR | ERR ERR
rc_wl | rc_w1 rc_w1 rc wl [ rcwl | rcwl [ rcwl | rcwl | rc_wil rc_wl | rc_wi
Bits 31:17 Reserved, must be kept at reset value.

3

Bit 16

Bit 15

Bit 14

Bits 13:10
Bit 9

Bit 8

Bit 7

BSY: Busy

This indicates that a Flash operation is in progress. This is set on the beginning
of a Flash operation and reset when the operation finishes or when an error
occurs.

OPTVERR: Option validity error
Set by hardware when the options read may not be the one configured by the
user. If option haven’t been properly loaded, OPTVERR is set again after each
system reset.
Cleared by writing 1.

RDERR: PCROP read error
Set by hardware when an address to be read through the D-bus belongs to a
read protected area of the flash (PCROP protection). An interrupt is generated if
RDERRIE is set in FLASH_CR.
Cleared by writing 1.

Reserved, must be kept at reset value.

FASTERR: Fast programming error

Set by hardware when a fast programming sequence (activated by FSTPG) is
interrupted due to an error (alignment, size, write protection or data miss). The
corresponding status bit (PGAERR, SIZERR, WRPERR or MISSERR) is set at
the same time.

Cleared by writing 1.

MISSERR: Fast programming data miss error
In Fast programming mode, 32 double words must be sent to flash successively,
and the new data must be sent to the flash logic control before the current data is
fully programmed. MISSERR is set by hardware when the new data is not
present in time.
Cleared by writing 1.

PGSERR: Programming sequence error

Set by hardware when a write access to the Flash memory is performed by the
code while PG or FSTPG have not been set previously. Set also by hardware
when PROGERR, SIZERR, PGAERR, WRPERR, MISSERR or FASTERR is set
due to a previous programming error.

Cleared by writing 1.
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Bit 6

Bit 5

Bit 4

Bit 3

Bit 2
Bit 1

Bit 0

SIZERR: Size error
Set by hardware when the size of the access is a byte or half-word during a
program or a fast program sequence. Only double word programming is allowed
(consequently: word access).
Cleared by writing 1.

PGAERR: Programming alignment error
Set by hardware when the data to program cannot be contained in the same 64-
bit Flash memory row in case of standard programming, or if there is a change of
page during fast programming.
Cleared by writing 1.

WRPERR: Write protection error
Set by hardware when an address to be erased/programmed belongs to a write-
protected part (by WRP, PCROP or RDP level 1) of the Flash memory.
Cleared by writing 1.

PROGERR: Programming error

Set by hardware when a double-word address to be programmed contains a
value different from 'OxFFFF FFFF FFFF FFFF' before programming, except if
the data to write is '0x0000 0000 0000 0000'".

Cleared by writing 1.
Reserved, must be kept at reset value.

OPERR: Operation error
Set by hardware when a Flash memory operation (program / erase) completes
unsuccessfully.
This bit is set only if error interrupts are enabled (ERRIE = 1).
Cleared by writing “1°.

EOP: End of operation
Set by hardware when one or more Flash memory operation (programming /
erase) has been completed successfully.
This bit is set only if the end of operation interrupts are enabled (EOPIE = 1).
Cleared by writing 1.

4.7.6 Flash control register (FLASH_CR)
Address offset: 0x14
Reset value: 0xC000 0000
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPT SEC_ OBL_ RD ERR EOP OPT
LOCK'|  ock PROT1| LAUNCH | ERRIE |  IE IE FSTPG| sTrT |START
rs rs rs I’C_W1 w w w w rs rs
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PNBJ[7:0] MER1 PER PG
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Bit 31

Bit 30

Bit 29
Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bits 23:19
Bit 18

Bit 17

3

LOCK: FLASH_CR Lock

This bit is set only. When set, the FLASH_CR register is locked. It is cleared by
hardware after detecting the unlock sequence.

In case of an unsuccessful unlock operation, this bit remains set until the next
system reset.

OPTLOCK: Options Lock
This bit is set only. When set, all bits concerning user option in FLASH_CR
register and so option page are locked. This bit is cleared by hardware after
detecting the unlock sequence. The LOCK bit must be cleared before doing the
unlock sequence for OPTLOCK bit.
In case of an unsuccessful unlock operation, this bit remains set until the next
reset.

Reserved, must be kept at reset value.

SEC_PROT1: Securable memory area protection bit.
This bit is set to lock the access to the Securable memory area. It is set by software
when exiting the Securable memory area, and can only be written once.

OBL_LAUNCH: Force the option byte loading
When set to 1, this bit forces the option byte reloading. This bit is cleared only
when the option byte loading is complete. It cannot be written if OPTLOCK is set.
0: Option byte loading complete
1: Option byte loading requested

RDERRIE: PCROP read error interrupt enable
This bit enables the interrupt generation when the RDERR bit in the FLASH_SR
is setto 1.
0: PCROP read error interrupt disabled
1: PCROP read error interrupt enabled

ERRIE: Error interrupt enable
This bit enables the interrupt generation when the OPERR bit in the FLASH_SR
is setto 1.
0: OPERR error interrupt disabled
1: OPERR error interrupt enabled

EOPIE: End of operation interrupt enable

This bit enables the interrupt generation when the EOP bit in the FLASH_SR is
setto 1.

0: EOP Interrupt disabled
1: EOP Interrupt enabled

Reserved, must be kept at reset value.

FSTPG: Fast programming
0: Fast programming disabled
1: Fast programming enabled

OPTSTRT: Options modification start
This bit triggers an options operation when set.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.
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Bit 16 START: Start

This bit triggers an erase operation when set. If MER1, MER2 and PER bits are
reset and the STRT bit is set, an unpredictable behavior may occur without
generating any error flag. This condition should be forbidden.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.

Bits 15:11 Reserved, must be kept at reset value.

Bits 10:3 PNBJ[7:0]: Page number selection
These bits select the page to erase:
00000000: page O
00000001: page 1

11111111:  page 255
Bit 2 MER1: Mass erase

This bit triggers the mass erase (all user pages) when set.

Bit 1 PER: Page erase
0: page erase disabled
1: page erase enabled

Bit 0 PG: Programming
0: Flash programming disabled
1: Flash programming enabled

4.7.7 Flash ECC register (FLASH_ECCR)
Address offset: 0x18
Reset value: 0x0000 0000
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCC SYSF .
ECCD | ECCC e coc ADDR_ECC[18:16]
rc_wl | rc_w1 w r r | r | r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

ADDR_ECCI[15:0]
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Bit 31 ECCD: ECC detection

Set by hardware when two ECC errors have been detected (only if ECCC/ECCD
are previously cleared). When this bit is set, a NMI is generated.
Cleared by writing 1.

Bit 30 ECCC: ECC correction

Set by hardware when one ECC error has been detected and corrected (only if
ECCC/ECCC2/ECCD/ECCD?2 are previously cleared). An interrupt is generated
if ECCCIE is set.

Cleared by writing 1.

Bits 29:25 Reserved, must be kept at reset value.

3
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Bit 24 ECCCIE: ECC correction interrupt enable
0: ECCC interrupt disabled
1: ECCC interrupt enabled.
This bit enables the interrupt generation when the ECCC bit in the FLASH_ECCR
register is set.
Bit 23 Reserved, must be kept at reset value.

Bit 22 SYSF_ECC: System Flash ECC fail
This bit indicates that the ECC error correction or double ECC error detection is
located in the System Flash.

Bits 21:19 Reserved, must be kept at reset value.

Bits 18:0 ADDR_ECC[18:0]: ECC fail address
This bit indicates which address in the Flash memory is concerned by the ECC
error correction or by the double ECC error detection.

4.7.8 Flash option register (FLASH_OPTR)

Address offset: 0x20

Reset value: OxFXXX XXXX. Register bits are loaded with values from Flash memory at
OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ccM
NRST_MODE n nSW SRAM PB4_P WWDG | IWGD_ | IWDG_ | IWDG_
IRHEN [1:0] BOOTO | BOOTO SE’;’\T"— “PE |"BOOT!| ypEN _SW |STDBY| StoP | sw
w w w w w w w w rw rw rw rw rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
nRST_ | nRST_ | nRST_ ) )
SHDW | STDBY | STOP BOR_LEV[2:0] RDP[7:0]

Bit 31 Reserved, must be kept at reset value.

Bit 30 IRHEN: Internal reset holder enable bit
0: Internal resets are propagated as simple pulse on NRST pin
1: Internal resets drives NRST pin low until it is seen as low level

Bits 29:28 NRST_MODE[1:0]:
00: Reserved
01: Reset Input only: a low level on the NRST pin generates system reset,
internal RESET not propagated to the NSRT pin
10: GPIO: standard GPIO pad functionality, only internal RESET possible
11: Bidirectional reset: NRST pin configured in reset input/output mode (legacy
mode)

Bit 27 nBOOTO0: nBOOTO option bit

0: nBOOTO =0
1: nBOOTO =1

3

RMO0440 Rev 7 181/2124




Embedded Flash memory (FLASH) for category 4 devices RMO0440

Bit 26 nSWBOOTO0: Software BOOTO
0: BOOTO0 taken from the option bit nBOOTO
1: BOOTO taken from PB8/BOOTO pin

Bit25 CCMSRAM_RST: CCM SRAM Erase when system reset
0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs

Bit24 SRAM_PE: SRAM1 and CCM SRAM parity check enable
0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable

Bit 23 nBOOT1: Boot configuration
Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

Bit 22 PB4_PUPEN: PB4 pull-up enable
0: USB power delivery dead-battery enabled/ NJTRST pull-up deactivated
1: USB power delivery dead-battery disabled/ NJTRST pull-up activated

Note: Only for Category 4 devices (otherwise Reserved)

Bits: 21:20 Reserved, must be reset value.

Bit 19 WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog
Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode
0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode
Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode
0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode
Bit 16 IWDG_SW: Independent watchdog selection
0: Hardware independent watchdog
1: Software independent watchdog
Bit 15 Reserved, must be reset value.

Bit 14 nRST_SHDW

0: Reset generated when entering the Shutdown mode

1: No reset generated when entering the Shutdown mode
Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode

1: No reset generate when entering the Standby mode
Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

3
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Bit 11 Reserved, must be reset value.

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

Note: Take care about PCROP_RDP configuration in Level 1. Refer to Section :
Level 1: Read protection for more details.
4.7.9 Flash PCROP1 Start address register (FLASH_PCROP1SR)
Address offset: 0x24
Reset value: OXFFFF XXXX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_STRT[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PCROP1_STRT[15:0]: PCROP area start offset
PCROP1_STRT contains the first double-word of the PCROP area.

3
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4.7.10 Flash PCROP1 End address register (FLASH_PCROP1ER)
Address offset: 0x28
Reset value: 0xX000 XXXX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word access.
PCROP_RDP bit can be accessed with byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP

rs

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PCROP1_END[15:0]

Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased

This bit is set only. It is reset after a full mass erase due to a change of RDP
from Level 1 to Level 0.

0: PCROP area is not erased when the RDP level is decreased from Level 1 to
Level 0.

1: PCRORP area is erased when the RDP level is decreased from Level 1 to
Level O (full mass erase).

Bits 30:16 Reserved, must be kept at reset value.

Bits 15:0 PCROP1_END[15:0]: PCROP area end offset
PCROP1_END contains the last double-word of the PCROP area.

4.7.11 Flash WRP area A address register (FLASH_WRP1AR)
Address offset: 0x2C
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[7:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[7:0]

Bits 31:24 Reserved, must be kept at reset value.

3
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Bits 23:16 WRP1A_ENDI[7:0]: WRP first area “A” end offset
WRP1A_END contains the last page of WRP first area.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP1A_STRT[7:0]: WRP first area “A” start offset
WRP1A_STRT contains the first page of WRP first area.

4712 Flash WRP area B address register (FLASH_WRP1BR)

Address offset: 0x30
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_END[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

WRP1B_STRT[7:0]

Bits 31:24 Reserved, must be kept at reset value.

Bits 23:16 WRP1B_END[7:0]: WRP second area “B” end offset
WRP1B_END contains the last page of the WRP second area.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP1B_STRT[7:0]: WRP second area “B” start offset
WRP1B_STRT contains the last page of the WRP second area.

4713 Flash Securable area register (FLASH_SEC1R)
Address offset: 0x70
Reset value: OxFFFX FXXX

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[8:0]
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Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user Flash area
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:9 Reserved, must be kept at reset value.

Bits 8:0 SEC_SIZE1[8:0]: sets the number of pages used in the Securable area.
Securable area starts at @ 0x0800 0000 and its size is SEC_SIZE1 * page size.
This field can be changed in levelO only.
Any attempt to modify in level1 silently fails, and does not change register value.

3
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4.7.14 FLASH register map

Table 27. Flash interface - register map and reset values

Offset| Register |H(QIQ IR INIQIQIIQNVITK22E(LILIT QN CICloo|~owv|/d|mla~o
=4 [a}
wl ol |- z
= o ElZz|=z|W
FLASH_ACR o, & z'% AN LAEB‘]CY
0x00 Q ﬂ@ogﬂ—g
=) 7]
Reset value 1 o|lofo|of1]|1]0 0‘0‘0|1
FLASH
= PDKEYR[31:0]
0x04 PDKEYR
Reset value 0‘0|0|0‘o‘0|0‘0|0‘0‘0‘0‘0‘0‘0|0‘0|0‘0‘0‘0‘0|0‘0|0‘0|0‘0‘0‘0‘0|0
FLASH_KEYR KEYR[31:0]
0x08
Reset value 0‘0|0|0‘o‘0|0‘0|0‘0‘0‘0‘0‘0‘0|0‘0|0‘0‘0‘0‘0|0‘0|0‘0|0‘0‘0‘0‘0|0
FLAKSEHY—S PT OPTKEYR[31:0]
0x0C
Resetvalue |0|0|0|0|0|0|0|0|0|0O|0O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]O
@
¥l FlElgle|g|E|e| |x
> Wl i A o
FLASH_SR 0> |w Flold|lulEld|o (o
0x10 °\F (2 212|105 0(Z|2| |&™
o LS| |?a|z|k
Reset value 0|0|0 o|jojofjo|o|0]|O 0|0
-3
x = w =
x| 8 Q15 |y |w|w O X -
FLASH CR |[&Q Q Fl2lx|z|a Lo x PNB[7:0] i &lo
O| = = |W|e|O n |- oo
0x14 Jl K oo || oo @ =
o Lleﬂf (@]
ike)
Resetvalue |11 1/o0]/ofo0]o0 o|ofo 0|0‘0|0‘0|0‘0‘0000
[©]
alo u 2
0|0 Q I .
FLASH_ECCR |8 |8 o W ADDR_ECC[18:0]
0x18 | w 8 n
>
[0
Resetvalue |0 |0 0 0 000000000|0‘0 0‘0|0‘0‘0‘0‘0|0
0 >
o
ol B¢ |w | |& 21515z (Blals
ElO|s'|& k| fDE|E|® il I
o| O o |> IR EZARZAN AAZ BOR_ .
FLASH_OPTR ol 8lg|=18|2 2 o | | - RDPJ[7:0]
¢z | Qlolola o = LEV[2:0]
0x20 2 2oz |2y s|alals @ |h|e
23| a z|2|2|= ”éﬂén::
O
Reset value XX |[X|X|X]|X X[ X|Xx|x X[ X]|x x|x‘x x‘x|x‘x‘x‘x‘x|x
FLASH
= PCROP1_STRT[15:0]
0x24 PCROP1SR
Reset value X|X‘X‘X‘X‘X|X‘X|X‘X|X‘X‘X‘X‘X|X
o
a
FLASH &,
_ o PCROP1_ENDI[15:0]
0x28 PCROP1ER S
(@]
o
Reset value X XXXXXXXXX‘X|X|X|X|X|X|X
FLASH_ WRP1A_END[7:0] WRP1A_STRT[7:0]
WRP1AR
0x2C
Reset value x‘x‘x‘x‘x‘x‘x|x x‘x|x‘x‘x‘x‘x|x
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Table 27. Flash interface - register map and reset values (continued)

Offset| Register 5|3 (¥ |Q|KII|R|A|QIKS2T|121RT|2|T = [2|o|w|~|o v/ ¢|m N0
FLASH_ . .
WRP1BR WRP1B_ENDI[7:0] WRP1B_STRT[7:0]
0x30
Reset value X[X[X|X]|X|X[X][X X‘X|X‘X‘X‘X‘X|X
~
(&)
FLASH S
SECIR ! SEC_SIZE1[8:0]
0x70 o
@]
@
Reset value X X|X‘X|X‘X‘X‘X‘X|X

Refer to Section 2.2 on page 81 for the register boundary addresses.
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5.1

5.2

3

Embedded Flash memory (FLASH)
for category 2 devices

Introduction

The Flash memory interface manages CPU AHB ICode and DCode accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms.

The Flash memory interface accelerates code execution with a system of instruction
prefetch and cache lines.

FLASH main features

Up to 128 Kbyte of Flash memory (single bank).
Flash memory read operations with 64 bits data width
Page erase and mass erase

Flash memory interface features:

Flash memory read operations

Flash memory program/erase operations

Read protection activated by option (RDP)

2 Write protection areas selected by option

Proprietary code read protection areas defined by option
Securable memory areas defined by option

Prefetch on ICODE

Instruction Cache: 32 cache lines of 4 x 64 bits on ICode (1 KB RAM)
Data Cache: 8 cache lines of 4 x 64 bits on DCode (256B RAM)
Error Code Correction ECC: 8 bits per 64-bit double-word

— 8+ 64 =72 bits, 2 bits detection, 1 bit correction

Option byte loader

Low-power mode

RMO0440 Rev 7
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FLASH functional description

Flash memory organization

The Flash memory has the following main features:
Capacity up to 128 Kbytes (read width of 64-bits)

128 KB organized in one single bank for main memory
Page size of 2 Kbyte

72 bits wide data read (64 bits plus 8 ECC bits)

Page and Mass erase

Each page is composed of 8 rows of 256 bytes

An Information block containing:

System memory from which the device boots in System memory boot mode. The
area is reserved for use by STMicroelectronics and contains the boot loader that is
used to reprogram the Flash memory through one of the following interfaces:
USART, SPI, 12C, USB. It is programmed by STMicroelectronics when the device
is manufactured, and protected against spurious write/erase operations. For
further details, please refer to the AN2606 available from www.st.com.

1 Kbyte (128 double word) OTP (one-time programmable) bytes for user data. The
OTP data cannot be erased and can be written only once. If only one bit is at 0,
the entire double word cannot be written anymore, even with the value 0x0000
0000 0000 0000.

Option bytes for user configuration.

The memory organization is based on a main area and an information block as shown in

Table 28.
Table 28. Flash module - 64/128 Kbytes organization (64 bits read width)
Flash area Flash memory addresses Size Name
ry (bytes)
0x0800 0000 - 0x0800 O7FF 2K Page 0
0x0800 0800 - 0x0800 OFFF 2K Page 1
0x0800 1000 - 0x0800 17FF 2 K Page 2
Main memory 0x0800 1800 - 0x0800 1FFF 2K Page 3
64/128 Kbytes(") - - -
0x0801 F800 - 0x0801 FFFF 2K Page 63
0x1FFF 0000 - Ox1FFF 6FFF 28 K System memory
Information block Ox1FFF 7000 - Ox1FFF 73FF 1K OTP area
0x1FFF 7800 - Ox1FFF 782F 48 Option bytes

1.

For 64-Kbyte devices: from page 0 to page 31.
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Error code correction (ECC)

Data in Flash memory are 72-bits words: 8 bits are added per double word (64 bits). The
ECC mechanism supports:

. One error detection and correction
. Two errors detection

When one error is detected and corrected, the flag ECCC (ECC correction) is set in Flash
ECC register (FLASH_ECCR). If ECCCIE is set, an interrupt is generated.

When two errors are detected, a flag ECCD (ECC detection) is setin FLASH_ECCR
register. In this case, a NMI is generated.

When an ECC error is detected, the address of the failing double word is saved in
ADDR_ECC[20:0] in the FLASH_ECCR register. ADDR_ECCJ[2:0] are always cleared.

When ECCC or ECCD is set, ADDR_ECC is not updated if a new ECC error occurs.
FLASH_ECCR is updated only when ECC flags are cleared.

For a virgin data: OxFF FFFF FFFF FFFF FFFF, one error is detected and corrected but two
errors detection is not supported.

When an ECC error is reported, a new read at the failing address may not generate an ECC
error if the data is still present in the current buffer, even if ECCC and ECCD are cleared.

Read access latency

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
frequency of the CPU clock (HCLK) and the internal voltage range of the device VcoRg.
Refer to Section 6.1.5: Dynamic voltage scaling management. Table 29 shows the
correspondence between wait states and CPU clock frequency.

Table 29. Number of wait states according to CPU clock (HCLK) frequency

HCLK (MHz)
Wait states (WS)
(LATENEY) Vhomatmode | nomaimods | VeoreRange2
0 WS (1 CPU cycles) <34 <30 <12
1 WS (2 CPU cycles) <68 <60 <24
2 WS (3 CPU cycles) <102 <90 <26
3 WS (4 CPU cycles) <136 <120 -
4 WS (5 CPU cycles) <170 <150 -

After reset, the CPU clock frequency is 16 MHz and 1 wait state (WS) is configured in the
FLASH_ACR register.

When changing the CPU frequency, the following software sequences must be applied in
order to tune the number of wait states needed to access the Flash memory:
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Increasing the CPU frequency:

1. Program the new number of wait states to the LATENCY bits in the Flash access
control register (FLASH_ACR).

2. Check that the new number of wait states is taken into account to access the Flash
memory by reading the FLASH_ACR register.

3. Analyze the change of CPU frequency change caused either by:
—  changing clock source defined by SW bits in RCC_CFGR register
— or by CPU clock prescaller defined by HPRE bits in RCC_CFGR

If some of above two steps decreases the CPU frequency, firstly perform this step and then
the rest. Otherwise modify The CPU clock source by writing the SW bits in the RCC_CFGR
register and then (if needed) modify the CPU clock prescaler by writing the HPRE bits in
RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

Decreasing the CPU frequency:

1. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register.
2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR.
3. Analyze the change of CPU frequency change caused either by:

— changing clock source defined by SW bits in RCC_CFGR register

— or by CPU clock prescaler defined by HPRE bits in RCC_CFGR

If some of above two steps increases the CPU frequency, firstly perform another step and
then this step. Otherwise modify The CPU clock source by writing the SW bits in the
RCC_CFGR register and then (if needed) modify the CPU clock prescaler by writing the
HPRE bits in RCC_CFGR.

4. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

5. Program the new number of wait states to the LATENCY bits in Flash access control
register (FLASH_ACR).

6. Check that the new number of wait states is used to access the Flash memory by
reading the FLASH_ACR register.

Adaptive real-time memory accelerator (ART Accelerator)

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard Arm® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the Arm® Cortex®-M4 with FPU over Flash memory
technologies, which normally requires the processor to wait for the Flash memory at higher
operating frequencies.

To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 64-
bit Flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from Flash memory at a
CPU frequency up to 170 MHz.
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Instruction prefetch

The Cortex®-M4 fetches the instruction over the ICode bus and the literal pool
(constant/data) over the DCode bus. The prefetch block aims at increasing the efficiency of
ICode bus accesses.

Each Flash memory read operation provides 64 bits from either two instructions of 32 bits or
four instructions of 16 bits depending on the launched program. This 64-bits current
instruction line is saved in a current buffer, and in case of sequential code, at least two CPU
cycles are needed to execute the previous read instruction line.

Prefetch on the ICode bus can be used to read the next sequential instruction line from the
Flash memory while the current instruction line is being requested by the CPU.

Prefetch is enabled by setting the PRFTEN bit in the Flash access control register
(FLASH_ACR). This feature is useful if at least one wait state is needed to access the Flash
memory.

Figure 9 shows the execution of sequential 16-bit instructions with and without prefetch
when 3 WS are needed to access the Flash memory.
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Figure 9. Sequential 16-bit instructions execution (64-bit read data width)
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When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.

194/2124

RM0440 Rev 7

S74




RM0440

Embedded Flash memory (FLASH) for category 2 devices

Note:

5.3.5

3

If a loop is present in the current buffer, no new flash access is performed.

Instruction cache memory (I-Cache)

To limit the time lost due to jumps, it is possible to retain 32 lines of 4 x 64 bits in an
instruction cache memory.This feature can be enabled by setting the instruction cache
enable (ICEN) bit in the Flash access control register (FLASH_ACR). Each time a miss
occurs (requested data not present in the currently used instruction line, in the prefetched
instruction line or in the instruction cache memory), the line read is copied into the
instruction cache memory. If some data contained in the instruction cache memory are
requested by the CPU, they are provided without inserting any delay. Once all the
instruction cache memory lines have been filled, the LRU (least recently used) policy is used
to determine the line to replace in the instruction memory cache. This feature is particularly
useful in case of code containing loops.

The Instruction cache memory is enable after system reset.

Data cache memory (D-Cache)

Literal pools are fetched from Flash memory through the DCode bus during the execution
stage of the CPU pipeline. Each DCode bus read access fetches 64 bits which are saved in
a current buffer. The CPU pipeline is consequently stalled until the requested literal pool is
provided. To limit the time lost due to literal pools, accesses through the AHB databus
DCode have priority over accesses through the AHB instruction bus ICode.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the Flash access control register (FLASH_ACR). This
feature works like the instruction cache memory, but the retained data size is limited to 8
rows of 4*64 bits.

The Data cache memory is enable after system reset.

The D-Cache is active only when data is requested by the CPU (not by DMA1 and DMA2).
Data in option bytes block are not cacheable.

Flash program and erase operations

The STM32G4 Series embedded Flash memory can be programmed using in-circuit
programming or in-application programming.

The in-circuit programming (ICP) method is used to update the entire contents of the
Flash memory, using the JTAG, SWD protocol or the boot loader to load the user application
into the microcontroller. ICP offers quick and efficient design iterations and eliminates
unnecessary package handling or socketing of devices.

In contrast to the ICP method, in-application programming (IAP) can use any
communication interface supported by the microcontroller (I/Os, USB, CAN, UART, 12C, SPI,
etc.) to download programming data into memory. IAP allows the user to re-program the
Flash memory while the application is running. Nevertheless, part of the application has to
have been previously programmed in the Flash memory using ICP.

The contents of the Flash memory are not guaranteed if a device reset occurs during a
Flash memory operation.

The Flash erase and programming is only possible in the voltage scaling range 1. The
VOS[1:0] bits in the PWR_CR1 must be programmed to 01b.
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During a program/erase operation to the Flash memory, any attempt to read the Flash
memory stalls the bus. The read operation proceeds correctly once the program/erase
operation has completed.

Unlocking the Flash memory

After reset, write is not allowed in the Flash control register (FLASH_CR) to protect the
Flash memory against possible unwanted operations due, for example, to electric
disturbances. The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the Flash key register (FLASH_KEYR)
2.  Write KEY2 = OxCDEF89AB in the FLASH_KEYR register.
Any wrong sequence locks up the FLASH_CR register until the next system reset. In the

case of a wrong key sequence, a bus error is detected and a Hard Fault interrupt is
generated.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.

The FLASH_CR register cannot be written when the BSY bit in the Flash status register
(FLASH_SR) is set. Any attempt to write to it with the BSY bit set causes the AHB bus to
stall until the BSY bit is cleared.

Flash main memory erase sequences

The Flash memory erase operation can be performed at page level or on the whole Flash
memory (Mass Erase). Mass Erase does not affect the Information block (system flash,
OTP and option bytes).

Page erase

To erase a page, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PER bit and select the page to erase (PNB).

4. Setthe STRT bit in the FLASH_CR register.

5. Wait for the BSY bit to be cleared in the FLASH_SR register.

The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and

disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the page erase is part of write-protected area (by WRP or PCROP), WRPERR is set and
the page erase request is aborted.

Mass erase

To perform a Mass erase, follow the procedure below:

3
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1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Setthe MER1 bit in the Flash control register (FLASH_CR).

4. Setthe STRT bit in the FLACH_CR register.

5. Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and

disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the Flash memory contains a write-protected area (by WRP or PCROP), WRPERR is set
and the mass erase request is aborted.

Flash main memory programming sequences

The Flash memory is programmed 72 bits at a time (64 bits + 8 bits ECC).

Programming in a previously programmed address is not allowed except if the data to write
is full zero, and any attempt sets PROGERR flag in the Flash status register (FLASH_SR).
It is only possible to program double word (2 x 32-bit data).

e Any attempt to write byte or half-word sets SIZERR flag in the FLASH_SR register.

e Any attempt to write a double word which is not aligned with a double word address
sets PGAERR flag in the FLASH_SR register.

Standard programming

The Flash memory programming sequence in standard mode is as follows:

1. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PG bit in the Flash control register (FLASH_CR).

4. Perform the data write operation at the desired memory address, inside main memory
block or OTP area. Only double word can be programmed.

—  Write a first word in an address aligned with double word
—  Write the second word
5.  Wait until the BSY bit is cleared in the FLASH_SR register.

6. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

7. Clear the PG bit in the FLASH_SR register if there no more programming request
anymore.

When the flash interface has received a good sequence (a double word), programming is
automatically launched and BSY bit is set. The internal oscillator HS116 (16 MHz) is enabled
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automatically when PG bit is set, and disabled automatically when PG bit is cleared, except
if the HSI16 is previously enabled with HSION in RCC_CR register.

If the user needs to program only one word, double word must be completed with the erase
value OxFFFF FFFF to launch automatically the programming.

ECC is calculated from the double word to program.

Fast programming

This mode allows to program a row (32 double words), and to reduce the page
programming time by eliminating the need for verifying the flash locations before they are
programmed and to avoid rising and falling time of high voltage for each double word.
During fast programming, the CPU clock frequency (HCLK) must be at least 8 MHz.

Only the main memory can be programmed in Fast programming mode.

The Flash main memory programming sequence in standard mode is as follows:
1. Perform a mass erase. If not, PGSERR is set.

2. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

3. Check and clear all error programming flag due to a previous programming.

4. Setthe FSTPG bit in Flash control register (FLASH_CR).

5.  Write the 32 double words to program a row. Only double words can be programmed:
—  Write a first word in an address aligned with double word
—  Write the second word.

6. Wait until the BSY bit is cleared in the FLASH_SR register.

7. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

8. Clear the FSTPG bit in the FLASH_SR register if there no more programming request
anymore.

If the flash is attempted to be written in Fast programming mode while a read operation is on
going, the programming is aborted without any system notification (no error flag is set).

When the Flash interface has received the first double word, programming is automatically
launched. The BSY bit is set when the high voltage is applied for the first double word, and it
is cleared when the last double word has been programmed or in case of error. The internal
oscillator HSI16 (16 MHz) is enabled automatically when FSTPG bit is set, and disabled
automatically when FSTPG bit is cleared, except if the HSI16 is previously enabled with
HSION in RCC_CR register.

The 32 double word must be written successively. The high voltage is kept on the flash for
all the programming. Maximum time between two double words write requests is the time
programming (around 2 x 25us). If a second double word arrives after this time
programming, fast programming is interrupted and MISSERR is set.

High voltage mustn’t exceed 8 ms for a full row between 2 erases. This is guaranteed by the
sequence of 32 double words successively written with a clock system greater or equal to
8MHz. An internal time-out counter counts 7ms when Fast programming is set and stops the
programming when time-out is over. In this case the FASTERR bit is set.

If an error occurs, high voltage is stopped and next double word to programmed is not
programmed. Anyway, all previous double words have been properly programmed.

RMO0440 Rev 7 ‘Yl




RM0440

Embedded Flash memory (FLASH) for category 2 devices

3

Programming errors

Several kind of errors can be detected. In case of error, the Flash operation (programming
or erasing) is aborted.

PROGERR: Programming Error

In standard programming: PROGERR is set if the word to write is not previously erased
(except if the value to program is full zero).

SIZERR: Size Programming Error

In standard programming or in fast programming: only double word can be
programmed and only 32-bit data can be written. SIZERR is set if a byte or an half-
word is written.

PGAERR: Alignment Programming error
PGAERR is set if one of the following conditions occurs:

— In standard programming: the first word to be programmed is not aligned with a
double word address, or the second word doesn’t belong to the same double word
address.

— Infast programming: the data to program doesn’t belong to the same row than the
previous programmed double words, or the address to program is not greater than
the previous one.

PGSERR: Programming Sequence Error
PGSERR is set if one of the following conditions occurs:

In the standard programming sequence or the fast programming sequence: a data
is written when PG and FSTPG are cleared.

— Inthe standard programming sequence or the fast programming sequence:
MER1, and PER are not cleared when PG or FSTPG is set.

— Inthe fast programming sequence: the Mass erase is not performed before setting
FSTPG bit.

— Inthe mass erase sequence: PG, FSTPG, and PER are not cleared when MER1 is
set.

— Inthe page erase sequence: PG, FSTPG, MER1 are not cleared when PER is set.

— PGSERR is set also if PROGERR, SIZERR, PGAERR, WRPERR, MISSERR,
FASTERR or PGSERR is set due to a previous programming error.

WRPERR: Write Protection Error
WRPERR is set if one of the following conditions occurs:

—  Attempt to program or erase in a write protected area (WRP) or in a PCROP area
or in a Securable memory area.

— Attempt to perform an erase when one page or more is protected by WRP or
PCROP.

—  The debug features are connected or the boot is executed from SRAM or from
System flash when the read protection (RDP) is set to Level 1.

—  Attempt to modify the option bytes when the read protection (RDP) is set to
Level 2.

MISSERR: Fast Programming Data Miss Error

In fast programming: all the data must be written successively. MISSERR is set if the

previous data programmation is finished and the next data to program is not written yet.

FASTERR: Fast Programming Error
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In fast programming: FASTERR is set if one of the following conditions occurs:
—  When FSTPG bit is set for more than 7ms which generates a time-out detection.
—  When the fast programming has been interrupted by a MISSERR, PGAERR,
WRPERR or SIZERR.
If an error occurs during a program or erase operation, one of the following error flags is set
in the FLASH_SR register:
PROGERR, SIZERR, PGAERR, PGSERR, MISSERR (Program error flags),
WRPERR (Protection error flag)
In this case, if the error interrupt enable bit ERRIE is set in the Flash status register

(FLASH_SR), an interrupt is generated and the operation error flag OPERR is set in the
FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the Flash
memory), the error flags cannot be cleared until the end of the successive write requests.
Programming and caches

If a Flash memory write access concerns some data in the data cache, the Flash write
access modifies the data in the Flash memory and the data in the cache.

If an erase operation in Flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the Flash access control register (FLASH_ACR).

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).

3
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54 FLASH option bytes
5.4.1 Option bytes description
The option bytes are configured by the end user depending on the application requirements.
As a configuration example, the watchdog may be selected in hardware or software mode
(refer to Section 5.4.2: Option bytes programming).
A double word is split up as follows in the option bytes:
Table 30. Option byte format
63-24 23-16 15 -8 7-0 31-24 23-16 15 -8 7-0
Complemented | Complemented | Complemented | Complemented | Option Option Option Option
option byte 3 | option byte 2 | option byte 1 option byte 0 byte 3 byte 2 byte 1 byte 0

The organization of these bytes inside the information block is as shown in Table 31: Option
byte organization.

The option bytes can be read from the memory locations listed in Table 31: Option byte
organization or from the Option byte registers:

Flash option register (FLASH_OPTR)
Flash PCROP1 Start address register (FLASH_PCROP1SR)
Flash PCROP1 End address register (FLASH_PCROP1ER)
Flash WRP area A address register (FLASH_WRP1AR)
Flash WRP area B address register (FLASH_WRP1BR)

Table 31. Option byte organization

Address [63:56] | [55:48] [47:40] [39:32] [31:24] | [23:16] [15:8] [7:0]
1FFF7800 USER OPT RDP USER OPT RDP
Unused and Unused and
1FFF7808 Unused PCROP1_STRT[13:0] Unused PCROP1_STRT[13:0]
1FFF7810 PCROP_RDP and Unused and PCROP_RDP and Unused and
Unused PCROP1_END[13:0] Unused PCROP1_END[13:0]
WRP1A WRP1A
WRP1A _ WRP1A
1FFF7818 Unused _END Unused _STRT Unused END [5:0] Unused _STRT [5:0]
[5:0] [5:0]
WRP2A WRP2A
1FFF7820 Unused _END Unused _STRT Unused WRPZA— Unused WRPZAf
: : END [5:0] _STRT [5:0]
[5:0] [5:0]
BOOT _ SEC_ BOOT_ SEC_
1FFF7828 Unused LOCK Unused SIZET Unused LOCK Unused SIZET
User and read protection option bytes
Flash memory address: Ox1FFF 7800
ST production value: OXFFEF F8AA
Kyy RM0440 Rev 7 201/2124
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31 30 29 28 27

26 25 24 23 22 21 20 19 17

IRH_
EN

NRST_MODE n
(1:0]

BOOTO

nSW
BOOTO

CCMSRAM
_RST

SRAM n
_PE |BOOT1

WWDG
_sw

IWGD_
STDBY

IWDG_
STOP

IWDG_
SW

r r r r

r r r r r r r r

14 1"

10 9 8 7 6 5 4 3 2 1 0

nRST_
SHDW

nRST_
STDBY

nRST_
STOP

BOR_LEV[2:0] RDP[7:0]

r r r r

Bit 31
Bit 30

Bits 29:28

Bit 27

Bit 26

Bit 25

Bit 24

Bit 23

Bits 22:20
Bit 19

Bit 18

Bit 17
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Reserved, must be kept at reset value.

IRH_IN: Internal reset holder for PG10
0: IRH disabled
1: IRH enabled

NRST_MODE: PG10 pad mode
00: Reset Input/Output
01: Reset Input only
10: GPIO
11: Reset Input/Output

nBOOTO0: nBOOTO option bit
0: nBOOTO =0
1: nBOOTO =1

nSWBOOTO0: Software BOOTO
0: BOOTO taken from the option bit nBOOTO0
1: BOOTO taken from PB8/BOOTO pin

CCMSRAM_RST: CCM SRAM erase when system reset

0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs

SRAM_PE: SRAM1 and CCM SRAM parity check enable

0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable

nBOOT1: Boot configuration

Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

Reserved, must be kept at reset value.

WWDG_SW: Window watchdog selection

0: Hardware window watchdog
1: Software window watchdog

IWDG_STDBY: Independent watchdog counter freeze in Standby mode
0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode

IWDG_STOP: Independent watchdog counter freeze in Stop mode

0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode

3
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31

30

Bit 16 IWDG_SW: Independent watchdog selection

0: Hardware independent watchdog
1: Software independent watchdog

Bit 15
Bit 14

Reserved, must be kept at reset value.

nRST_SHDW

0: Reset generated when entering the Shutdown mode

1: No reset generated when entering the Shutdown mode
nRST_STDBY

0: Reset generated when entering the Standby mode

1: No reset generate when entering the Standby mode
nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

Bit 13

Bit 12

Bit 11
Bits10:8

Reserved, must be kept at reset value.

BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

PCROP1 Start address option bytes
Flash memory address: Ox1FFF 7808
Reset value: OXFFFF FFFF (ST production value)

29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

13 12 1" 10 9 8 7 6 5 4 3 2 1 0

PCROP1_STRT[13:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r

3

Bits 31:14 Reserved, must be kept at reset value.

Bits 13:0 PCROP1_STRT[13:0]: PCROP area start offset
PCROP1_STRT contains the first double-word of the PCROP area for bank1.

PCROP1 End address option bytes

Flash memory address: Ox1FFF 7810
Reset value: 0xO0FF 0000 (ST production value)
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_END[13:0]
RN A B A B I I A A A A A

Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased
This bit is set only. It is reset after a full mass erase due to a change of RDP

from Level 1 to Level 0.
0: PCROP area is not erased when the RDP level is decreased from Level 1 to

Level 0.
1: PCRORP area is erased when the RDP level is decreased from Level 1 to

Level O (full mass erase).
Bits 30:14 Reserved, must be kept at reset value.

Bits 13:0 PCROP1_ENDI[13:0]: Bank 1 PCROP area end offset
PCROP1_END contains the last double-word of the PCROP area.

WRP1 Area A address option bytes

Flash memory address: Ox1FFF 7818
Reset value: OxFFO0 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[5:0]
| r r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[5:0]
r | r | r | r | r | r

Bits 31:22 Reserved, must be kept at reset value.

Bits 21:16 WRP1A_ENDI[5:0]: WRP first area “A” end offset
WRP1A_END contains the last page of WRP first area.

Bits 15:6 Reserved, must be kept at reset value.

Bits 5:0 WRP1A_STRT[5:0]: WRP first area “A” start offset
WRP1A_STRT contains the first page of WRP first area.
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WRP2 Area A address option bytes

Flash memory address: Ox1FFF 7820
Reset value: OxFFO0 FFFF (ST production value)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2A_END[5:0]

r | r | r | r | r | r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2A_STRTI[5:0]

r | r | r | r | r | r

Bits 31:22 Reserved, must be kept at reset value.

Bits 21:16 WRP2A_END[5:0]: WRP second area “B” end offset
WRP1B_END contains the last page of the WRP second area.

Bits 15:6 Reserved, must be kept at reset value.

Bits 5:0 WRP2A_STRT[5:0]: WRP second area start offset
WRP1B_STRT contains the last page of the WRP second area.

Securable memory area option bytes
Flash memory address: Ox1FFF7828
Reset value: OxFFOOFFOO (ST production value)

31 3 20 28 27 2 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[6:0]
r | r | r | r | r | r | r

Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user Flash area
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 SEC_SIZE1[6:0]: Securable memory area size
Contains the number of Securable Flash memory pages

5.4.2 Option bytes programming

After reset, the options related bits in the Flash control register (FLASH_CR) are write-
protected. To run any operation on the option bytes page, the option lock bit OPTLOCK in
the Flash control register (FLASH_CR) must be cleared. The following sequence is used to

unlock this register:

3
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1. Unlock the FLASH_CR with the LOCK clearing sequence (refer to Unlocking the Flash
memory).

2. Write OPTKEY1 = 0x08192A3B in the Flash option key register (FLASH_OPTKEYR).
3. Write OPTKEY2 = 0x4C5D6E7F in the FLASH_OPTKEYR register.

The user options can be protected against unwanted erase/program operations by setting
the OPTLOCK bit by software.

If LOCK is set by software, OPTLOCK is automatically set too.

Modifying user options

The option bytes are programmed differently from a main memory user address.To modify
the user options value, follow the procedure below:

1. Check that no Flash memory operation is on going by checking the BSY bit in the Flash
status register (FLASH_SR).

2. Clear OPTLOCK option lock bit with the clearing sequence described above.

3. Write the desired options value in the options registers: Flash option register
(FLASH_OPTR), Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash
PCROP1 End address register (FLASH_PCROP1ER), Flash WRP area A address
register (FLASH_WRP1AR), Flash WRP area B address register (FLASH_WRP1BR),

4. Set the Options Start bit OPTSTRT in the Flash control register (FLASH_CR).

5. Wait for the BSY bit to be cleared.

Any modification of the value of one option is automatically performed by erasing both user
option bytes pages first and then programming all the option bytes with the values contained
in the flash option registers.

Option byte loading

After the BSY bit is cleared, all new options are updated into the flash but they are not
applied to the system. They have effect on the system when they are loaded. Option bytes
loading (OBL) is performed in two cases:

— when OBL_LAUNCH bit is set in the Flash control register (FLASH_CR).
—  after a power reset (BOR reset or exit from Standby/Shutdown modes).

Option byte loader performs a read of the options block and stores the data into internal
option registers. These internal registers configure the system and cannot be read with by
software. Setting OBL_LAUNCH generates a reset so the option byte loading is performed
under system reset.

Each option bit has also its complement in the same double word. During option loading, a
verification of the option bit and its complement allows to check the loading has correctly
taken place.

During option byte loading, the options are read by double word with ECC. If the word and
its complement are matching, the option word/byte is copied into the option register.
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If the comparison between the word and its complement fails, a status bit OPTVERR is set.
Mismatch values are forced into the option registers:

—  For USR OPT option, the value of mismatch is all options at “1’, except for
BOR_LEV which is “000” (lowest threshold)

—  For WRP option, the value of mismatch is the default value “No protection”
—  For RDP option, the value of mismatch is the default value “Level 1”
—  For PCROP, the value of mismatch is “all memory protected”

On system reset rising, internal option registers are copied into option registers which can
be read and written by software (FLASH_OPTR, FLASH_PCROP1SR,
FLASH_PCROP1ER, FLASH_WRP1AR, FLASH_WRP1BR). These registers are also used
to modify options. If these registers are not modified by user, they reflects the options states
of the system. See Section : Modifying user options for more details.

FLASH memory protection

The Flash main memory can be protected against external accesses with the Read
protection (RDP). The pages of the Flash memory can also be protected against unwanted
write due to loss of program counter contexts. The write-protection (WRP) granularity is one
page (2 KByte). Apart of the flash memory can also be protected against read and write
from third parties (PCROP). The PCROP granularity is double word (64-bit).

Read protection (RDP)

The read protection is activated by setting the RDP option byte and then, by applying a
system reset to reload the new RDP option byte. The read protection protects to the Flash
main memory, the option bytes, the backup registers (RTC_BKPxR in the RTC) and the
CCM SRAM.

If the read protection is set while the debugger is still connected through JTAG/SWD, apply
a POR (power-on reset) instead of a system reset.

There are three levels of read protection from no protection (level 0) to maximum protection
or no debug (level 2).

The Flash memory is protected when the RDP option byte and its complement contain the
pair of values shown in Table 32.

Table 32. Flash memory read protection status

RDP byte value RDP complement value Read protection level

OxAA 0x55 Level O (production value)

Any value (not necessarily

Any value except OXAA or complementary) except 0x55 and Level 1
0xCC

0x33
0xCC 0x33 Level 2

The System memory area is read accessible whatever the protection level. It is never
accessible for program/erase operation.
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Level 0: no protection

Read, program and erase operations into the Flash main memory area are possible. The
option bytes, the CCM SRAM and the backup registers are also accessible by all
operations.

Level 1: Read protection

This is the default protection level when RDP option byte is erased. It is defined as well
when RDP value is at any value different from 0xAA and 0xCC, or even if the complement is
not correct.

e User mode: Code executing in user mode (Boot Flash) can access Flash main
memory, option bytes, CCM SRAM and backup registers with all operations.

e Debug, boot RAM and boot loader modes: In debug mode or when code is running
from boot RAM or boot loader, the Flash main memory, the backup registers
(RTC_BKPxR in the RTC) and the CCM SRAM are totally inaccessible. In these
modes, a read or write access to the Flash generates a bus error and a Hard Fault
interrupt.

In case the Level 1 is configured and no PCROP area is defined, it is mandatory to set
PCROP_RDP bit to 1 (full mass erase when the RDP level is decreased from Level 1 to
Level 0). In case the Level 1 is configured and a PCROP area is defined, if user code needs
to be protected by RDP but not by PCROP, it must not be placed in a page containing a
PCROP area.

Level 2: No debug

In this level, the protection level 1 is guaranteed. In addition, the Cortex®-M4 debug port, the
boot from RAM (boot RAM mode) and the boot from System memory (boot loader mode)
are no more available. In user execution mode (boot FLASH mode), all operations are
allowed on the Flash Main memory. On the contrary, only read operations can be performed
on the option bytes.

Option bytes cannot be programmed nor erased. Thus, the level 2 cannot be removed at all:
it is an irreversible operation. When attempting to modify the options bytes, the protection
error flag WRPERR is set in the Flash_SR register and an interrupt can be generated.

The debug feature is also disabled under reset.

STMicroelectronics is not able to perform analysis on defective parts on which the level 2
protection has been set.

Changing the Read protection level

It is easy to move from level O to level 1 by changing the value of the RDP byte to any value
(except 0xCC). By programming the 0xCC value in the RDP byte, it is possible to go to level
2 either directly from level 0 or from level 1. Once in level 2, it is no more possible to modify
the Read protection level.

When the RDP is reprogrammed to the value 0xAA to move from Level 1 to Level 0, a mass
erase of the Flash main memory is performed if PCROP_RDP is set in the Flash PCROP1
End address register (FLASH_PCROP1ER). The backup registers (RTC_BKPxR in the
RTC) and the CCM SRAM are also erased. The user options except PCROP protection are
set to their previous values copied from FLASH_OPTR, FLASH_WRPxyR (x=1 and y =A or
B). PCRORP is disable. The OTP area is not affected by mass erase and remains
unchanged.
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If the bit PCROP_RDP is cleared in the FLASH_PCROP1ER, the full mass erase is
replaced by a partial mass erase that is successive page erases, except for the pages
protected by PCROP. This is done in order to keep the PCROP code. Only when the Flash
memory is erased, options are re-programmed with their previous values. This is also true
for FLASH_PCROPxSR and FLASH_PCROPXER registers (x=1).

Note: Full Mass Erase or Partial Mass Erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass erase.
To validate the protection level change, the option bytes must be reloaded through the
OBL_LAUNCH bit in Flash control register.
Figure 10. Changing the read protection (RDP) level
Level 1
RDP # OxAA
RDP # 0xCC
Write options Including Write options including Write options including
RDP = 0xCC RDP # 0xCC and RDP # OxAA RDP = 0xAA
\ Y
\ Level 0
Level 2 /
< RDP = 0xAA
RDP = 0xCC Write options including Production value
RDP = 0xCC
——— Options write (RDP level increase) includes:
- Options page erase
— - New options program
Options write (RDP level decrease) includes Options write (RDP level identical) includes
- Full Mass erase or Partial Mass erase to not - Options page erase
erase PCROP pages if PCROP_RDP is cleared - New options program
- Backup registers and CCM SRAM erase
- Options page erase
- New options program MS33466V3
Table 33. Access status versus protection level and execution modes
. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
. 1 Yes Yes Yes No No No(®)
Flash main
memory 2 Yes Yes Yes N/A N/A N/A
1 Yes No No Yes No No
System
2
memory 2 Yes No No N/A N/A N/A

S74
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Table 33. Access status versus protection level and execution modes (continued)

Area

Debug/ BootFromRam/

User execution (BootFromFlash) BootFromLoader(!

Protection
level

Read Write Erase Read Write Erase

Option bytes

1 Yes Yes®) Yes Yes Yes®) Yes

Yes No No N/A N/A N/A

oTP

1 Yes Yes®) N/A No No N/A

Yes Yes®) N/A N/A N/A N/A

Backup
registers

1 Yes Yes N/A No No No(®

Yes Yes N/A N/A N/A

CCM SRAM

1 Yes Yes N/A No No No(®

2 Yes Yes N/A N/A N/A N/A

o 0k Db =

5.5.2
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When the protection level 2 is active, the Debug port, the boot from RAM and the boot from system memory are disabled.
The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.

The Flash main memory is erased when the RDP option byte is programmed with all level protections disabled (0xAA).
OTP can only be written once.

The backup registers are erased when RDP changes from level 1 to level 0.

The CCM SRAM is erased when RDP changes from level 1 to level 0.

Proprietary code readout protection (PCROP)

Apart of the flash memory can be protected against read and write from third parties. The
protected area is execute-only: it can only be reached by the STM32 CPU, as an instruction
code, while all other accesses (DMA, debug and CPU data read, write and erase) are
strictly prohibited. The PCROP area has a double word (64-bit) granularity. An additional
option bit (PCROP_RDP) allows to select if the PCROP area is erased or not when the RDP
protection is changed from Level 1 to Level O (refer to Changing the Read protection level).

Each PCROP area is defined by a start page offset and an end page offset related to the
physical Flash address. These offsets are defined in the PCROP address registers Flash
PCROP1 Start address register (FLASH_PCROP1SR), Flash PCROP1 End address
register (FLASH_PCROP1ER).

The PCROPXx (x = 1) area is defined from the address: Flash memory base address +
[PCROPx_STRT x 0x8] (included) to the address: Flash memory base address +
[(PCROPx_END+1) x 0x8] (excluded). The minimum PCROP area size is two double-
words (128 bits).

For example, to protect by PCROP from the address 0x0806 2F80 (included) to the address
0x0807 0004 (included):

if boot in flash is selected, FLASH_PCROP1SR and FLASH_PCROP1ER registers
must be programmed with:

PCROP1_STRT = 0xC5FO0.
PCROP1_END = 0xE000.
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Note:

5.5.3

3

Any read access performed through the D-bus to a PCROP protected area triggers RDERR
flag error.

Any PCROP protected address is also write protected and any write access to one of these
addresses triggers WRPERR.

Any PCRORP area is also erase protected. Consequently, any erase to a page in this zone is
impossible (including the page containing the start address and the end address of this
zone). Moreover, a software mass erase cannot be performed if one zone is PCROP
protected.

For previous example, due to erase by page, all pages from page 0xC5 to OxEQ are
protected in case of page erase. (All addresses from 0x0806 2800 to 0x0807 07FF can’t be
erased).

Deactivation of PCROP can only occurs when the RDP is changing from level 1 to level 0. If
the user options modification tries to clear PCROP or to decrease the PCROP area, the
options programming is launched but PCROP area stays unchanged. On the contrary, it is
possible to increase the PCROP area.

When option bit PCROP_RDP is cleared, when the RDP is changing from level 1 to level O,
Full Mass Erase is replaced by Partial Mass Erase in order to keep the PCROP area (refer
to Changing the Read protection level). In this case, PCROP1_STRT and PCROP1_END
are also not erased.

It is recommended to align PCROP area with page granularity when using PCROP_RDP, or
to leave free the rest of the page where PCROP zone starts or ends.

Table 34. PCROP protection("

PCROPXx registers values

x=1) PCROP protection area

PCROPx_offset_strt >

PCROPx_offset_end No PCROP area.

The area between PCROPx_offset_strt and PCROPx_offset_end is
protected.

it is possible to write:
— PCROPx_offset_strt with a lower value

PCROPx_offset_strt <
PCROPx_offset_end

— PCROPx_offset_end with a higher value.

1. The minimum PCROP area size is 2xdouble words: PCROPx_offset_strt and PCROPx_offset_end.

Write protection (WRP)

The user area in Flash memory can be protected against unwanted write operations. It
allows either to specify:

e Two write-protected (WRP) areas can be defined, with page (2 KByte) granularity.

Each area is defined by a start page offset and an end page offset related to the physical
Flash base address. These offsets are defined in the WRP address registers: Flash WRP
area A address register (FLASH_WRP1AR), Flash WRP area B address register
(FLASH_WRP1BR).

The WRP “y” area (x=1 and y=A,B) is defined from the address: Flash memory Base
address + [WRPxy STRT x 0x800] (included) to the address: Flash memory Base address
+ [(WRPxy END+1) x 0x800] (excluded).
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Note:

Note:
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For example, to protect by WRP from the address 0x0801 2800 (included) to the address
0x0801 87FF (included):

e if bootin flash is selected, FLASH_WRP1AR register must be programmed with:
—  WRP1A_STRT = 0x25.
—  WRP1A_END = 0x30.
WRP1B_STRT and WRP1B_END in FLASH_WRP1BR can be used instead (area “B”
in Flash memory).

When WRP is active, it cannot be erased or programmed. Consequently, a software mass
erase cannot be performed if one area is write-protected.

If an erase/program operation to a write-protected part of the Flash memory is attempted,
the write protection error flag (WRPERR) is set in the FLASH_SR register. This flag is also
set for any write access to:

— OTParea

—  part of the Flash memory that can never be written like the ICP

— PCROP area.
When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase Flash memory if the CPU debug features are connected (JTAG or single

wire) or boot code is being executed from RAM or System flash, even if WRP is not
activated.

To validate the WRP options, the option bytes must be reloaded through the OBL_LAUNCH
bit in Flash control register.

Table 35. WRP protection

WRP registers values

WRP protection area
(x=1 y=A/B)

WRPxy_STRT =
WRPxy END

WRPxy STRT >
WRPxy_END

WRPxy_STRT <
WRPxy_END

Page WRPxy is protected.

No WRP area.

The pages from WRPxy_STRT to WRPxy_ END are protected.

Securable memory area

The Securable memory area defines an area of code which can be executed only once at
boot, and never again unless a new reset occurs.

The main purpose of the Securable memory area is to protect a specific part of Flash
memory against undesired access. This allows implementing software security services
such as secure key storage or safe boot. Securable memory area is located in the Main
Flash memory. It is dedicated to executing trusted code. When not secured, the Securable
memory behaves like the remainder of Main Flash memory. When secured (the
SEC_PROT1 bit of the FLASH_CR register set), any attempt to program or erase in a
secure memory area generates a write protection error (WRPERR flag is set) and any
attempt to read from it generates a read error (RDERR flag is set).
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5.5.6

3

The size of the securable memory area is defined by the SEC_SIZE1[6:0] bitfield of the
FLASH_SEC register. It can be modified only in RDP Level 0. Its content is erased upon
changing from RDP Level 1 to Level 0, even if it overlaps with PCROP pages.

The securable memory area is defined from the address: Bank base address (included) to
the address: Bank base address + (0x800 * SEC_SIZE1) (excluded).

Disabling core debug access

For executing sensitive code or manipulating sensitive data in Securable memory area, the
debug access to the core can temporarily be disabled.

In RDP level 2, the debugger is disabled by hardware, , but in other RDP levels, the
debugger can be disabled by software using the bit DBG_SWEN in the FLASH_ACR
register.

Figure 11 gives an example of managing DBG_SWEN and SEC_PROT bits.

Figure 11. Example of disabling core debug access

SEC_PROT=0 SEC_PROT =1
Securable memory not secured * ¢ > Securable memory secured
|
Debug Debug : Debug
enabled disabled | enabled
|
Obptign Execution of code Execution of code
Ioailjing within securable memory outside securable memory
|
|
. >
Lﬁ Aﬁ Aﬁ Aﬁ timeline
Power up | DBG_SWEN = 0| | DBG_SWEN = 1 | | SEC_PROT = 1 |

L Software management—'
MSv42192V1

Forcing boot from Flash memory

To increase the security and establish a chain of trust, the BOOT_LOCK option bit of the
FLASH_SEC1R/FLASH_SECZ2R register allows forcing the system to boot from the Main
Flash memory regardless the other boot options. It is always possible to set the
BOOT_LOCK bit. However, it is possible to reset it only when:

e RDPissettolLevel 0, or
e RDPis setto Level 1, while Level 0 is requested and a full mass-erase is performed.
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5.6 FLASH interrupts
Table 36. Flash interrupt request

Interrupt event

Event flag

Event flag/interrupt

Interrupt enable control

clearing method bit
End of operation eop( Write EOP=1 EOPIE
Operation error OPERR?) Write OPERR=1 ERRIE
Read error RDERR Write RDERR=1 RDERRIE
ECC correction ECCC Write ECCC=1 ECCCIE

1. EOP s set only if EOPIE is set.
2. OPERR s set only if ERRIE is set.

214/2124
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5.7 FLASH registers
5.71 Flash access control register (FLASH_ACR)
Address offset: 0x00
Reset value: 0x0004 0601
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBG_
SWEN
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SLEEP Rgg_ DCRST| ICRST | DCEN | ICEN |PRFTEN LATENCY[3:0]
Bits 31:19 Reserved, must be kept at reset value.
Bit 18 DBG_SWEN: Debug software enable
SW may use this bit to enable/disable the debugger.
0: Debugger disabled
1: Debugger enabled
Bits 17:15 Reserved, must be kept at reset value.

3

Bit 14

Bit 13

Bit 12

SLEEP_PD: Flash Power-down mode during Sleep or Low-power sleep mode
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Sleep or Low-power sleep mode.

0: Flash in Idle mode during Sleep and Low-power sleep modes
1: Flash in Power-down mode during Sleep and Low-power sleep modes

Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.

RUN_PD: Flash Power-down mode during Run or Low-power run mode
This bit is write-protected with FLASH_PDKEYR.
This bit determines whether the flash memory is in Power-down mode or Idle
mode when the device is in Run or Low-power run mode. The flash memory can
be put in power-down mode only when the code is executed from RAM. The
Flash must not be accessed when RUN_PD is set.
0: Flash in Idle mode
1: Flash in Power-down mode

Caution: The flash must not be put in power-down while a program or an erase
operation is on-going.
DCRST: Data cache reset
0: Data cache is not reset
1: Data cache is reset
This bit can be written only when the data cache is disabled.
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Bit 11 ICRST: Instruction cache reset
0: Instruction cache is not reset
1: Instruction cache is reset
This bit can be written only when the instruction cache is disabled.

Bit 10 DCEN: Data cache enable
0: Data cache is disabled
1: Data cache is enabled

Bit 9 ICEN: Instruction cache enable
0: Instruction cache is disabled
1: Instruction cache is enabled

Bit 8 PRFTEN: Prefetch enable
0: Prefetch disabled
1: Prefetch enabled

Bits 7:4 Reserved, must be kept at reset value.

Bits 3:0 LATENCY[3:0]: Latency
These bits represent the ratio of the SYSCLK (system clock) period to the Flash
access time.
0000: Zero wait state
0001: One wait state
0010: Two wait states
0011: Three wait states
0100: Four wait states
...1111: Fifteen wait states

5.7.2 Flash Power-down key register (FLASH_PDKEYR)

Address offset: 0x04
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PDKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PDKEYR[15:0]

Bits 31:0 PDKEYR[31:0]: Power-down in Run mode Flash key
The following values must be written consecutively to unlock the RUN_PD bit in
FLASH_ACR:
PDKEY1: 0x0415 2637
PDKEY2: OxFAFB FCFD

3
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5.7.3 Flash key register (FLASH_KEYR)
Address offset: 0x08
Reset value: 0x0000 0000
Access: no wait state, word access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEYR[31:16]

w [ w [ w [ w [ w ] [w] ] w ] w [ w]w ] [w]w]w]w]w]w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

Bits 31:0 KEYR[31:0]: Flash key
The following values must be written consecutively to unlock the FLACH_CR
register allowing flash programming/erasing operations:
KEY1: 0x4567 0123
KEY2: OxCDEF 89AB
5.7.4 Flash option key register (FLASH_OPTKEYR)

Address offset: 0x0C

Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

3

Bits 31:0 OPTKEYR[31:0]: Option byte key
The following values must be written consecutively to unlock the FLACH_OPTR
register allowing option byte programming/erasing operations:
KEY1: 0x0819 2A3B
KEY2: 0x4C5D 6E7F
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5.7.5 Flash status register (FLASH_SR)
Address offset: 0x10
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BSY
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTV | RD FAST | MISS | PGS | SIZ | PGA | WRP | PROG OP | top
ERR | ERR ERR | ERR | ERR | ERR | ERR | ERR | ERR ERR
rc_wl | rc_w1 rc_w1 rc wl [ rcwl | rcwl [ rcwl | rcwl | rc_wil rc_wl | rc_wi
Bits 31:17 Reserved, must be kept at reset value.
Bit 16 BSY: Busy
This indicates that a Flash operation is in progress. This is set on the beginning
of a Flash operation and reset when the operation finishes or when an error
occurs.
Bit 15 OPTVERR: Option validity error
Set by hardware when the options read may not be the one configured by the
user. If option haven’t been properly loaded, OPTVERR is set again after each
system reset.
Cleared by writing 1.
Bit 14 RDERR: PCROP read error
Set by hardware when an address to be read through the D-bus belongs to a
read protected area of the flash (PCROP protection). An interrupt is generated if
RDERRIE is set in FLASH_CR.
Cleared by writing 1.
Bits 13:10 Reserved, must be kept at reset value.
Bit9 FASTERR: Fast programming error
Set by hardware when a fast programming sequence (activated by FSTPG) is
interrupted due to an error (alignment, size, write protection or data miss). The
corresponding status bit (PGAERR, SIZERR, WRPERR or MISSERR) is set at
the same time.
Cleared by writing 1.
Bit 8 MISSERR: Fast programming data miss error
In Fast programming mode, 32 double words must be sent to flash successively,
and the new data must be sent to the flash logic control before the current data is
fully programmed. MISSERR is set by hardware when the new data is not
present in time.
Cleared by writing 1.
Bit 7 PGSERR: Programming sequence error
Set by hardware when a write access to the Flash memory is performed by the
code while PG or FSTPG have not been set previously. Set also by hardware
when PROGERR, SIZERR, PGAERR, WRPERR, MISSERR or FASTERR is set
due to a previous programming error.
Cleared by writing 1.
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Bit 6 SIZERR: Size error
Set by hardware when the size of the access is a byte or half-word during a
program or a fast program sequence. Only double word programming is allowed
(consequently: word access).
Cleared by writing 1.
Bit 5 PGAERR: Programming alignment error
Set by hardware when the data to program cannot be contained in the same 64-
bit Flash memory row in case of standard programming, or if there is a change of
page during fast programming.
Cleared by writing 1.
Bit4 WRPERR: Write protection error
Set by hardware when an address to be erased/programmed belongs to a write-
protected part (by WRP, PCROP or RDP level 1) of the Flash memory.
Cleared by writing 1.
Bit 3 PROGERR: Programming error
Set by hardware when a double-word address to be programmed contains a
value different from 'OxFFFF FFFF FFFF FFFF' before programming, except if
the data to write is '0x0000 0000 0000 0000'".
Cleared by writing 1.
Bit 2 Reserved, must be kept at reset value.
Bit 1 OPERR: Operation error
Set by hardware when a Flash memory operation (program / erase) completes
unsuccessfully.
This bit is set only if error interrupts are enabled (ERRIE = 1).
Cleared by writing “1°.
Bit 0 EOP: End of operation
Set by hardware when one or more Flash memory operation (programming /
erase) has been completed successfully.
This bit is set only if the end of operation interrupts are enabled (EOPIE = 1).
Cleared by writing 1.
5.7.6 Flash control register (FLASH_CR)
Address offset: 0x14
Reset value: 0xC000 0000
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPT SEC OBL RD ERR | EOP OPT
LOCK'|  ock PROT1| LAUNCH | ERRIE |  IE IE FSTPG| strT | STRT
rs rs rs I'C_W1 w w w w rs rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PNB[6:0] MER1 | PER | PG

3
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Bit 31 LOCK: FLASH_CR Lock
This bit is set only. When set, the FLASH_CR register is locked. It is cleared by
hardware after detecting the unlock sequence.
In case of an unsuccessful unlock operation, this bit remains set until the next
system reset.

Bit 30 OPTLOCK: Options Lock
This bit is set only. When set, all bits concerning user option in FLASH_CR
register and so option page are locked. This bit is cleared by hardware after
detecting the unlock sequence. The LOCK bit must be cleared before doing the
unlock sequence for OPTLOCK bit.
In case of an unsuccessful unlock operation, this bit remains set until the next
reset.

Bit 29 Reserved, must be kept at reset value.

Bit 28 SEC_PROT1: Securable memory area protection bit.
This bit is set to lock the access to the Securable memory area. It is set by software
when exiting the Securable memory area, and can only be written once.

Bit 27 OBL_LAUNCH: Force the option byte loading
When set to 1, this bit forces the option byte reloading. This bit is cleared only
when the option byte loading is complete. It cannot be written if OPTLOCK is set.
0: Option byte loading complete
1: Option byte loading requested

Bit 26 RDERRIE: PCROP read error interrupt enable
This bit enables the interrupt generation when the RDERR bit in the FLASH_SR
is setto 1.
0: PCROP read error interrupt disabled
1: PCROP read error interrupt enabled

Bit 25 ERRIE: Error interrupt enable

This bit enables the interrupt generation when the OPERR bit in the FLASH_SR
is setto 1.

0: OPERR error interrupt disabled

1: OPERR error interrupt enabled

Bit 24 EOPIE: End of operation interrupt enable

This bit enables the interrupt generation when the EOP bit in the FLASH_SR is
setto 1.

0: EOP Interrupt disabled
1: EOP Interrupt enabled

Bits 23:19 Reserved, must be kept at reset value.

Bit 18 FSTPG: Fast programming
0: Fast programming disabled
1: Fast programming enabled

Bit 17 OPTSTRT: Options modification start
This bit triggers an options operation when set.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.

3
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Bit 16

Bits 15:11
Bit 10
Bits 9:3

Bit 2

Bit 1

Bit 0

START: Start

This bit triggers an erase operation when set. If MER1, MER2 and PER bits are
reset and the STRT bit is set, an unpredictable behavior may occur without
generating any error flag. This condition should be forbidden.

This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.

Reserved, must be kept at reset value.
Reserved, must be kept at reset v.

PNBI[6:0]: Page number selection
These bits select the page to erase:
00000000: page O
00000001: page 1

11111111:  page 255

MER1: Mass erase
This bit triggers the mass erase (all user pages) when set.

PER: Page erase
0: page erase disabled
1: page erase enabled

PG: Programming
0: Flash programming disabled
1: Flash programming enabled

5.7.7

31

Flash ECC register (FLASH_ECCR)

Address offset: 0x18
Reset value: 0x0000 0000

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

29 28 27 26 25 24 23 21 20 19 18 17 16

ECCD

ECCC

e ADDR_ECC[18:16]

rc_w1i

w r r | r | r

15

13 1 10 9 8 7 6 5 4 3 2 1 0

ADDR_ECCI[15:0]

3
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Bit 31 ECCD: ECC detection
Set by hardware when two ECC errors have been detected (only if ECCC/ECCD
are previously cleared). When this bit is set, a NMI is generated.

Cleared by writing 1.

Bit 30 ECCC: ECC correction
Set by hardware when one ECC error has been detected and corrected (only if
ECCC/ECCC2/ECCD/ECCD?2 are previously cleared). An interrupt is generated
if ECCCIE is set.
Cleared by writing 1.

Bits 29:25 Reserved, must be kept at reset value.

Bit 24 ECCCIE: ECC correction interrupt enable
0: ECCC interrupt disabled
1: ECCC interrupt enabled.
This bit enables the interrupt generation when the ECCC bit in the FLASH_ECCR
register is set.

Bit 23 Reserved, must be kept at reset value.

Bit 22 SYSF_ECC: System Flash ECC fail
This bit indicates that the ECC error correction or double ECC error detection is
located in the System Flash.

Bits 21:19 Reserved, must be kept at reset v.

Bits 18:0 ADDR_ECC: ECC fail address
This bit indicates which address in the Flash memory is concerned by the ECC
error correction or by the double ECC error detection.

5.7.8 Flash option register (FLASH_OPTR)

Address offset: 0x20

Reset value: OXFXXX XXXX. Register bits are loaded with values from Flash memory at
OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
cCcM
NRST_MODE n nSW SRAM WWDG | IWGD_ | IWDG_ |IWDG_
IRHEN [1:0] BOOTO | BOOTO SE@¥— “pg |MBOOTI _SW |STDBY| STOP | sw
w w w rw rw rw w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
nRST_ | nRST_ | nRST_ _ .
SHDW | 1BV | 'STOP BOR_LEV[2:0] RDP[7:0]

3
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Bit 31 Reserved, must be kept at reset value.

Bit 30 IRHEN: Internal reset holder enable bit
0: Internal resets are propagated as simple pulse on NRST pin
1: Internal resets drives NRST pin low until it is seen as low level

Bits 29:28 NRST_MODE[1:0]:
00: Reserved
01: Reset Input only: a low level on the NRST pin generates system reset,
internal RESET not propagated to the NSRT pin
10: GPIO: standard GPIO pad functionality, only internal RESET possible
11: Bidirectional reset: NRST pin configured in reset input/output mode (legacy

mode)

Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO0 =0
1: nBOOTO =1

Bit 26 nSWBOOTO0: Software BOOTO
0: BOOTO taken from the option bit nBOOTO
1: BOOTO taken from PB8/BOOTO pin

Bit 25 CCMSRAM_RST: CCM SRAM Erase when system reset
0: CCM SRAM erased when a system reset occurs
1: CCM SRAM is not erased when a system reset occurs
Bit 24 SRAM_PE: SRAM1 and CCM SRAM parity check enable
0: SRAM1 and CCM SRAM parity check enable
1: SRAM1 and CCM SRAM parity check disable
Bit 23 nBOOT1: Boot configuration

Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

Bits: 22:20 Reserved, must be reset value.

Bit 19 WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog

Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode

0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode

Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode

0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode

Bit 16 IWDG_SW: Independent watchdog selection

0: Hardware independent watchdog
1: Software independent watchdog

Bit 15 Reserved, must be reset value.

Bit 14 nRST_SHDW

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

3
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Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

Bit 11 Reserved, must be reset value.

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

Note: Take care about PCROP_RDP configuration in Level 1. Refer to Section :
Level 1: Read protection for more details.

5.7.9 Flash PCROP1 Start address register (FLASH_PCROP1SR)

Address offset: 0x24
Reset value: OxFFFF XXXX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_STRT[14:0]

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:0 PCROP1_STRT[14:0]: PCROP area start offset
PCROP1_STRT contains the first double-word of the PCROP area.

3
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5.7.10 Flash PCROP1 End address register (FLASH_PCROP1ER)
Address offset: 0x28
Reset value: 0xX000 XXXX
Register bits are loaded with values from Flash memory at OBL.
Access: no wait state when no Flash memory operation is on going, word, half-word access.
PCROP_RDP bit can be accessed with byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
_RDP
rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_END[14:0]
Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased
This bit is set only. It is reset after a full mass erase due to a change of RDP
from Level 1 to Level O.
0: PCROP area is not erased when the RDP level is decreased from Level 1 to
Level 0.
1: PCROP area is erased when the RDP level is decreased from Level 1 to
Level O (full mass erase).
Bits 30:15 Reserved, must be kept at reset value.
Bits 14:0 PCROP1_END[14:0]: PCROP area end offset
PCROP1_END contains the last double-word of the PCROP area.
5.7.11 Flash WRP area A address register (FLASH_WRP1AR)

Address offset: 0x2C
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[5:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[5:0]
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Bits 31:22 Reserved, must be kept at reset value.
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Bits 21:16 WRP1A_ENDI[5:0]: WRP first area “A” end offset
WRP1A_END contains the last page of WRP first area.

Bits 15:6 Reserved, must be kept at reset value.

Bits 5:0 WRP1A_STRT[5:0]: WRP first area “A” start offset
WRP1A_STRT contains the first page of WRP first area.

5.7.12 Flash WRP area B address register (FLASH_WRP1BR)

Address offset: 0x30
Reset value: 0x00XX 00XX
Register bits are loaded with values from Flash memory at OBL.

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_ENDI[5:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

WRP1B_STRT[5:0]

Bits 31:22 Reserved, must be kept at reset value.

Bits 21:16  WRP1B_END[5:0]: WRP second area “B” end offset
WRP1B_END contains the last page of the WRP second area.

Bits 15:6 Reserved, must be kept at reset value.

Bits 5:0 WRP1B_STRT[5:0]: WRP second area “B” start offset
WRP1B_STRT contains the last page of the WRP second area.

5.7.13 Flash Securable area register (FLASH_SEC1R)
Address offset: 0x70
Reset value: OXxFFFX FFXX

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BOOT_
LOCK
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEC_SIZE1[6:0]

3
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Bits 31:17 Reserved, must be kept at reset value.

Bit 16 BOOT_LOCK: used to force boot from user Flash area
0: Boot based on the pad/option bit configuration
1: Boot forced from Main Flash memory

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:0 SEC_SIZE1[6:0]: sets the number of pages used in the Securable area.
Securable area starts at @ 0x0800 0000 and its size is SEC_SIZE1 * page size.
This field can be changed in levelO only.
Any attempt to modify in level1 silently fails, and does not change register value.

3
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5.7.14 FLASH register map

Table 37. Flash interface - register map and reset values

Offset| Register |H(QIQ IR INIQIQIIQNVITK22E(LILIT QN CICloo|~owv|/d|mla~o
Z [a)
wl ol |- z
= o Elz|=|w
FLASH_ACR ?, o, Z|% 2y i LA'{:EBI]CY
0x00 Q ﬂ@ogﬂ—g
=) 7]
Reset value 1 olo|o|o|1]1]|0 0‘0‘0|1
FLASH
= PDKEYR[31:0]
0x04 PDKEYR
Reset value o‘o|0|o‘o‘o|o‘o|o‘0‘o‘0‘0‘0‘0|o‘0|o‘0‘0‘0‘0|0‘0|0‘0|o‘0‘0‘0‘0|0
FLASH_KEYR KEYR[31:0]
0x08
Reset value 0‘0|0|o‘o‘o|o‘o|o‘0‘o‘0‘0‘0‘0|o‘0|o‘0‘0‘0‘0|0‘0|0‘0|o‘0‘0‘0‘0|0
FLAKSEHY—S PT OPTKEYR[31:0]
0x0C
Resetvalue [0|0|O0|0|0|0|0|0|0|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]O
o x x x| |
© o © ['4 @
> || & Tl g le|g S ul |l
FLASH_SR 0> |w Elulguldle|o (o
0x10 CIE|8 22lelnlolgl2] |8
(@) Ti=|a oK
Reset value 0|0|0 o|jojofjo|o|0]|O 0|0
=|3
x = w =
x| 8 Q15 |y |w|w O X -
FLASH CR |[&Q Q Fl2lx|z|a Elo|x PNBI[6:0] i &lo
O| = = |W|e|O wnlElE oo
0x14 Jl K oo || oo @ =
[e) wim | (@]
ike)
Resetvalue |1 |1 11o0lo|o0]|o0 o|lo]o 0‘0|o‘0|0‘0‘0000
[©]
alo % 2
FLASH_ECCR (3|8 o o ADDR_ECCJ[18:0]
0x18 | w 8 n
>
[0
Resetvalue |0 |0 0 0 000000000|0‘0 o‘0|o‘0‘0‘0‘0|0
% >
o
518lz1215 KA BOR
FLASH_OPTR 3 8& =8 O P o D)o 7 — RDP[7:0]
< ololola = - LEV[2:0]
0x20 2 =lo|x |2 z|glals| |e|kl|@
cgm EEE_ né%n::
O
Reset value X|X|X[X[X X|X|X[X X | X|[X x|x‘x x‘x|x‘x‘x‘x‘x|x
FLASH
= PCROP1_STRT[14:0]
0x24 PCROP1SR
Reset value X‘X‘X‘X‘X|X‘X|X‘X|X‘X‘X‘X‘X|X
o
a
FLASH &,
— o PCROP1_END[14:0]
0x28 PCROP1ER S
(@]
o
Reset value X XXXXXXXXX|X|X|X|X|X|X
WRP1A_ENDI[6:0
V'\:,"Rﬁi—R —ENDI6:0] WRP1A_STRT[6:0]
0x2C
Reset value x‘x‘x‘x‘x‘x|x x|x‘x‘x‘x‘x|x
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Table 37. Flash interface - register map and reset values (continued)

; —(o|lo|o|~o|v|t o o|ojo/~olbitnla-lo
Offset| Register STV IRQNQIIIQYEISIQI2I2IEeI2IT 2¥T oo~ o|v(¢ ™ v o

(3] N - - -
FLASH_ . .
WRP1BR WRP1B_END[6:0] WRP1B_STRT[6:0]
0x30
Reset value XX | X|X|X[X]|X X|X‘X‘X‘X‘X|X
X~
o
FLASH S
SECIR ! SEC_SIZE1[6:0]
0x70 o)
@]
M
Reset value X X|X‘X‘X‘X‘X|X

Refer to Section 2.2 on page 81 for the register boundary addresses.
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Power supplies

The STM32G4 Series devices require a 1.71 V to 3.6 V operating supply voltage (Vpp).
Analog peripherals are supplied through independent power domain Vppa.

Vpp=171V1t0 36V

Vpp is the external power supply for the 1/Os, the internal regulator and the system
analog such as reset, power management and internal clocks. It is provided externally
through VDD pins.

Vppa = 1.62 V (ADC/ COMP) / 1.71 VV (DAC 1MSPS / DAC 15MSPS) / 2 V (OPAMP) /
2.4V (VREFBUF)

Vppa is the external analog power supply for A/D converters, D/A converters, voltage
reference buffer, operational amplifiers and comparators. The Vppp voltage level is
independent from the Vpp voltage. Vppa should be preferably connected to Vpp when
these peripherals are not used.

During power up and power down, the following power sequence is required:
—  When Vpp is below 1V, then Vppa supply must remain below Vpp + 300 mV
—  When Vppis above 1V, all power supplies became independent.

During power down phase, Vpp can temporarily become lower then other supplies only
if the energy provided to the MCU remains below 1 mJ. this allows external decoupling
capacitors to be discarged with different time constants during the power down
transient phase.

VBAT =155Vto36V

Vgat is the power supply for RTC, external clock 32 kHz oscillator and backup registers
(through power switch) when Vpp is not present. VBAT is internally bonded to VDD for
small packages without dedicated pin.

VREF-, VREF+

VRer+ is the input reference voltage for ADCs and DACs. It is also the output of the
internal voltage reference buffer when enabled.

When Vppa < 2V, Vggr+ must be equal to Vppa.
When Vppa 2 2V, Vgrgg+ must be between 2 V and Vppa.
VRer+ can be grounded when ADC and DAC are not active.

The internal voltage reference buffer supports three output voltages, which are
configured with VRS bit in the VREFBUF_CSR register:

—  VRgr+ around 2.048 V. This requires Vppa equal to or higher than 2.4 V.
—  VRer+ around 2.5 V. This requires Vppa equal to or higher than 2.8 V.
—  VRgr+ around 2.9 V. This requires Vppa equal to or higher than 3.135 V.

VReg+ pin is not available on all packages. When not available on the package, it is
bonded to Vppa. When the Vreg+ is double-bonded with Vppp in a package, the
internal voltage reference buffer (VREFBUF) is not available and must be kept disable
(refer to related device datasheet for packages pinout description).

VRekr. is internally double bonded with Vgga.

3
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An embedded linear voltage regulator is used to supply the internal digital power VoRg-
Vcore is the power supply for digital peripherals SRAM1, SRAM2 and CCM SRAM. The
Flash is supplied by Vcorg and Vpp.

Figure 12. STM32G4 Series power supply overview
Vppa domain
Vooa A/D converter
VREF+ D/A converters
Comparators
VREeF+ Operational amplifiers
Vssa Voltage reference buffer
o USB transceivers ‘
Vpp domain
S R yryy
Reset block Vcore domain
Temp. sensor
PLL, HSI16 Core
SRAM1
. SRAM2
V. Standby circuitry
ss HD: (Wakeup logic, IWDG) ch’:gsn';AM
Voo [] Vcore peripherals
Voltage regulator
Low voltage|detector Flash memory
Backup domain
~ LSE crystal 32 KHz osc
Vear L B%P registersZ
RCC BDCR register
RTC
MSv45867V1
6.1.1 Independent analog peripherals supply

3

To improve ADC and DAC conversion accuracy and to extend the supply flexibility, the
analog peripherals have an independent power supply which can be separately filtered and
shielded from noise on the PCB.

e The analog peripherals voltage supply input is available on a separate Vppa pin.

e Anisolated supply ground connection is provided on Vgga pin.
The Vppa supply voltage can be different from Vpp. The presence of Vppa must be checked

before enabling any of the analog peripherals supplied by Vppa (A/D converter, D/A
converter, comparators, operational amplifiers, voltage reference buffer).

The Vppa supply can be monitored by the Peripheral Voltage Monitoring, and compared
with thresholds. Refer to Section 6.2.3: Peripheral Voltage Monitoring (PVM) for more
details.

When a single supply is used, Vppp can be externally connected to Vpp through the
external filtering circuit in order to ensure a noise-free Vppa reference voltage.
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ADC and DAC reference voltage

To ensure a better accuracy on low-voltage inputs and outputs, the user can connect to
VReg+ @ separate reference voltage lower than Vppa. Vreg+ is the highest voltage,
represented by the full scale value, for an analog input (ADC) or output (DAC) signal.

VREer+ can be provided either by an external reference of by an internal buffered voltage
reference (VREFBUF).

The internal buffered voltage reference (VREFBUF) is enabled by setting the ENVR bit in
the Section 23.4.1: VREFBUF control and status register (VREFBUF_CSR). The internal
buffered voltage reference (VREFBUF) is set to 2.048 V, 2.5 V or 2.9 V according the
VRS[1:0] bits setting. The internal buffered voltage reference can also provide the voltage to
external components through Vreg. pin. Refer to the device datasheet and to Section 23:
Voltage reference buffer (VREFBUF) for further information.

USB transceivers supply

The USB transceivers are supplied from Vpp power supply pin. Vpp range for USB usage is
from 3.0 Vto 3.6 V.

Battery backup domain

To retain the content of the Backup registers and supply the RTC function when Vpp is
turned off, the VBAT pin can be connected to an optional backup voltage supplied by a
battery or by another source.

The VBAT pin powers the RTC unit, the LSE oscillator and the PC13 to PC15 1/Os, allowing
the RTC to operate even when the main power supply is turned off. The switch to the Vgar
supply is controlled by the power-down reset embedded in the Reset block.

Warning: During tgstrempo (temporization at Vpp startup) or after a PDR
has been detected, the power switch between Vgt and Vpp
remains connected to Vgar.

During the startup phase, if Vpp is established in less than
trsTTEMPO (refer to the datasheet for the value of trstrEMPO)
and Vpp > Vgar + 0.6 V, a current may be injected into Vgt
through an internal diode connected between Vpp and the
power switch (VgaT).

If the power supply/battery connected to the VBAT pin cannot
support this current injection, it is strongly recommended to
connect an external low-drop diode between this power
supply and the VBAT pin.

If no external battery is used in the application, it is recommended to connect Vgt
externally to Vpp with a 100 nF external ceramic decoupling capacitor.

When the backup domain is supplied by Vpp (analog switch connected to Vpp), the
following pins are available:
e PC13, PC14 and PC15, which can be used as GPIO pins

e PC13, PC14 and PC15, which can be configured by RTC or LSE (refer to Section 35.3:
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6.1.4
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RTC functional description on page 1537)

e PAO/RTC_TAMP2 and PE6/RTC_TAMP3 when they are configured by the RTC as
tamper pins

Due to the fact that the analog switch can transfer only a limited amount of current (3 mA),

the use of GPIO PC13 to PC15 in output mode is restricted: the speed has to be limited to

2 MHz with a maximum load of 30 pF and these I/Os must not be used as a current source
(e.g. to drive a LED).

When the backup domain is supplied by Vgar (analog switch connected to Vgt because
Vpp is not present), the following functions are available:

e PC13, PC14 and PC15 can be controlled only by RTC or LSE (refer to Section 35.3:
RTC functional description on page 1537)

e PAO/RTC_TAMP2 and PE6/RTC_TAMP3 when they are configured by the RTC as
tamper pins

Backup domain access

After a system reset, the backup domain (RTC registers and backup registers) is protected
against possible unwanted write accesses. To enable access to the backup domain,
proceed as follows:

1. Enable the power interface clock by setting the PWREN bits in the Section 7.4.17:
APB1 peripheral clock enable register 1 (RCC_APB1ENR1)

2. Set the DBP bit in the Power control register 1 (PWR_CR1) to enable access to the
backup domain

3. Select the RTC clock source in the RTC domain control register (RCC_BDCR).

4. Enable the RTC clock by setting the RTCEN [15] bit in the RTC domain control register
(RCC _BDCR).

VBAT battery charging

When VDD is present, It is possible to charge the external battery on VBAT through an
internal resistance.

The VBAT charging is done either through a 5 kOhm resistor or through a 1.5 kOhm resistor
depending on the VBRS bit value in the PWR_CR4 register.

The battery charging is enabled by setting VBE bit in the PWR_CRA4 register. It is
automatically disabled in VBAT mode.

Voltage regulator

Two embedded linear voltage regulators supply all the digital circuitries, except for the
Standby circuitry and the backup domain. The main regulator output voltage (Vcorg) can be
programmed by software to two different power ranges (Range 1 and Range 2) in order to
optimize the consumption depending on the system’s maximum operating frequency (refer
to Section 7.2.8: Clock source frequency versus voltage scaling and to Section 3.3.3: Read
access latency.

The voltage regulators are always enabled after a reset. Depending on the application
modes, the Vcore supply is provided either by the main regulator (MR) or by the low-power
regulator (LPR).

e InRun, Sleep and Stop 0 modes, both regulators are enabled and the main regulator
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(MR) supplies full power to the Vsgrg domain (core, memories and digital peripherals).

¢ Inlow-power run and low-power sleep modes, the main regulator is off and the low-
power regulator (LPR) supplies low power to the Voore domain, preserving the
contents of the registers, SRAM1, SRAM2 and CCM SRAM.

e In Stop 1 modes, the main regulator is off and the low-power regulator (LPR) supplies
low power to the Vcorg domain, preserving the contents of the registers, SRAM1,
SRAM2 and CCM SRAM.

¢ In Standby mode with SRAM2 content preserved (RRS bit is set in the PWR_CR3
register), the main regulator (MR) is off and the low-power regulator (LPR) provides the
supply to SRAM2 only. The core, digital peripherals (except Standby circuitry and
backup domain) SRAM1 and CCM SRAM are powered off.

e In Standby mode, both regulators are powered off. The contents of the registers,
SRAM1, SRAM2 and CCM SRAM is lost except for the Standby circuitry and the
backup domain.

¢ In Shutdown mode, both regulators are powered off. When exiting from Shutdown
mode, a power-on reset is generated. Consequently, the contents of the registers,
SRAM1, SRAM2 and CCM SRAM is lost, except for the backup domain.

Dynamic voltage scaling management

The dynamic voltage scaling is a power management technique which consists in
increasing or decreasing the voltage used for the digital peripherals (Vcorg), according to
the application performance and power consumption needs.

Dynamic voltage scaling to increase Vorg is known as overvolting. It allows to improve the
device performance.

Dynamic voltage scaling to decrease VpRg is known as undervolting. It is performed to
save power, particularly in laptop and other mobile devices where the energy comes from a
battery and is thus limited.

e Range 1: High-performance range.

In range 1, the main regulator operates in two modes following the R1MODE bit in the
PWR_CRS register:

e Main regulator range 1 normal mode: provides a typical output voltage at 1.2 V. It is
used when the system clock frequency is up to 150 MHz. The Flash access time for
read access is minimum, write and erase operations are possible.

e Main regulator range 1 boost mode: provides a typical output voltage at 1.28 V. It is
used when the system clock frequency is up to 170 MHz. The Flash access time for
read access is minimum, write and erase operations are possible. To optimize the
power consumption it is recommended to select the range1 boost mode when the
system clock frequency is greater than 150 MHz. See Table 38.

Table 38. Range 1 boost mode configuration

System frequency SYSCLK = 150 MHz SYSCLK =170 MHz

R1MODE bit configuration 1 0

e Range 2: Low-power range.
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The main regulator provides a typical output voltage at 1.0 V. The system clock frequency
can be up to 26 MHz.The Flash access time for a read access is increased as compared to
Range 1; write and erase operations are not possible.

Voltage scaling is selected through the VOS bit in the Section 6.4.1: Power control register 1
(PWR_CR1) register.

The sequence to go from Range 1 (Normal/Boost) to Range 2 is:

1.

4.

In case of switching from Range 1 boost mode to Range 2, the system clock must be
divided by 2 using the AHB prescaler before switching to a lower system frequency for
at least 1us and then reconfigure the AHB prescaler.

Reduce the system frequency to a value lower than 26 MHz.

Adjust number of wait states according new frequency target in Range 2 (LATENCY
bits in the FLASH_ACR).

Program the VOS bits to “10” in the PWR_CR1 register.

The sequence to go from Range 2 to Range 1 (normal/boost mode) is:

1.
2.
3.

Program the VOS bits to “01” in the PWR_CR1 register.
Wait until the VOSF flag is cleared in the PWR_SR2 register.

Adjust number of wait states according new frequency target in Range 1 (LATENCY
bits in the FLASH_ACR).

Increase the system frequency by following below procedure:
If the system frequency is 26 MHz < SYSCLK < 150 MHz:

—  Select the Range 1 normal mode by setting R1MODE bit in the PWR_CRS5
register.

—  Configure and switch to PLL for a new system frequency.
If the system frequency is SYSCLK > 150 MHz:

—  The system clock must be divided by 2 using the AHB prescaler before switching
to a higher system frequency.

—  Select the Range 1 boost mode by clearing the R1MODE bit is in the PWR_CR5
register.

—  Configure and switch to PLL for a new system frequency.

—  Wait for at least 1us and then reconfigure the AHB prescaler to get the needed
HCLK clock frequency.

The sequence to switch from Range1 normal mode to Range1 boost mode is:

1.

The system clock must be divided by 2 using the AHB prescaler before switching to a
higher system frequency.

Clear the R1TMODE bit is in the PWR_CRS5 register.

Adjust the number of wait states according to the new frequency target in range1 boost
mode

Configure and switch to new system frequency.

Wait for at least 1us and then reconfigure the AHB prescaler to get the needed HCLK
clock frequency.

The sequence to switch from Range1 boost mode to Range1 normal mode is:
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Set the RIMODE bit is in the PWR_CRS register.

2. Adjust the number of wait states according new frequency target in Range1 default
mode.

3. Configure and switch to new system frequency.

6.2 Power supply supervisor
6.2.1 Power-on reset (POR) / power-down reset (PDR) / brown-out reset
(BOR)

The device has an integrated power-on reset (POR) / power-down reset (PDR), coupled
with a brown-out reset (BOR) circuitry. The BOR is active in all power modes except
Shutdown mode, and cannot be disabled.

Five BOR thresholds can be selected through option bytes.

During power-on, the BOR keeps the device under reset until the supply voltage Vpp
reaches the specified Vgory threshold. When Vpp drops below the selected threshold, a
device reset is generated. When Vpp is above the Vggor, upper limit, the device reset is
released and the system can start.

For more details on the brown-out reset thresholds, refer to the electrical characteristics
section in the datasheet.

3
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Figure 13. Brown-out reset waveform
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6.2.2 Programmable voltage detector (PVD)

You can use the PVD to monitor the Vpp power supply by comparing it to a threshold
selected by the PLS[2:0] bits in the Power control register 2 (PWR_CR?2).

The PVD is enabled by setting the PVDE bit.

A PVDO flag is available, in the Power status register 2 (PWR_SR2), to indicate if Vpp is
higher or lower than the PVD threshold. This event is internally connected to the EXTI line16
and can generate an interrupt if enabled through the EXTI registers. The PVD output
interrupt can be generated when Vpp drops below the PVD threshold and/or when Vpp
rises above the PVD threshold depending on EXTI line16 rising/falling edge configuration.
As an example, the service routine could perform emergency shutdown tasks.

3
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Figure 14. PVD thresholds
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Peripheral Voltage Monitoring (PVM)

Only Vpp is monitored by default, as it is the only supply required for all system-related
functions. The Vppp can be independent from Vpp and can be monitored with two
peripheral voltage monitoring (PVM).

Each of the PVMx (x=1, 2) is a comparator between a fixed threshold VPVMx and the Vppp
power supply. PVYMOx flags indicate if the independent power supply is higher or lower than
the PVMXx threshold: PVMOx flag is cleared when the supply voltage is above the PVMx
threshold, and is set when the supply voltage is below the PVMx threshold.

Each PVM output is connected to an EXTI line and can generate an interrupt if enabled
through the EXTI registers. The PVMx output interrupt is generated when the independent
power supply drops below the PVMx threshold and/or when it rises above the PVMx
threshold, depending on EXTI line rising/falling edge configuration.

Each PVM can remain active in Stop 0 and Stop 1 modes, and the PVM interrupt can wake
up from the Stop mode.

Table 39. PVM features

PVM Power supply PVM threshold EXTI line
PVM1 VDDA VPVM'] (around 1.65 V) 40
PVM2 VDDA VPVM2 (around 1.8 V) 41

The independent analog supply Vppa is not considered as present by default, and a logical
and electrical isolation is applied to ignore any information coming from the peripherals
supplied by this dedicated supply.

e If Vppa is shorted externally to Vpp, the application should assume it is available
without enabling any Peripheral Voltage Monitoring.

e If Vppa is independent from Vpp, the Peripheral Voltage Monitoring (PVM) can be
enabled to confirm whether the supply is present or not.
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Low-power modes

By default, the microcontroller is in Run mode after a system or a power Reset. Several
low-power modes are available to save power when the CPU does not need to be kept
running, for example when waiting for an external event. It is up to the user to select the
mode that gives the best compromise between low-power consumption, short startup time
and available wakeup sources.

The device features seven low-power modes:

Sleep mode: CPU clock off, all peripherals including Cortex®-M4 with FPU core
peripherals such as NVIC, SysTick, etc. can run and wake up the CPU when an
interrupt or an event occurs. Refer to Section 6.3.4: Sleep mode.

Low-power run mode: This mode is achieved when the CPU clock frequency is
reduced below 2 MHz. The code is executed from the SRAM or the Flash memory. The
regulator is in low-power mode to minimize the regulator's operating current. Refer to
Section 6.3.2: Low-power run mode (LP run).

Low-power sleep mode: This mode is entered from the Low-power run mode: Cortex®-
M4 with FPU is off. Refer to Section 6.3.5: Low-power sleep mode (LP sleep).

Stop 0 and Stop 1 modes: SRAM and all registers content are retained. All clocks in the
Vcore domain are stopped, the PLL, the HSI16 and the HSE are disabled. The LSI
and the LSE can be kept running.

The RTC and TAMP can remain active (Stop mode with RTC, Stop mode without RTC).
Some peripherals with the wakeup capability can enable the HSI16 RC during the Stop
mode to detect their wakeup condition.

In Stop 0 mode, the main regulator remain ON, which allows the fastest wakeup time
but with higher consumption. The active peripherals and the wakeup sources are the
same as in Stop 1 mode.

The system clock, when exiting from Stop 0 or Stop 1 mode, is the HSI16 clock. If the
device is configured to wake up in low-power run mode, the HPRE bits in RCC_CFGR
register must be configured prior to entering Stop mode to provide a frequency not
greater than 2 MHz.

Refer to Section 6.3.6: Stop 0 mode for details on Stop 0 mode.

Standby mode: Vcore domain is powered off. However, it is possible to preserve the
SRAM contents:

—  Standby mode with SRAM2 retention when the bit RRS is set in PWR_CRS3
register. In this case, SRAM2 is supplied by the low-power regulator.

—  Standby mode when the bit RRS is cleared in PWR_CR3 register. In this case the
main regulator and the low-power regulator are powered off.

All clocks in the Voore domain are stopped, the PLL, the HSI16 and the HSE oscillator

are disabled. The LS| and the LSE can be kept running.

The RTC can remain active (Standby mode with RTC, Standby mode without RTC).

The system clock, when exiting Standby modes, is the HSI16 oscillator clock.

Refer to Section 6.3.8: Standby mode.

Shutdown mode: Vorg domain is powered off. All clocks in the Voorg domain are

stopped, the PLL, the HSI16, the LSI and the HSE are disabled. The LSE can be kept

running. The system clock, when exiting the Shutdown mode, is HS116 oscillator clock.

In this mode, the supply voltage monitoring is disabled and the product behavior is not
guaranteed in case of a power voltage drop. Refer to Section 6.3.9: Shutdown mode.
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In addition, the power consumption in Run mode can be reduced by one of the following
means:

e  Slowing down the system clocks
e  Gating the clocks to the APB and AHB peripherals when they are unused.

Figure 15. Low-power modes possible transitions

Low-power sleep mode

Shutdown mode

Standby mode

Sleep mode

MSv45391V2
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Table 40. Low-power mode summary
Voltage
Wakeu
Mode name Entry Wakeu(;1)) P Effect on clocks regulators
source system clock
MR | LPR
Sleep WFI or Return Any interrupt Same as before CPU clock OFF
(Sleep-now or from ISR entering Sleep | no effect on other clocks | ON
Sleep-on-exit) WEE Wakeup event mode or analog clock sources
Low-power Set LPR bit Clear LPRbit | Same as Low- None
run power run clock
Set LPR bit +
. WEFI or Return Any interrupt Same as ?_efore CPU clock OFF OFF
ow-power entering Low-
v;lgegv from ISR pow;rgsleevp\)/ no effect on other clocks
Set LPR bit + mode or analog clock sources
WEE Wakeup event
LPMS="000" + ON
SLEEPDEEP bit ;
Stop 0 + WFI or Returll'l Any EXTl line ON
(configured in the
from ISR or WFE EXTI registers)
LPMS="001" + Specific
Stop 1 SLEEPDEEP bit peripherals
op + WFI or Return events
from ISR or WFE
LPMS="011"+ All clocks OFF except
Standby with | SetRRS bit + LSt and LSE
taS”R AKA"z"'t SLEEPDEEP bit
+ WFI or Return | WKUP pin edge, HSI16
from ISR or WFE | RTC event, TAMP
— event, external OFF
LPMS="011"+ | reset on NRST
Clear RRS bit + pin, IWDG reset
Standby SLEEPDEEP bit
+ WFI or Return
from ISR or WFE
OFF
_nq » WKUP pin edge,
LPMS="1--" +
. | RTC event, TAMP
SLEEPDEEP bit ’ All clocks OFF except
Shutdown + WFI or Return reevseerlt,oix'zer\r)ré?l! LSE
from ISR or WFE .
pin
1. Refer to Table 41: Functionalities depending on the working mode.
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Table 41. Functionalities depending on the working mode(")

Stop 0/1 | Standby | Shutdown
a
5 | 8 2 2 Z
s 3 3| 3| %
Peripheral Run | Sleep % % o o o | VBAT
e ] - 8| - 8 - 8
i >3
3 ! o o (%
5|3 3 3 3
B $ $ g
= = =
CPU Y - Y - - = - - - - -
Flash memory 0@ | 0@ | 0@ | 0@ | - - , - - . .
SRAM1 Y [ YO | v | YO |y |- | - - -
SRAM2 Y Y®) Y Y® |y - |o@W . . - -
CCM SRAM Y Y@®) Y v®) | vy - R - . . j
FSMC 0] ] O 0} - = - o - - -
QUADSPI (0] (0] O @] - - o - - -
Backup Registers Y Y Y Y Y - Y - Y - Y
Brown-out reset (BOR) Y Y Y Y Y Y |Y Y - - -
Programmable Voltage Detector (PVD) (0] 0] 0] (0] o O - - - - -
Peripheral Voltage Monitor (PVM) (0] o o o o O - - - - -
DMA 0] ] o - = - = - - -
Oscillator HSI16 o) o] o] o|® |- - - - -
Oscillator HS148 (0] 0] - - - = - - - - -
High Speed External (HSE) 0] (0] (0] (0] - - - - - - -
Low Speed Internal (LSI) (0] (0] (0] O 0] - O - - - -
Low Speed External (LSE) (0] (0] (0] 0] - 0] - (0] - 0]
Clock Security System (CSS) (0] 0] 0] (0] - - - - - - -
Clock Security System on LSE (0] (0] (0] (0] O O ]| O (0] - - -
RTC / Auto wakeup o o] o] ] O O|O O o] o O
Number of RTC Tamper pins 3 3 3 3 3 O 3 (0] 3 (0] 3
USB o® | o® - - - o] - - . i -
s = o|lolol|lolQ &
USARTX (x=1,2,3,4,5) © © | - - - - -
L UART (LPUART1 0] ] ] o O §e
ow-power ( ) © ® | - o - - -
O O
12Cx (x=1,2,3,4) 0] @] ] 0} @ @ | - o - - -
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Table 41. Functionalities depending on the working mode(?) (continued)
Stop 0/1 | Standby | Shutdown
=3
S 3 2 2 2
. » = = =
g | 5 2 2 2
Peripheral Run | Sleep % 3 o o o | VBAT
e g |. 8- 8. 8
: o
3 : o a o
5] 3 3 g 3
- : 5 $
= = =
SPIx (1,2,3,4) (0] 0] 0] (0] - = - = - - -
FDCANXx (1,2,3) (0] (0] (0] 0] - = - > - - -
SAl1 (0] O 0] (0] - - - o - - -
ADCx (x=1,2,3,4,5) (0] o] o] (0] - 5 - - - - -
DACx (x=1,2,3,4) (0] o] o] (0] (0] = - - - - -
VREFBUF (0] 0] 0] (0] (0] - - = - - -
OPAMPx (x=1,2,3,4,5,6) 0] (0] (0] 0 0 = - - - - -
COMPx (x=1,2,3,4,5,6,7) (0] O o o O O - = - - -
Temperature sensor (0] (0] (0] (0] - - - > - - -
Timers (TIMXx) (0] (0] (0] (0] = - - - - -
High resolution timer 1 (HRTIM1) 0o O O ) - - - = - 5 -
Low-power timer 1 (LPTIM1) (0] (0] (0] 0] O O - - - - -
Independent watchdog (IWDG) (0] (0] (0] 0] O O | O (0] - - -
Window watchdog (WWDG) (0] (0] (0] o - - - - - 5 -
SysTick timer (0] (0] 0] (0] - o - - - - -
Random number generator (RNG) o® | o® - - - - - = - - -
AES hardware accelerator (0] (0] (0] 0] - - - - - = -
CRC calculation unit (0] (0] (@) 0] - - - - - - -
5
GPIOs o) o) o) O |0 01]® pins|M pins| -
(10) (10)
Filter Mathematical Accelerator (FMAC)| O o) 0] o - - - - - - -
CORDIC co-processor (CORDIC) (6] (e O (0] - = - - - - -
1. Legend: Y = Yes (Enable). O = Optional (Disable by default. Can be enabled by software). - = Not available , wakeup
highlighted in gray.
2. The Flash can be configured in power-down mode. By default, it is not in power-down mode.
3. The SRAM clock can be gated on or off.
4. SRAM2 content is preserved when the bit RRS is set in PWR_CR3 register.
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Some peripherals with wakeup from Stop capability can request HSI16 to be enabled. In this case, HSI16 is woken up by
the peripheral, and only feeds the peripheral which requested it. HSI116 is automatically put off when the peripheral does not
need it anymore.

UART and LPUART reception is functional in Stop mode, and generates a wakeup interrupt on Start, address match or
received frame event.

12C address detection is functional in Stop mode, and generates a wakeup interrupt in case of address match.

8. Voltage scaling Range 1 only.

10.
1.

1/0Os can be configured with internal pull-up, pull-down or floating in Standby mode.
The I/0s with wakeup from Standby/Shutdown capability are: PAO, PC13, PE6, PA2, PC5.

1/0Os can be configured with internal pull-up, pull-down or floating in Shutdown mode but the configuration is lost when
exiting the Shutdown mode.

Debug mode

By default, the debug connection is lost if the application puts the MCU in Stop 0, Stop1,
Standby or Shutdown mode while the debug features are used. This is due to the fact that
the Cortex®-M4 with FPU core is no longer clocked.

However, by setting some configuration bits in the DBGMCU_CR register, the software can
be debugged even when using the low-power modes extensively. For more details, refer to
Section 47.16.1: Debug support for low-power modes.

6.3.1 Run mode

Slowing down system clocks

In Run mode, the speed of the system clocks (SYSCLK, HCLK, PCLK) can be reduced by
programming the prescaler registers. These prescalers can also be used to slow down the
peripherals before entering the Sleep mode.

For more details, refer to Section 7.4.3: Clock configuration register (RCC_CFGR).

Peripheral clock gating

In Run mode, the HCLK and PCLK for individual peripherals and memories can be stopped
at any time to reduce the power consumption.

To further reduce the power consumption in Sleep mode, the peripheral clocks can be
disabled prior to executing the WFI or WFE instructions.

The peripheral clock gating is controlled by the RCC_AHBXENR and RCC_APBXENR
registers.

Disabling the peripherals clocks in Sleep mode can be performed automatically by resetting
the corresponding bit in the RCC_AHBxSMENR and RCC_APBxSMENR registers.

6.3.2 Low-power run mode (LP run)

244/2124 RM0440 Rev 7

To further reduce the consumption when the system is in Run mode, the regulator can be
configured in low-power mode. In this mode, the CPU frequency should not exceed 2 MHz.

Please refer to the product datasheet for more details on voltage regulator and peripherals
operating conditions.
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I/0 states in Low-power run mode

In Low-power run mode, all I/O pins keep the same state as in Run mode.

Entering the Low-power run mode

To enter the Low-power run mode, proceed as follows:

1.  Optional: Jump into the SRAM and power-down the Flash by setting the RUN_PD bit in
the Flash access control register (FLASH_ACR).

2. Decrease the CPU clock frequency below 2 MHz.
3. Force the regulator in low-power mode by setting the LPR bit in the PWR_CR1 register.

Refer to Table 42: Low-power run on how to enter the Low-power run mode.

Exiting the Low-power run mode

To exit the Low-power run mode, proceed as follows:

1. Force the regulator in main mode by clearing the LPR bit in the PWR_CR1 register.
2. Wait until REGLPF bit is cleared in the PWR_SR2 register.

3. Increase the CPU clock frequency.

Refer to Table 42: Low-power run on how to exit the Low-power run mode.

Table 42. Low-power run

Low-power run mode Description

Decrease the CPU clock frequency below 2 MHz
LPR =1

LPR=0

Mode exit Wait until REGLPF =0

Increase the CPU clock frequency

Mode entry

Wakeup latency Regulator wakeup time from low-power mode

Low power modes

Entering low power mode

Low power modes are entered by the MCU by executing the WFI (Wait For Interrupt), or
WFE (Wait for Event) instructions, or when the SLEEPONEXIT bit in the Cortex®-M4 with
FPU System Control register is set on Return from ISR.

Entering Low-power mode through WFI or WFE is executed only if no interrupt is pending or
no event is pending.

Exiting low power mode

From Sleep modes, and Stop modes the MCU exit low power mode depending on the way

the low power mode was entered:

e If the WFI instruction or Return from ISR was used to enter the low power mode, any
peripheral interrupt acknowledged by the NVIC can wake up the device.

e If the WFE instruction is used to enter the low power mode, the MCU exits the low
power mode as soon as an event occurs. The wakeup event can be generated either

RMO0440 Rev 7 245/2124




Power control (PWR) RMO0440

6.3.4

246/2124

by:
— NVIC IRQ interrupt.

- When SEVONPEND = 0 in the Cortex®-M4 with FPU System Control register. By
enabling an interrupt in the peripheral control register and in the NVIC. When the
MCU resumes from WFE, the peripheral interrupt pending bit and the NVIC
peripheral IRQ channel pending bit (in the NVIC interrupt clear pending register)
have to be cleared.

Only NVIC interrupts with sufficient priority wakeup and interrupt the MCU.
- When SEVONPEND = 1 in the Cortex®-M4 with FPU System Control register.

By enabling an interrupt in the peripheral control register and optionally in the
NVIC. When the MCU resumes from WFE, the peripheral interrupt pending bit and
when enabled the NVIC peripheral IRQ channel pending bit (in the NVIC interrupt
clear pending register) have to be cleared.

All NVIC interrupts wakeup the MCU, even the disabled ones. Only enabled NVIC
interrupts with sufficient priority wakeup and interrupt the MCU.

— Event

Configuring a EXTI line in event mode. When the CPU resumes from WFE, it is
not necessary to clear the EXTI peripheral interrupt pending bit or the NVIC IRQ
channel pending bit as the pending bits corresponding to the event line is not set.

It may be necessary to clear the interrupt flag in the peripheral.
From Standby modes, and Shutdown modes the MCU exit low power mode through an
external reset (NRST pin), an IWDG reset, a rising edge on one of the enabled WKUPXx pins
or a RTC event occurs (see Figure 529: RTC block diagrams).
After waking up from Standby or Shutdown mode, program execution restarts in the same
way as after a Reset (boot pin sampling, option bytes loading, reset vector is fetched, etc.).

Sleep mode

I/0 states in Sleep mode

In Sleep mode, all I/O pins keep the same state as in Run mode.

Entering the Sleep mode

The Sleep mode is entered according Section : Entering low power mode, when the
SLEEPDEEP bit in the Cortex®-M4 with FPU System Control register is clear.

Refer to Table 43: Sleep for details on how to enter the Sleep mode.
Exiting the Sleep mode

The Sleep mode is exit according Section : Exiting low power mode.

Refer to Table 43: Sleep for more details on how to exit the Sleep mode.

3
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Table 43. Sleep

Sleep-now mode Description
WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP =0
— No interrupt (for WFI) or event (for WFE) is pending
Refer to the Cortex®-M4 with FPU System Control register.
Mode entry On return from ISR while:
— SLEEPDEEP =0 and
— SLEEPONEXIT =1
— No interrupt is pending
Refer to the Cortex®-M4 with FPU System Control register.
If WFI or return from ISR was used for entry
Interrupt: refer to Table 97: STM32G4 Series vector table
If WFE was used for entry and SEVONPEND = O:
Mode exit Wakeup event: refer to Section 15.3.2: Wakeup event management
If WFE was used for entry and SEVONPEND = 1:
Interrupt even when disabled in NVIC: refer to Table 97: STM32G4
Series vector table or Wakeup event: refer to Section 15.3.2: Wakeup
event management
Wakeup latency None

Low-power sleep mode (LP sleep)

Please refer to the product datasheet for more details on voltage regulator and peripherals
operating conditions.

I/O states in Low-power sleep mode

In Low-power sleep mode, all /O pins keep the same state as in Run mode.

Entering the Low-power sleep mode

The Low-power sleep mode is entered from low-power run mode according Section :
Entering low power mode, when the SLEEPDEEP bit in the Cortex®-M4 with FPU System
Control register is clear.

Refer to Table 44: Low-power sleep for details on how to enter the Low-power sleep mode.

Exiting the Low-power sleep mode

The low-power Sleep mode is exit according Section : Exiting low power mode. When
exiting the Low-power sleep mode by issuing an interrupt or an event, the MCU is in Low-
power run mode.

Refer to Table 44: Low-power sleep for details on how to exit the Low-power sleep mode.
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Table 44. Low-power sleep

Low-power sleep-now

mode Description
Low-power sleep mode is entered from the Low-power run mode.
WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP =0
— No interrupt (for WFI) or event (for WFE) is pending
Refer to the Cortex®-M4 with FPU System Control register.
Mode entry

Low-power sleep mode is entered from the Low-power run mode.
On return from ISR while:

— SLEEPDEEP = 0 and

— SLEEPONEXIT = 1

— No interrupt is pending

Refer to the Cortex®-M4 with FPU System Control register.

If WFI or Return from ISR was used for entry

Interrupt: refer to Table 97: STM32G4 Series vector table
If WFE was used for entry and SEVONPEND = 0:

Wakeup event: refer to Section 15.3.2: Wakeup event management
Mode exit If WFE was used for entry and SEVONPEND = 1:

Interrupt even when disabled in NVIC: refer to Table 97: STM32G4
Series vector table

Wakeup event: refer to Section 15.3.2: Wakeup event management

After exiting the Low-power sleep mode, the MCU is in Low-power run
mode.

Wakeup latency None

Stop 0 mode

The Stop 0 mode is based on the Cortex®-M4 with FPU deepsleep mode combined with the
peripheral clock gating. The voltage regulator is configured in main regulator mode. In Stop
0 mode, all clocks in the Vcore domain are stopped; the PLL, the HSI116 and the HSE
oscillators are disabled. Some peripherals with the wakeup capability (1I2Cx (x=1,2,3,4),
U(S)ARTx(x=1,2...5) and LPUART) can switch on the HSI16 to receive a frame, and switch
off the HSI16 after receiving the frame if it is not a wakeup frame. In this case, the HSI16
clock is propagated only to the peripheral requesting it.

SRAM1, SRAM2, CCM SRAM and register contents are preserved.

The BOR is always available in Stop 0 mode. The consumption is increased when
thresholds higher than VgpRrg are used.

I/0 states in Stop 0 mode

In the Stop 0 mode, all I/O pins keep the same state as in the Run mode.
Entering the Stop 0 mode

The Stop 0 mode is entered according Section : Entering low power mode, when the
SLEEPDEEP bit in the Cortex®-M4 with FPU System Control register is set.
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Refer to Table 45: Stop 0 mode for details on how to enter the Stop 0 mode.

If Flash memory programming is ongoing, the Stop 0 mode entry is delayed until the
memory access is finished.

If an access to the APB domain is ongoing, The Stop 0 mode entry is delayed until the APB
access is finished.

In Stop 0 mode, the following features can be selected by programming individual control
bits:
¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started, it cannot be stopped except by a Reset. See
Section 42.3: IWDG functional description.

e real-time clock (RTC): this is configured by the RTCEN bit in the RTC domain control
register (RCC_BDCR)

¢ Internal RC oscillator (LSI): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the RTC
domain control register (RCC_BDCR).

Several peripherals can be used in Stop 0 mode and can add consumption if they are
enabled and clocked by LSI or LSE, or when they request the HSI16 clock: LPTIM1, 12Cx
(x=1,2,3,4) U(S)ARTx(x=1,2...5), LPUART.

The DACx (x=1,2,3,4), the OPAMPs and the comparators can be used in Stop 0 mode, the
PVM and the PVD as well. If they are not needed, they must be disabled by software to save
their power consumptions.

The ADCx (x=1,2,3,4,5), temperature sensor and VREFBUF buffer can consume power
during the Stop 0 mode, unless they are disabled before entering this mode.

Exiting the Stop 0 mode

The Stop 0 mode is exit according Entering low power mode.

Refer to Table 45: Stop 0 mode for details on how to exit Stop 0 mode.

When exiting Stop 0 mode by issuing an interrupt or a wakeup event, the HSI16 oscillator is
selected as system clock. If the device is configured to wake up in Low-power run mode, the
HPRE bits in RCC_CFGR register must be configured prior to entering Stop 0 mode to
provide a frequency not greater than 2 MHz.

When the voltage regulator operates in low-power mode, an additional startup delay is
incurred when waking up from Stop 0 mode with HSI16. By keeping the internal regulator
ON during Stop 0 mode, the consumption is higher although the startup time is reduced.

When exiting the Stop 0 mode, the MCU is either in Run mode (Range 1 or Range 2
depending on VOS bit in PWR_CR1) or in Low-power run mode if the bit LPR is set in the
Power control register 1 (PWR_CR1).
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Table 45. Stop 0 mode

Stop 0 mode

Description

Mode entry

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =*“000" in PWR_CR1

On Return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
— SLEEPONEXIT =1

— No interrupt is pending

— LPMS =*“000" in PWR_CR1

Note: To enter Stop 0 mode, all EXTI Line pending bits (in Pending
register 1 (EXTI_PR1)), and the peripheral flags generating wakeup
interrupts must be cleared. Otherwise, the Stop 0 mode entry
procedure is ignored and program execution continues.

Mode exit

If WFI or Return from ISR was used for entry

Any EXTI Line configured in Interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 97: STM32G4 Series vector table.

If WFE was used for entry and SEVONPEND = O:

Any EXTI Line configured in event mode. Refer to Section 15.3.2:
Wakeup event management.

If WFE was used for entry and SEVONPEND = 1:
Any EXTI Line configured in Interrupt mode (even if the corresponding
EXTI Interrupt vector is disabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer
toTable 97: STM32G4 Series vector table.
Wakeup event: refer to Section 15.3.2: Wakeup event management

Wakeup latency

Longest wakeup time between: HS116 wakeup time and Flash wakeup time
from Stop 0 mode.

Stop 1 mode

The Stop 1 mode is the same as Stop 0 mode except that the main regulator is OFF, and
only the low-power regulator is ON. Stop 1 mode can be entered from Run mode and from

Low-power run mode.

Refer to Table 46: Stop 1 mode for details on how to enter and exit Stop 1 mode.

3
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Table 46. Stop 1 mode

Stop 1 mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =*“001" in PWR_CR1

On Return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
Mode entry — SLEEPONEXIT =1

— No interrupt is pending

— LPMS =*“001" in PWR_CR1

Note: To enter Stop 1 mode, all EXTI Line pending bits (in Section 15.5.6:
Pending register 1 (EXTI_PR1)), and the peripheral flags
generating wakeup interrupts must be cleared. Otherwise, the Stop
1 mode entry procedure is ignored and program execution
continues.

If WFI or Return from ISR was used for entry

Any EXTI Line configured in Interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 97: STM32G4 Series vector table.

If WFE was used for entry and SEVONPEND = O:
Any EXTI Line configured in event mode. Refer to Section 15.3.2:
Wakeup event management.

If WFE was used for entry and SEVONPEND = 1:
Any EXTI Line configured in Interrupt mode (even if the corresponding
EXTI Interrupt vector is disabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer
toTable 97: STM32G4 Series vector table.
Wakeup event: refer to Section 15.3.2: Wakeup event management

Mode exit

Longest wakeup time between: HSI16 wakeup time and regulator wakeup

Wakeup latency time from Low-power mode + Flash wakeup time from Stop 1 mode.

Standby mode

The Standby mode allows to achieve the lowest power consumption with BOR. It is based

on the Cortex®-M4 with FPU deepsleep mode, with the voltage regulators disabled (except
when SRAM2 content is preserved). The PLL, the HS116, and the HSE oscillators are also
switched off.

SRAM1 and register contents are lost except for registers in the Backup domain and
Standby circuitry (see Figure 12). SRAM2 content can be preserved if the bit RRS is set in
the PWR_CRS3 register. In this case the Low-power regulator is ON and provides the supply
to SRAM2 only.

The BOR is always available in Standby mode. The consumption is increased when
thresholds higher than Vggrg are used.
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I/0 states in Standby mode

In the Standby mode, the I/Os can be configured either with a pull-up (refer to PWR_PUCRx
registers (x=A,B,C,D,E,F,G)), or with a pull-down (refer to PWR_PDCRXx registers
(x=A,B,C,D,E,F,G)), or can be kept in analog state.

The RTC outputs on PC13 are functional in Standby mode. PC14 and PC15 used for LSE
are also functional. 5 wakeup pins (WKUPXx, x=1,2...5) and the 3 RTC tampers are available.

Entering Standby mode

The Standby mode is entered according Section : Entering low power mode, when the

SLEEPDEEP bit in the Cortex®-M4 with FPU System Control register is set.

Refer to Table 47: Standby mode for details on how to enter Standby mode.

In Standby mode, the following features can be selected by programming individual control

bits:

e Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a reset. See

Section 42.3: IWDG functional description in Section 42: Independent watchdog
(IWDG).

e real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR)

e Internal RC oscillator (LSI): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e External 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR)

Exiting Standby mode

The Standby mode is exit according Section : Entering low power mode. The SBF status
flag in the Power control register 3 (PWR_CR3) indicates that the MCU was in Standby
mode. All registers are reset after wakeup from Standby except for Power control register 3
(PWR_CR3).

Refer to Table 47: Standby mode for more details on how to exit Standby mode.

3
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Table 47. Standby mode

Standby mode

Description

Mode entry

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =“011”" in PWR_CR1

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

On return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
— SLEEPONEXIT = 1

— No interrupt is pending

— LPMS =“011" in PWR_CR1 and

— WUFx bits are cleared in power status register 1 (PWR_SR1)

— The RTC flag corresponding to the chosen wakeup source (RTC Alarm
A, RTC Alarm B, RTC wakeup, tamper or timestamp flags) is cleared

Mode exit

WKUPXx pin edge, RTC event, external Reset in NRST pin, IWDG Reset,
BOR reset

Wakeup latency

Reset phase
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6.3.9 Shutdown mode

The Shutdown mode allows to achieve the lowest power consumption. It is based on the
deepsleep mode, with the voltage regulator disabled. The Vsorg domain is consequently
powered off. The PLL, the HSI16, the LS| and the HSE oscillators are also switched off.

SRAM1, SRAM2, CCM SRAM and register contents are lost except for registers in the
Backup domain. The BOR is not available in Shutdown mode. No power voltage monitoring
is possible in this mode, therefore the switch to Backup domain is not supported.

1/0 states in Shutdown mode

In the Shutdown mode, the I/Os can be configured either with a pull-up (refer to
PWR_PUCRX registers (x=A,B,C,D,E,F,G), or with a pull-down (refer to PWR_PDCRXx
registers (x=A,B,C,D,E,F,G)), or can be kept in analog state. However this configuration is
lost when exiting the Shutdown mode due to the power-on reset.

The RTC outputs on PC13 are functional in Shutdown mode. PC14 and PC15 used for LSE
are also functional. 5 wakeup pins (WKUPXx, x=1,2...5) and the 3 RTC tampers are available.

Entering Shutdown mode

The Shutdown mode is entered according Entering low power mode, when the
SLEEPDEEP bit in the Cortex®-M4 with FPU System Control register is set.

Refer to Table 48: Shutdown mode for details on how to enter Shutdown mode.

In Shutdown mode, the following features can be selected by programming individual
control bits:

e real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR). Caution: in case of VDD power-down the RTC content is
lost.

e external 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR)

Exiting Shutdown mode

The Shutdown mode is exit according Section : Exiting low power mode. A power-on reset
occurs when exiting from Shutdown mode. All registers (except for the ones in the Backup
domain) are reset after wakeup from Shutdown.

Refer to Table 48: Shutdown mode for more details on how to exit Shutdown mode.

3
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Table 48. Shutdown mode

Shutdown mode

Description

Mode entry

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control
register

— No interrupt (for WFI) or event (for WFE) is pending

— LPMS = *“1XX" in PWR_CR1

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

On return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control
register

— SLEEPONEXT =1

— No interrupt is pending

— LPMS = “1XX” in PWR_CR1 and

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

— The RTC flag corresponding to the chosen wakeup source (RTC
Alarm A, RTC Alarm B, RTC wakeup, tamper or timestamp flags) is
cleared

Mode exit

WKUPXx pin edge, RTC event, external Reset in NRST pin

Wakeup latency

Reset phase

Auto-wakeup from low-power mode

The RTC can be used to wakeup the MCU from low-power mode without depending on an
external interrupt (Auto-wakeup mode). The RTC provides a programmable time base for
waking up from Stop (0 or 1) or Standby mode at regular intervals. For this purpose, two of
the three alternative RTC clock sources can be selected by programming the RTCSEL[1:0]
bits in the RTC domain control register (RCC_BDCR):

e Low-power 32.768 kHz external crystal oscillator (LSE OSC)
This clock source provides a precise time base with very low-power consumption.

e Low-power internal RC Oscillator (LSI)
This clock source has the advantage of saving the cost of the 32.768 kHz crystal. This
internal RC Oscillator is designed to add minimum power consumption.

To wakeup from Stop mode with an RTC alarm event, it is necessary to:
e  Configure the EXTI Line 17 to be sensitive to rising edge
e Configure the RTC to generate the RTC alarm

To wakeup from Standby mode, there is no need to configure the EXTI Line 17.

To wakeup from Stop mode with an RTC wakeup event, it is necessary to:
e  Configure the EXTI Line 20 to be sensitive to rising edge
e Configure the RTC to generate the RTC alarm

To wakeup from Standby mode, there is no need to configure the EXTI Line 20.
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6.4 PWR registers

The peripheral registers can be accessed by half-words (16-bit) or words (32-bit).

6.4.1 Power control register 1 (PWR_CR1)

Address offset: 0x00
Reset value: 0x0000 0200

This register is reset after wakeup from Standby mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LPR VOS[1:0] DBP LPMS[2:0]

Bits 31:15 Reserved, must be kept at reset value.

Bit 14 LPR: Low-power run
When this bit is set, the regulator is switched from main mode (MR) to low-power mode
(LPR).

Bits 13:11 Reserved, must be kept at reset value.

Bits 10:9 VOS[1:0]: Voltage scaling range selection
00: Cannot be written (forbidden by hardware)
01: Range 1
10: Range 2
11: Cannot be written (forbidden by hardware)

Bit 8 DBP: Disable backup domain write protection
In reset state, the RTC and backup registers are protected against parasitic write access.
This bit must be set to enable write access to these registers.
0: Access to RTC and Backup registers disabled
1: Access to RTC and Backup registers enabled

Bits 7:3 Reserved, must be kept at reset value.

Bits 2:0 LPMS[2:0]: Low-power mode selection

These bits select the low-power mode entered when CPU enters the deepsleep mode.

000: Stop 0 mode

001: Stop 1 mode

010: Reserved

011: Standby mode

1xx: Shutdown mode

Note: In Standby mode, SRAM2 can be preserved or not, depending on RRS bit configuration

in PWR_CR3.

3
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6.4.2

31

30

Power control register 2 (PWR_CR2)

Address offset: 0x04
Reset value: 0x0000 0000

This register is reset when exiting Standby mode.

29 28 27 26 25 24 23 22 21

20

3 2 1 0

PVME2

PVME1

PLS[2:0]

PVDE

Bits 31:8
Bit 7

Bit 6

Bits 5:4
Bits 3:1

Bit 0

6.4.3

Reserved, must be kept at reset value.

PVMEZ2: Peripheral voltage monitoring 2 enable: Vppa vs. DAC 1MSPS /DAC 15MSPS min
voltage.

0: PVM2 (Vppa monitoring vs. 1.8 V threshold) disable.

1: PVM2 (Vppa monitoring vs. 1.8 V threshold) enable.

PVME1: Peripheral voltage monitoring 1 enable: Vppa vs. ADC/COMP min voltage 1.62V
0: PVM1 (Vppa monitoring vs. 1.62V threshold) disable.
1: PVM1 (Vppa monitoring vs. 1.62V threshold) enable.

Reserved, must be kept at reset value.

PLS[2:0]: Programmable voltage detector level selection.

These bits select the PVD falling threshold:

000: Vpypg PVD threshold 0

001: Vpyp4 PVD threshold 1

010: Vpypo PVD threshold 2

011: Vpyp3 PVD threshold 3

100: Vpyp4 PVD threshold 4

101: Vpyps PVD threshold 5

110: Vpype PVD threshold 6

111: External input analog voltage PVD_IN (compared internally to VreginT)
Note: These bits are write-protected when the PVDL bit is set in the SYSCFG_CFGR2

register. The protection can be reset only by a system reset.

PVDE: Programmable voltage detector enable
0: Programmable voltage detector disable.
1: Programmable voltage detector enable.

Note: This bit is write-protected when the PVDL bit is set in the SYSCFG_CFGR2 register.
The protection can be reset only by a system reset.

Power control register 3 (PWR_CR3)
Address offset: 0x08
Reset value: 0x0000 8000

This register is not reset when exiting Standby modes and with the PWRRST bit in the

RCC_APB1RSTR1 register.

3
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Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
UCPD1 | UCPD1 EWUP | EWUP | EWUP | EWUP | EWUP
EWUL| pepis| sToBY APC RRS 5 4 3 2 1
w w w w w rw rw w rw rw
Bits 31:16 Reserved, must be kept at reset value.
Bit 15 EIWUL: Enable internal wakeup line
0: Internal wakeup line disable.
1: Internal wakeup line enable.
Bit 14 UCPD1_DBDIS: USB Type-C and Power Delivery Dead Battery disable.
After exiting reset, the USB Type-C “dead battery” behavior is enabled, which may have
a pull-down effect on CC1 and CC2 pins. It is recommended to disable it in all cases, either
to stop this pull-down or to hand over control to the UCPD1 (which should therefore be
initialized before doing the disable).
0: Enable USB Type-C dead battery pull-down behavior on UCPD1_CC1 and UCPD1_CC2
pins.
1: Disable USB Type-C dead battery pull-down behavior on UCPD1_CC1 and UCPD1_CC2
pins.
Bit 13 UCPD1_STDBY: UCPD1_STDBY USB Type-C and Power Delivery standby mode.
0: Write ‘0’ immediately after standby exit when using UCPD1, (and before writing any
UCPD1 registers).
1: Write ‘1’ just before entering standby when using UCPD1.
Bits 12:11 Reserved, must be kept at reset value.
Bit 10 APC: Apply pull-up and pull-down configuration
When this bit is set, the I/0 pull-up and pull-down configurations defined in the PWR_PUCRX
and PWR_PDCRX registers are applied. When this bit is cleared, the PWR_PUCRXx and
PWR_PDCRXx registers are not applied to the 1/Os.
Bit 9 Reserved, must be kept at reset value.
Bit 8 RRS: SRAM2 retention in Standby mode
0: SRAM2 is powered off in Standby mode (SRAM2 content is lost).
1: SRAM2 is powered by the low-power regulator in Standby mode (SRAM2 content is kept).
Bits 7:5 Reserved, must be kept at reset value.
Bit 4 EWUPS5: Enable Wakeup pin WKUP5
When this bit is set, the external wakeup pin WKUP5 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs.The active edge is
configured via the WP5 bit in the PWR_CR4 register.
Bit 3 EWUP4: Enable Wakeup pin WKUP4
When this bit is set, the external wakeup pin WKUP4 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP4 bit in the PWR_CRA4 register.
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Bit 2 EWUP3: Enable Wakeup pin WKUP3
When this bit is set, the external wakeup pin WKUP3 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP3 bit in the PWR_CRA4 register.
Bit 1 EWUP2: Enable Wakeup pin WKUP2
When this bit is set, the external wakeup pin WKUP2 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP2 bit in the PWR_CRA4 register.
Bit 0 EWUP1: Enable Wakeup pin WKUP1
When this bit is set, the external wakeup pin WKUP1 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP1 bit in the PWR_CR4 register.
6.4.4 Power control register 4 (PWR_CR4)
Address offset: 0x0C
Reset value: 0x0000 0000
This register is not reset when exiting Standby modes and with the PWRRST bit in the
RCC_APB1RSTR1 register.
Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VBRS | VBE WP5 | WP4 | WP3 | WP2 | WP1
rw rw w w w w w

Bits 31:10 Reserved, must be kept at reset value.

Bit 9 VBRS: Vgar battery charging resistor selection
0: Charge Vgpr through a 5 kOhms resistor
1: Charge Vgat through a 1.5 kOhms resistor

Bit 8 VBE: Vgt battery charging enable
0: Vgar battery charging disable
1: Vgar battery charging enable

Bits 7:5 Reserved, must be kept at reset value.

Bit4 WP5: Wakeup pin WKUPS5 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP5
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

Bit 3 WP4: Wakeup pin WKUP4 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP4
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

3
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Bit 2 WP3: Wakeup pin WKUP3 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP3
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

Bit 1 WP2: Wakeup pin WKUP2 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP2
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

Bit0 WP1: Wakeup pin WKUP1 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP1
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

6.4.5 Power status register 1 (PWR_SR1)
Address offset: 0x10

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with the PWRRST bit in the
RCC_APB1RSTR1 register.

Access: 2 additional APB cycles are needed to read this register vs. a standard APB read.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
WUFI SBF WUF5 | WUF4 | WUF3 | WUF2 | WUF1
r r r r r r r

Bits 31:16 Reserved, must be kept at reset value.

Bit 15 WUFI: Wakeup flag internal
This bit is set when a wakeup is detected on the internal wakeup line. It is cleared when all
internal wakeup sources are cleared.

Bits 14:9 Reserved, must be kept at reset value.

Bit 8 SBF: Standby flag
This bit is set by hardware when the device enters the Standby mode and is cleared by
setting the CSBF bit in the PWR_SCR register, or by a power-on reset. It is not cleared by the
system reset.
0: The device did not enter the Standby mode
1: The device entered the Standby mode

Bits 7:5 Reserved, must be kept at reset value.

Bit4 WUF5: Wakeup flag 5

This bit is set when a wakeup event is detected on wakeup pin, WKUPS5. It is cleared by
writing ‘1’ in the CWUF5 bit of the PWR_SCR register.
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Bit 3 WUF4: Wakeup flag 4
This bit is set when a wakeup event is detected on wakeup pin,WKUP4. |t is cleared by
writing ‘1’ in the CWUF4 bit of the PWR_SCR register.
Bit2 WUF3: Wakeup flag 3
This bit is set when a wakeup event is detected on wakeup pin, WKUP3. It is cleared by
writing ‘1’ in the CWUF3 bit of the PWR_SCR register.
Bit 1 WUF2: Wakeup flag 2
This bit is set when a wakeup event is detected on wakeup pin, WKUP2. It is cleared by
writing ‘1" in the CWUF2 bit of the PWR_SCR register.
Bit 0 WUF1: Wakeup flag 1
This bit is set when a wakeup event is detected on wakeup pin, WKUP1. It is cleared by
writing ‘1" in the CWUF1 bit of the PWR_SCR register.
6.4.6 Power status register 2 (PWR_SR2)
Address offset: 0x14
Reset value: 0x0000 0000
This register is partially reset when exiting Standby/Shutdown modes.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PVMO2 | PVYMO1 PVDO | VOSF |REGLPF | REGLPS | S
r r r r r r r

Bits 31:16 Reserved, must be kept at reset value.

Bit 15 PVMOZ2: Peripheral voltage monitoring output: Vppa vs. 1.8 V
0: Vppa voltage is above PVM2 threshold (around 1.8 V).
1: Vppa Vvoltage is below PVM2 threshold (around 1.8 V).

Note: PVMO?2 is cleared when PVM2 is disabled (PVME2 = Q). After enabling PVM2, the
PVM2 output is valid after the PVM2 wakeup time.

Bit 14 PVMO1: Peripheral voltage monitoring output: Vppa vs. 1.62 V
0: Vppa voltage is above PVYM1 threshold (around 1.62 V).
1: Vppa Vvoltage is below PVM1 threshold (around 1.62 V).

Note: PVMOT1 is cleared when PVMT1 is disabled (PVME1 = Q). After enabling PVM1, the
PVM1 output is valid after the PVM1 wakeup time.

Bits 13:12 Reserved, must be kept at reset value.
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Bit 11 PVDO: Programmable voltage detector output
0: Vpp is above the selected PVD threshold
1: Vpp is below the selected PVD threshold
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Bit 10 VOSF: Voltage scaling flag

A delay is required for the internal regulator to be ready after the voltage scaling has been
changed. VOSF indicates that the regulator reached the voltage level defined with VOS bits
of the PWR_CR1 register.

0: The regulator is ready in the selected voltage range
1: The regulator output voltage is changing to the required voltage level

Bit 9 REGLPF: Low-power regulator flag

This bit is set by hardware when the MCU is in Low-power run mode. When the MCU exits
the Low-power run mode, this bit remains at 1 until the regulator is ready in main mode. A
polling on this bit must be done before increasing the product frequency.

This bit is cleared by hardware when the regulator is ready.

0: The regulator is ready in main mode (MR)

1: The regulator is in low-power mode (LPR)

Bit 8 REGLPS: Low-power regulator started

This bit provides the information whether the low-power regulator is ready after a power-on
reset or a Standby/Shutdown. If the Standby mode is entered while REGLPS bit is still
cleared, the wakeup from Standby mode time may be increased.

0: The low-power regulator is not ready

1: The low-power regulator is ready

Bit 7 FLASH_RDY: Flash ready flag

This bit is set by hardware to indicate when the Flash memory is ready to be accessed after
wakeup from power-down. To place the Flash memory in power-down, set either
FPD_LPRUN, FPD_LPSLP or FPD_STP bits.

0: Flash memory in power-down

1: Flash memory ready to be accessed

Note: If the system boots from SRAM, the user application must wait till FLASH_RDY bit is
set, prior to jumping to Flash memory.

Bits 6:0 Reserved, must be kept at reset value.

6.4.7 Power status clear register (PWR_SCR)

Address offset: 0x18
Reset value: 0x0000 0000

Access: 3 additional APB cycles are needed to write this register vs. a standard APB write.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CWUF | CWUF | CWUF | CWUF | CWUF
CSBF 5 4 3 2 1
w w w w w w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 CSBF: Clear standby flag
Setting this bit clears the SBF flag in the PWR_SR1 register.

Bits 7:5 Reserved, must be kept at reset value.
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Bit4 CWUF5: Clear wakeup flag 5
Setting this bit clears the WUF5 flag in the PWR_SR1 register.
Bit 3 CWUF4: Clear wakeup flag 4
Setting this bit clears the WUF4 flag in the PWR_SR1 register.
Bit 2 CWUF3: Clear wakeup flag 3
Setting this bit clears the WUF3 flag in the PWR_SR1 register.
Bit 1 CWUF2: Clear wakeup flag 2
Setting this bit clears the WUF2 flag in the PWR_SR1 register.
Bit 0 CWUF1: Clear wakeup flag 1
Setting this bit clears the WUF1 flag in the PWR_SR1 register.
6.4.8 Power Port A pull-up control register (PWR_PUCRA)
Address offset: 0x20.
Reset value: 0x0000 0000
This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.
Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PU15 PU13 | PU12 | PUM1 | PU10 | PU9 | PU8 | PU7 | PU6 | PU5 | PU4 | PU3 | PU2 | PU1 | PUO
w rw rw w w rw rw w w w w w w w w

6.4.9

3

Bits 31:16 Reserved, must be kept at reset value.

Bit 15 PU15: Port A pull-up bit 15
When set, this bit activates the pull-up on PA[15] when APC bit is set in PWR_CRS register.
The pull-up is not activated if the corresponding PD15 bit is also set.

Bit 14 Reserved, must be kept at reset value.

Bits 13:0 PUy: Port A pull-up bity (y = 13 to 0)

When set, this bit activates the pull-up on PA[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

Power Port A pull-down control register (PWR_PDCRA)

Address offset: 0x24.

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PD14 PD12 | PD11 | PD10 | PD9 | PD8 | PD7 | PD6 | PD5 | PD4 | PD3 | PD2 | PD1 | PDO
rw rw w rw rw rw rw rw rw w w w w rw

Bits 31:15 Reserved, must be kept at reset value.

Bit 14 PD14: Port A pull-down bit 14
When set, this bit activates the pull-down on PA[14] when APC bit is set in PWR_CR3
register.

Bit 13 Reserved, must be kept at reset value.

Bits 12:0 PDy: Port A pull-down bity (y = 12 to 0)
When set, this bit activates the pull-down on PA[y] when APC bit is set in PWR_CRS register.

6.4.10 Power Port B pull-up control register (PWR_PUCRB)

Address offset: 0x28.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port B pull-up bity (y = 15 to 0)
When set, this bit activates the pull-up on PB[y] when APC bit is set in PWR_CRS register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.11 Power Port B pull-down control register (PWR_PDCRB)

Address offset: 0x2C.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.
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Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD3 PD2 PD1 PDO
w w rw rw rw rw rw rw w w w w w w w

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:5 PDy: Port B pull-down bity (y = 15 to 5)
When set, this bit activates the pull-down on PB[y] when APC bit is set in PWR_CR3 register.

Bit 4 Reserved, must be kept at reset value.

Bits 3:0 PDy: Port B pull-down bity (y = 3 to 0)
When set, this bit activates the pull-down on PB[y] when APC bit is set in PWR_CR3 register.

6.4.12 Power Port C pull-up control register (PWR_PUCRC)

Address offset: 0x30.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port C pull-up bity (y = 15 to 0)
When set, this bit activates the pull-up on PC[y] when APC bit is set in PWR_CRS3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.13 Power Port C pull-down control register (PWR_PDCRC)

Address offset: 0x34.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.
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Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port C pull-down bity (y = 15 to 0)
When set, this bit activates the pull-down on PC[y] when APC bit is set in PWR_CR3 register.

6.4.14 Power Port D pull-up control register (PWR_PUCRD)
Address offset: 0x38.

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port D pull-up bity (y = 15 to 0)
When set, this bit activates the pull-up on PD[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.15 Power Port D pull-down control register (PWR_PDCRD)

Address offset: 0x3C.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port D pull-down bity (y = 15 to 0)
When set, this bit activates the pull-down on PD[y] when APC bit is set in PWR_CR3 register.

6.4.16 Power Port E pull-up control register (PWR_PUCRE)
Address offset: 0x40.

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5S PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port E pull-up bity (y = 15 to 0)
When set, this bit activates the pull-up on PE[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.17 Power Port E pull-down control register (PWR_PDCRE)

Address offset: 0x44.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port E pull-down bity (y = 15 to 0)
When set, this bit activates the pull-down on PE[y] when APC bit is set in PWR_CRS register.

6.4.18 Power Port F pull-up control register (PWR_PUCREF)
Address offset: 0x48.

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5S PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port F pull-up bity (y = 15 to 0)
When set, this bit activates the pull-up on PF[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.19 Power Port F pull-down control register (PWR_PDCRF)

Address offset: 0x4C.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port F pull-down bity (y = 15 to 0)
When set, this bit activates the pull-down on PF[y] when APC bit is set in PWR_CRS register.

6.4.20 Power Port G pull-up control register (PWR_PUCRG)
Address offset: 0x50.

Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU10 PU9 PU8 PU7 PUG PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:11 Reserved, must be kept at reset value.

Bits 10:0 PUy: Port G pull-up bity (y = 10 to 0)
When set, this bit activates the pull-up on PG[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

6.4.21 Power Port G pull-down control register (PWR_PDCRG)

Address offset: 0x54.
Reset value: 0x0000 0000

This register is not reset when exiting Standby modes and with PWRRST bit in the
RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:11
s Reserved, must be kept at reset value.

Bits 10:0 PDy: Port G pull-down bity (y = 10 to 0)
When set, this bit activates the pull-down on PG[y] when APC bit is setin PWR_CR3 register.
6.4.22 Power control register (PWR_CRS5)

Address offset: 0x80.
Reset value: 0x0000 0100

This register is reset only by power on reset.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R1MODE
w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 R1MODE: Main regular range 1 mode

This bit is only valid for the main regulator in range 1 and has no effect on range 2. Itis
recommended to reset this bit when the system frequency is greater than 150 MHz. Refer to
Table 38: Range 1 boost mode configuration.

0: Main regulator in range 1 boost mode.
1: Main regulator in range 1 normal mode.

Bits 7:0 Reserved, must be kept at reset value.

3
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6.4.23

Table 49. PWR register map and reset values
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Table 49. PWR register map and reset values (continued)
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Refer to Section 2.2 on page 81 for the register boundary addresses.
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Reset

There are three types of reset, defined as system reset, power reset and RTC domain reset.

Power reset

A power reset is generated when one of the following events occurs:
1. Power-on reset (POR) or Brown-out reset (BOR).

2. when exiting from Standby mode.

3. when exiting from Shutdown mode.

A Brown-out reset, including power-on or power-down reset (POR/PDR), sets all registers to
their reset values except the RTC domain.

When exiting Standby mode, all registers in the Vcorg domain are set to their reset value.
Registers outside the Voore domain (RTC, WKUP, IWDG, and Standby/Shutdown modes
control) are not impacted.

When exiting Shutdown mode, a Brown-out reset is generated, resetting all registers except
those in the RTC domain.

System reset

A system reset sets all registers to their reset values except the reset flags in the clock
control/status register (RCC_CSR) and the registers in the RTC domain.

A system reset is generated when one of the following events occurs:

1.  Alow level on the NRST pin (external reset)

Window watchdog event (WWDG reset)

Independent watchdog event (IWDG reset)

A software reset (SW reset) (see Software reset)

Low-power mode security reset (see Low-power mode security reset)

Option byte loader reset (see Option byte loader reset)

7. ABrown-out reset

o g ks DN

The reset source can be identified by checking the reset flags in the Control/Status register,
RCC_CSR (see Section 7.4.28: Control/status register (RCC_CSR)).

NRST pin (external reset)

Through specific option bits (NRST_MODE), the NRST pin is configurable for operating as:

e Reset input/output (default at device delivery)
Any valid reset signal on the pin is propagated to device internal logic and all internal
reset sources are externally driven through a pulse generator to this pin. The GPIO
functionality (PG10) is not available. The pulse generator guarantees a minimum reset
pulse duration of 20 ps for each internal reset source to be output on the NRST pin. An
internal reset holder option can be used, if enabled in the option bytes, to ensure that
the pin is pulled low until its voltage meets VIL threshold. This function guarantee the
detection of internal reset sources by external components when the line faces a
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significant capacitive load. In case on an internal reset, the internal pull-up RPU is
deactivated in order to save the power consumption through the pull-up resistor. This
mode is always active (independently of the option bytes setting) during each device
power-on-reset (until option bytes are loaded): power on the device or wakeup from
Shutdown mode.

e Resetinput
In this mode, any valid reset signal on the NRST pin is propagated to device internal
logic, but resets generated internally by the device are not visible on the pin. In this
configuration, GPIO functionality (PG10) is not available.

e GPIO
In this mode, the pin can be used as PG10 standard GPIO. The reset function of the
pin is not available. Reset is only possible from device internal reset sources and it is
not propagated to the pin.

Figure 16. Simplified diagram of the reset circuit

Voo

o
System reset

External
reset ‘_’| (b% Filter
NRST WWDG reset

IWDG reset
| Pulse
[ generator
(min 20 ps)

LJ

Software reset

A

Low-power manager reset
Option byte loader reset
POR

MSv40966V2

Software reset

The SYSRESETREQ bit in Cortex®-M4 with FPU Application Interrupt and Reset Control
Register must be set to force a software reset on the device (refer to the
STM32F3xx/F4xx/L4xx Cortex®-M4 programming manual (PM0214)).

Low-power mode security reset

To prevent that critical applications mistakenly enter a low-power mode, two low-power
mode security resets are available. If enabled in option bytes, the resets are generated in
the following conditions:

3
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1. Entering Standby mode: this type of reset is enabled by resetting nRST_STDBY bit in
User option Bytes. In this case, whenever a Standby mode entry sequence is
successfully executed, the device is reset instead of entering Standby mode.

2. Entering Stop mode: this type of reset is enabled by resetting nRST_STOP bit in User
option bytes. In this case, whenever a Stop mode entry sequence is successfully
executed, the device is reset instead of entering Stop mode.

3. Entering Shutdown mode: this type of reset is enabled by resetting nRST_SHDW bit in
User option bytes. In this case, whenever a Shutdown mode entry sequence is
successfully executed, the device is reset instead of entering Shutdown mode.

For further information on the User Option Bytes, refer to Section 3.4.1: Option bytes
description.

Option byte loader reset

The option byte loader reset is generated when the OBL_LAUNCH bit (bit 27) is set in the
FLASH_CR register. This bit is used to launch the option byte loading by software.

RTC domain reset

The RTC domain has two specific resets.

A RTC domain reset is generated when one of the following events occurs:

1. Software reset, triggered by setting the BDRST bit in the RTC domain control register
(RCC _BDCR).

2. Vpp or Vgat power on, if both supplies have previously been powered off.

A RTC domain reset only affects the LSE oscillator, the RTC, the Backup registers and the
RCC RTC domain control register.

Clocks

Three different clock sources can be used to drive the system clock (SYSCLK):
e HSI16 (high speed internal)16 MHz RC oscillator clock

e  HSE oscillator clock, from 4 to 48 MHz

e PLL clock

The HSI16 is used as system clock source after startup from Reset.

The devices have the following additional clock sources:

e 32 kHz low speed internal RC (LSI RC) which drives the independent watchdog and
optionally the RTC used for Auto-wakeup from Stop and Standby modes.

e 32.768 kHz low speed external crystal (LSE crystal) which optionally drives the real-
time clock (RTCCLK).

e RC 48 MHz internal clock sources (HSI48) to potentially drive the USB FS and the
RNG.

Each clock source can be switched on or off independently when it is not used, to optimize
power consumption.

Several prescalers can be used to configure the AHB frequency, the APB1 and APB2
domains. The maximum frequency of the AHB, the APB1 and the APB2 domains is
170 MHz.
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All the peripheral clocks are derived from their bus clock (HCLK, PCLK1 or PCLK2) except:

The 48 MHz clock, used for USB device FS, and RNG. This clock is derived (selected
by software) from one of the four following sources:

— PLL“Q” Clock
— HSI48 internal oscillator

When available, the HS148 48 MHz clock can be coupled to the clock recovery system
allowing adequate clock connection for the USB OTG FS (Crystal less solution).

The ADCs clock which is derived (selected by software) from one of the following
sources:

—  System clock (SYSCLK)
—  PLL“P” clock

The U(S)ARTs clocks which are derived (selected by software) from one of the four
following sources:

—  System clock (SYSCLK)

—  HSI16 clock

—  LSE clock

— APB1 or APB2 clock (PCLK1 or PCLK2 depending on which APB is mapped the
U(S)ART)

The wakeup from Stop mode is supported only when the clock is HSI116 or LSE.

The 12Cs clocks which are derived (selected by software) from one of the three
following sources:

—  System clock (SYSCLK)

—  HSI16 clock

— APB1 clock (PCLK1)

The wakeup from Stop mode is supported only when the clock is HS116.

The SAI1 clock which is derived (selected by software) from one of the following
sources:

— an external clock mapped on 12S_CKIN
—  System clock

— PLL"“Q” clock

— HSI16 clock

The QUADSPI kernel clock which is derived (selected by software) from one of the
following sources:

—  System clock,
— PLL"“Q” clock
— HSI16 clock

The low-power timer (LPTIM1) clock which is derived (selected by software) from one
of the five following sources:

— LSl clock

—  LSE clock

—  HSI16 clock

— APB1 clock (PCLK1)

—  External clock mapped on LPTIMx_IN1

The functionality in Stop mode (including wakeup) is supported only when the clock is
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LS| or LSE, or in external clock mode.

e The RTC clock which is derived (selected by software) from one of the three following
sources:

— LSE clock
— LSl clock
—  HSE clock divided by 32

The functionality in Stop mode (including wakeup) is supported only when the clock is
LSl or LSE.

e The IWDG clock which is always the LSI clock.
e The UCPD1 clock, which is derived from HSI16 clock.

e The FDCANT1 clock, which is derived (selected by software) from one of the two
following sources:

—  HSE clock
— PLL"“Q” clock
—  PCLK clock
The RCC feeds the Cortex® System Timer (SysTick) external clock with the AHB clock

(HCLK) divided by 8. The SysTick can work either with this clock or directly with the Cortex®
clock (HCLK), configurable in the SysTick Control and Status Register.

FCLK acts as Cortex®-M4 with FPU free-running clock. For more details refer to the
Cortex®-M4 programming manual (PM0214).

3

RMO0440 Rev 7 27712124




Reset and clock control (RCC) RMO0440
Figure 17. Clock tree
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1. For full details about the internal and external clock source characteristics, please refer to the “Electrical
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characteristics” section in your device datasheet.
2. The ADC clock can be derived from the AHB clock of the ADC bus interface, divided by a programmable

factor (1, 2 or 4). When the programmable factor is ‘1’, the AHB prescaler must be equal to ‘1".

7.21 HSE clock

The high speed external clock signal (HSE) can be generated from two possible clock

sources:

e HSE external crystal/ceramic resonator
e  HSE user external clock

The resonator and the load capacitors have to be placed as close as possible to the
oscillator pins in order to minimize output distortion and startup stabilization time. The
loading capacitance values must be adjusted according to the selected oscillator.

Figure 18. HSE/ LSE clock sources

Clock source

Hardware configuration
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[] []
External clock
T GPIO
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External crystal/ceramic resonator (HSE crystal)

The 4 to 48 MHz external oscillator has the advantage of producing a very accurate rate on
the main clock.

The associated hardware configuration is shown in Figure 18. Refer to the electrical
characteristics section of the datasheet for more details.

The HSERDY flag in the Clock control register (RCC_CR) indicates if the HSE oscillator is
stable or not. At startup, the clock is not released until this bit is set by hardware. An
interrupt can be generated if enabled in the Clock interrupt enable register (RCC_CIER).

The HSE Crystal can be switched on and off using the HSEON bit in the Clock control
register (RCC_CR).

External source (HSE bypass)

In this mode, an external clock source must be provided. It can have a frequency of up to
48 MHz. You select this mode by setting the HSEBYP and HSEON bits in the Clock control
register (RCC_CR). The external clock signal (square, sinus or triangle) with ~40-60 % duty
cycle depending on the frequency (refer to the datasheet) has to drive the OSC_IN pin while
the OSC_OUT pin can be used as GPIO. See Figure 18.

HSI16 clock

The HSI16 clock signal is generated from an internal 16 MHz RC Oscillator.

The HSI16 RC oscillator has the advantage of providing a clock source at low cost (no
external components). It also has a faster startup time than the HSE crystal oscillator
however, even with calibration the frequency is less accurate than an external crystal
oscillator or ceramic resonator.

The HSI16 clock can be selected as system clock after wakeup from Stop modes (Stop 0,
Stop 1). Refer to Section 7.3: Low-power modes. It can also be used as a backup clock
source (auxiliary clock) if the HSE crystal oscillator fails. Refer to Section 7.2.9: Clock
security system (CSS).

Calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process
variations, this is why each device is factory calibrated by ST for 1 % accuracy at Ty=25°C.

After reset, the factory calibration value is loaded in the HSICAL[7:0] bits in the Internal
clock sources calibration register (RCC_ICSCR).

If the application is subject to voltage or temperature variations this may affect the RC
oscillator speed. You can trim the HSI16 frequency in the application using the
HSITRIM[6:0] in the Internal clock sources calibration register (RCC_ICSCR).

For more details on how to measure the HSI16 frequency variation, refer to Section 7.2.16:
Internal/external clock measurement with TIMS/TIM15/TIM16/TIM17.

The HSIRDY flag in the Clock control register (RCC_CR) indicates if the HSI16 oscillator is
stable or not. At startup, the HSI116 output clock is not released until this bit is set by
hardware.

The HSI16 oscillator can be switched on and off using the HSION bit in the Clock control
register (RCC_CR).
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The HSI16 signal can also be used as a backup source (Auxiliary clock) if the HSE crystal
oscillator fails. Refer to Section 7.2.9: Clock security system (CSS) on page 283.

HSI148 clock

The HSI48 clock signal is generated from an internal 48 MHz RC oscillator and can be used
directly for USB and for random number generator (RNG).

The internal 48 MHz RC oscillator is mainly dedicated to provide a high precision clock to
the USB peripheral by means of a special Clock Recovery System (CRS) circuitry. The CRS
can use the LSE or an external signal to automatically and quickly adjust the oscillator
frequency on-fly. It is disabled as soon as the system enters Stop or Standby mode. When
the CRS is not used, the HSI48 RC oscillator runs on its default frequency which is subject
to manufacturing process variations.

The HSI48RDY flag in the Clock recovery RC register (RCC_CRRCR) indicates whether the
HSI48 RC oscillator is stable or not. At startup, the HS148 RC oscillator output clock is not
released until this bit is set by hardware.

The HSI48 can be switched on and off using the HSI480N bit in the Clock recovery RC
register (RCC_CRRCR).

PLL

The internal PLL can be used to multiply the HSI16 or HSE output clock frequency. The PLL
input frequency must be within the range defined in the device datasheet. The selected
clock source is divided by a programmable factor PLLM from 1 to 8 to provide a clock
frequency in the requested input range. Refer to Figure 17: Clock treeand PLL configuration
register (RCC_PLLCFGR).

The PLL configuration (selection of the input clock and multiplication factor) must be done
before enabling the PLL. Once the PLL is enabled, these parameters cannot be changed.
To modify the PLL configuration, proceed as follows:

1. Disable the PLL by setting PLLON to 0 in Clock control register (RCC_CR).

Wait until PLLRDY is cleared. The PLL is now fully stopped.

Change the desired parameter.

Enable the PLL again by setting PLLON to 1.

Enable the desired PLL outputs by configuring PLLPEN, PLLQEN, PLLREN in PLL
configuration register (RCC_PLLCFGR).

o e

An interrupt can be generated when the PLL is ready, if enabled in the Clock interrupt
enable register (RCC_CIER).

The PLL output frequency must not exceed 170 MHz.

The enable bit of each PLL output clock (PLLPEN, PLLQEN, PLLREN) can be modified at
any time without stopping the corresponding PLL. PLLREN cannot be cleared if PLLCLK is
used as system clock.

LSE clock

The LSE crystal is a 32.768 kHz Low Speed External crystal or ceramic resonator. It has the
advantage of providing a low-power but highly accurate clock source to the real-time clock
peripheral (RTC) for clock/calendar or other timing functions.
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The LSE crystal is switched on and off using the LSEON bit in RTC domain control register
(RCC_BDCR). The crystal oscillator driving strength can be changed at runtime using the
LSEDRVI[1:0] bits in the RTC domain control register (RCC_BDCR) to obtain the best
compromise between robustness and short start-up time on one side and low-power-
consumption on the other side. The LSE drive can be decreased to the lower drive
capability (LSEDRV=00) when the LSE is ON. However, once LSEDRYV is selected, the
drive capability can not be increased if LSEON=1.

The LSERDY flag in the RTC domain control register (RCC_BDCR) indicates whether the
LSE crystal is stable or not. At startup, the LSE crystal output clock signal is not released
until this bit is set by hardware. An interrupt can be generated if enabled in the Clock
interrupt enable register (RCC_CIER).

External source (LSE bypass)

In this mode, an external clock source must be provided. It can have a frequency of up to

1 MHz. You select this mode by setting the LSEBYP and LSEON bits in the AHB1 peripheral
clocks enable in Sleep and Stop modes register (RCC_AHB1SMENR). The external clock
signal (square, sinus or triangle) with ~50 % duty cycle has to drive the OSC32_IN pin while
the OSC32_OUT pin can be used as GPIO. See Figure 18.

LSl clock

The LSI RC acts as a low-power clock source that can be kept running in Stop and Standby
mode for the independent watchdog (IWDG) and RTC. The clock frequency is 32 kHz. For
more details, refer to the electrical characteristics section of the datasheets.

The LSI RC can be switched on and off using the LSION bit in the Control/status register
(RCC_CSR).

The LSIRDY flag in the Control/status register (RCC_CSR) indicates if the LS| oscillator is
stable or not. At startup, the clock is not released until this bit is set by hardware. An
interrupt can be generated if enabled in the Clock interrupt enable register (RCC_CIER).

System clock (SYSCLK) selection

Four different clock sources can be used to drive the system clock (SYSCLK):
e HSI16 oscillator

e  HSE oscillator

e PLL

The system clock maximum frequency is 170 MHz. After a system reset, the HSI16
oscillator is selected as system clock. When a clock source is used directly or through the
PLL as a system clock, it is not possible to stop it.

A switch from one clock source to another occurs only if the target clock source is ready
(clock stable after startup delay or PLL locked). If a clock source which is not yet ready is
selected, the switch occurs when the clock source becomes ready. Status bits in the Internal
clock sources calibration register (RCC_ICSCR) indicate which clock(s) is (are) ready and
which clock is currently used as a system clock.

To switch from low speed to high speed or from high speed to low speed system clock, it is
recommended to use a transition state with medium speed clock, for at least 1 ys.
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Clock source switching conditions:
e  Switching from HSE or HSI16 to PLL with AHB frequency (HCLK) higher than 80 MHz
e  Switching from PLL with HCLK higher than 80 MHz to HSE or HSI16

Transition state:
e Set the AHB prescaler HPRE[3:0] bits to divide the system frequency by 2
e  Switch system clock to PLL

e  Wait for at least 1 us and then reconfigure AHB prescaler bits to the needed HCLK
frequency

Clock source frequency versus voltage scaling

The following table gives the different clock source frequencies depending on the product
voltage range.

Table 50. Clock source frequency

Clock frequency

Product voltage range
HSI16 HSE PLL

Range 1 Boost mode 16 MHz 48 MHz 170 MHz
Range 1 normal mode 16 MHz 48 MHz 150 MHz
Range 2 16 MHz 26 MHz 26 MHz

Clock security system (CSS)

Clock Security System can be activated by software. In this case, the clock detector is
enabled after the HSE oscillator startup delay, and disabled when this oscillator is stopped.

If a failure is detected on the HSE clock, the HSE oscillator is automatically disabled, a clock
failure event is sent to the break input of the advanced-control timers (TIM1/TIM8/TIM20
and TIM15/16/17) and to the hrtim_sys_flt, and an interrupt is generated to inform the
software about the failure (Clock Security System Interrupt CSSI), allowing the MCU to
perform rescue operations. The CSSl is linked to the Cortex®-M4 with FPU NMI (Non-
Maskable Interrupt) exception vector.

Once the CSS is enabled and if the HSE clock fails, the CSS interrupt occurs and a NMI is
automatically generated. The NMI is executed indefinitely unless the CSS interrupt pending
bit is cleared. As a consequence, in the NMI ISR user must clear the CSS interrupt by
setting the CSSC bit in the Clock interrupt clear register (RCC_CICR).

If the HSE oscillator is used directly or indirectly as the system clock (indirectly means: it is
used as PLL input clock, and the PLL clock is used as system clock), a detected failure
causes a switch of the system clock to the HS116 oscillator, and the disabling of the HSE
oscillator. If the HSE clock (divided or not) is the clock entry of the PLL used as system clock
when the failure occurs, the PLL is disabled too.

Clock security system on LSE

A Clock Security System on LSE can be activated by software writing the LSECSSON bit in
the Control/status register (RCC_CSR). This bit can be disabled only by a hardware reset or
RTC software reset, or after a failure detection on LSE. LSECSSON must be written after
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LSE and LSl are enabled (LSEON and LSION enabled) and ready (LSERDY and LSIRDY
set by hardware), and after the RTC clock has been selected by RTCSEL.

The CSS on LSE is working in all modes except VBAT. It is working also under system reset
(excluding power on reset). If a failure is detected on the external 32 kHz oscillator, the LSE
clock is no longer supplied to the RTC but no hardware action is made to the registers. If the
HSI16 was in PLL-mode, this mode is disabled.

In Standby mode a wakeup is generated. In other modes an interrupt can be sent to wakeup
the software (see Clock interrupt enable register (RCC_CIER), Clock interrupt flag register
(RCC_CIFR), Clock interrupt clear register (RCC_CICR)).

The software MUST then disable the LSECSSON bit, stop the defective 32 kHz oscillator
(disabling LSEON), and change the RTC clock source (no clock or LSI or HSE, with
RTCSEL), or take any required action to secure the application.

The frequency of LSE oscillator have to be higher than 30 kHz to avoid false positive CSS
detection.

ADC clock

The ADC clock is derived from the system clock, or from the PLL “P” output. It can be
divided by the following prescalers values: 1,2,4,6,8,10,12,16,32,64,128 or 256 by
configuring the ADCx_CCR register. It is asynchronous to the AHB clock. Alternatively, the
ADC clock can be derived from the AHB clock of the ADC bus interface, divided by a
programmable factor (1, 2 or 4). This programmable factor is configured using the CKMODE
bit fields in the ADCx_CCR.

If the programmed factor is ‘1’, the AHB prescaler must be set to ‘1",

Refer to the device datasheet for the maximum ADC clock.

RTC clock

The RTCCLK clock source can be either the HSE/32, LSE or LSI clock. It is selected by
programming the RTCSEL[1:0] bits in the RTC domain control register (RCC_BDCR). This
selection cannot be modified without resetting the RTC domain. The system must always be
configured so as to get a PCLK frequency greater then or equal to the RTCCLK frequency
for a proper operation of the RTC.

The LSE clock is in the RTC domain, whereas the HSE and LSI clocks are not.
Consequently:
. If LSE is selected as RTC clock:

— The RTC continues to work even if the Vpp supply is switched off, provided the
VpaT supply is maintained.

e IfLSlis selected as the RTC clock:
— The RTC state is not guaranteed if the Vpp supply is powered off.
e If the HSE clock divided by a prescaler is used as the RTC clock:
— The RTC state is not guaranteed if the Vpp supply is powered off or if the internal
voltage regulator is powered off (removing power from the Vcorg domain).

When the RTC clock is LSE or LSI, the RTC remains clocked and functional under system
reset.

RMO0440 Rev 7 ‘Yl




RM0440

Reset and clock control (RCC)

7.2.13

7.2.14

7.2.15

7.2.16

3

Timer clock

The timer clock frequencies are automatically defined by hardware. There are two cases:

1. If the APB prescaler equals 1, the timer clock frequencies are set to the same
frequency as that of the APB domain.

2. Otherwise, they are set to twice (x2) the frequency of the APB domain.

Watchdog clock

If the Independent watchdog (IWDG) is started by either hardware option or software
access, the LS| oscillator is forced ON and cannot be disabled. After the LSI oscillator
temporization, the clock is provided to the IWDG.

Clock-out capability

. MCO

The microcontroller clock output (MCO) capability allows the clock to be output onto the
external MCO pin. One of eight clock signals can be selected as the MCO clock.

- LSI

- LSE

- SYSCLK
— HSI16

- HSI48

- HSE

- PLLCLK

The selection is controlled by the MCOSEL[3:0] bits of the Clock configuration register
(RCC_CFGR). The selected clock can be divided with the MCOPRE[2:0] field of the
Clock configuration register (RCC_CFGR).

e LSCO
Another output (LSCO) allows a low speed clock to be output onto the external LSCO
pin:
- Lsi
- LSE

This output remains available in Stop (Stop 0 and Stop 1) and Standby modes. The
selection is controlled by the LSCOSEL, and enabled with the LSCOEN in the RTC
domain control register (RCC_BDCR).

The MCO clock output requires the corresponding alternate function selected on the MCO
pin, the LSCO pin should be left in default POR state.
Internal/external clock measurement with TIM5/TIM15/TIM16/TIM17

It is possible to indirectly measure the frequency of all on-board clock sources by mean of
the TIM5, TIM15, TIM16 or TIM17 channel 1 input capture, as represented on Figure 19
Figure 20, Figure 21 and Figure 22.
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Figure 19. Frequency measurement with TIM15 in capture mode

TIM 15

THMSEL in
TIM15_TISEL

o

GPIO[3 T
LSE —U

The input capture channel of the Timer 15 can be a GPIO line or an internal clock of the
MCU. The possibilities are the following ones:

e TIM15 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

° TIM15 Channel1 is connected to the LSE.

MS48963V1

Figure 20. Frequency measurement with TIM16 in capture mode

TIM 16

THMSEL in

TIM16_TISEL

GPIO [(F——

LSI —

LSE —

RTC wakeup interrupt —
HSE/32 —

MCO —

™

MSv45848V1

The input capture channel of the Timer 16 can be a GPIO line or an internal clock of the
MCU.
The possibilities are the following ones:

e TIM16 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

. TIM16 Channel1 is connected to the LSI clock.
e TIM16 Channel1 is connected to the LSE clock.

e TIM16 Channel1 is connected to the RTC wakeup interrupt signal. In this case the RTC
interrupt should be enabled.

e TIM16 Channel1 is connected to the HSE/32 clock.
e TIM16 Channel1 is connected to the MCO.

3
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Figure 21. Frequency measurement with TIM17 in capture mode

TIM 17

THSEL in
TIM17_TISEL

GPIO ——— N
RTC wakeup interrupt ——
HSE/32 —
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MSv45849V1

The input capture channel of the Timer 17 can be a GPIO line or an internal clock of the
MCU.
The possibilities are the following ones:

e TIM17 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

e TIM17 Channel1 is connected to the RTC wakeup interrupt. In this case the RTC
interrupt should be enabled.

e TIM17 Channel1 is connected to the HSE/32 Clock.

e TIM17 Channel1 is connected to the microcontroller clock output (MCO), this selection
is controlled by the MCOSEL[3:0] bits of the Clock configuration register (RCC_CFGR).

e TIM17 Channel1 is connected to the LSE Clock.
e TIM17 Channel1 is connected to the LSI Clock.

Figure 22. Frequency measurement with TIM5 in capture mode

TIM 5
THSEL in
TIM5_TISEL
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LSI —
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LSE —

RTC wakeup interrupt —|
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The input capture channel of the Timer 5 can be a GPIO line or an internal clock of the
MCU.
The possibilities are the following ones:

e TIM5 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

. TIM5 Channel1 is connected to the LSI Clock.
e  TIM5 Channel1 is connected to the LSE Clock.

e TIM5 Channel1 is connected to the RTC wakeup interrupt signal. In this case the RTC
interrupt should be enabled.

3
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Calibration of the HSI16

For TIM15 and TIM16, the primary purpose of connecting the LSE to the channel 1 input
capture is to be able to precisely measure the HSI16 system clocks (for this, the HSI16
should be used as the system clock source). The number of HSI16 clock counts between
consecutive edges of the LSE signal provides a measure of the internal clock period. Taking
advantage of the high precision of LSE crystals (typically a few tens of ppm’s), it is possible
to determine the internal clock frequency with the same resolution, and trim the source to
compensate for manufacturing, process, temperature and/or voltage related frequency
deviations.

The HSI16 oscillator has dedicated user-accessible calibration bits for this purpose.

The basic concept consists in providing a relative measurement (e.g. the HSI16/LSE ratio):
the precision is therefore closely related to the ratio between the two clock sources. The
higher the ratio is, the better the measurement is.

If LSE is not available, HSE/32 is the better option in order to reach the most precise
calibration possible.

Calibration of the LSI

The calibration of the LSI follows the same pattern that for the HSI16, but changing the
reference clock. It is necessary to connect LS| clock to the channel 1 input capture of the
TIM16. Then define the HSE as system clock source, the number of his clock counts
between consecutive edges of the LSI signal provides a measure of the internal low speed
clock period.

The basic concept consists in providing a relative measurement (e.g. the HSE/LSI ratio): the
precision is therefore closely related to the ratio between the two clock sources. The higher
the ratio is, the better the measurement is.

Peripheral clock enable register
(RCC_AHBXENR, RCC_APBXxENRYy)

Each peripheral clock can be enabled by the xxxxEN bit of the RCC_AHBXENR,
RCC_APBXENRYy registers.

When the peripheral clock is not active, the peripheral registers read or write accesses are
not supported.

The enable bit has a synchronization mechanism to create a glitch free clock for the
peripheral. After the enable bit is set, there is a 2 clock cycles delay before the clock be
active.

Just after enabling the clock for a peripheral, software must wait for a delay before
accessing the peripheral registers.

Low-power modes

e AHB and APB peripheral clocks, including DMA clock, can be disabled by software.

e  Sleep and Low Power Sleep modes stops the CPU clock. The memory interface clocks
(Flash and SRAM1, SRAM2 and CCM SRAM interfaces) can be stopped by software
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during sleep mode. The AHB to APB bridge clocks are disabled by hardware during
Sleep mode when all the clocks of the peripherals connected to them are disabled.

e  Stop modes (Stop 0 and Stop 1) stops all the clocks in the Vcorg domain and disables
the PLL, the HS116, and the HSE oscillators.
All U(S)ARTs, LPUARTSs and I°Cs have the capability to enable the HSI116 oscillator
even when the MCU is in Stop mode (if HSI16 is selected as the clock source for that
peripheral).
All U(S)ARTs and LPUARTSs can also be driven by the LSE oscillator when the system
is in Stop mode (if LSE is selected as clock source for that peripheral) and the LSE
oscillator is enabled (LSEON). In that case the LSE remains always ON in Stop mode
(they do not have the capability to turn on the LSE oscillator).

e Standby and Shutdown modes stops all the clocks in the Vcore domain and disables
the PLL, the HSI16, and the HSE oscillators.

The CPU’s deepsleep mode can be overridden for debugging by setting the DBG_STOP or
DBG_STANDBY bits in the DBGMCU_CR register.

When leaving the Stop modes (Stop 0, Stop 1 or standby), the system clock is HSI16.

If a Flash memory programming operation is on going, Stop, Standby and Shutdown modes
entry is delayed until the Flash memory interface access is finished. If an access to the APB
domain is ongoing, Stop, Standby and Shutdown modes entry is delayed until the APB
access is finished.
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7.4 RCC registers
7.41 Clock control register (RCC_CR)
Address offset: 0x00
Reset value: 0x0000 0063
HSEBYP is not affected by reset.
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
;EI\'( PLLON CSSON |[HSEBYP |HSERDY | HSEON
r rw rs w r w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
HSI HSI
RDY |KERON | HSION
r w w

Bits 31:26 Reserved, must be kept at reset value.

Bit 25 PLLRDY: Main PLL clock ready flag
Set by hardware to indicate that the main PLL is locked.
0: PLL unlocked
1: PLL locked
Bit 24 PLLON: Main PLL enable
Set and cleared by software to enable the main PLL.

Cleared by hardware when entering Stop, Standby or Shutdown mode. This bit cannot be

reset if the PLL clock is used as the system clock.
0: PLL OFF
1: PLLON

Bits 23:20 Reserved, must be kept at reset value.

290/2124

Bit 19 CSSON: Clock security system enable

Set by software to enable the clock security system. When CSSON is set, the clock detector
is enabled by hardware when the HSE oscillator is ready, and disabled by hardware if a HSE

clock failure is detected. This bit is set only and is cleared by reset.
0: Clock security system OFF (clock detector OFF)

1: Clock security system ON (Clock detector ON if the HSE oscillator is stable, OFF if not).

Bit 18 HSEBYP: HSE crystal oscillator bypass

Set and cleared by software to bypass the oscillator with an external clock. The external
clock must be enabled with the HSEON bit set, to be used by the device. The HSEBYP bit

can be written only if the HSE oscillator is disabled.
0: HSE crystal oscillator not bypassed
1: HSE crystal oscillator bypassed with external clock

Bit 17 HSERDY: HSE clock ready flag
Set by hardware to indicate that the HSE oscillator is stable.
0: HSE oscillator not ready
1: HSE oscillator ready
Note: Once the HSEON bit is cleared, HSERDY goes low after 6 HSE clock cycles.
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Bits 15:11

Bit 16 HSEON: HSE clock enable
Set and cleared by software.
Cleared by hardware to stop the HSE oscillator when entering Stop, Standby or Shutdown
mode. This bit cannot be reset if the HSE oscillator is used directly or indirectly as the system

clock.
0: HSE oscillator OFF
1: HSE oscillator ON

Reserved, must be kept at reset value.

HSIRDY: HSI16 clock ready flag
Set by hardware to indicate that HSI116 oscillator is stable. This bit is set only when HSI16 is
enabled by software by setting HSION.
0: HSI116 oscillator not ready
1: HSI16 oscillator ready
Note: Once the HSION bit is cleared, HSIRDY goes low after 6 HSI16 clock cycles.

HSIKERON: HSI16 always enable for peripheral kernels.
Set and cleared by software to force HSI16 ON even in Stop modes. The HSI16 can only
feed USARTs and 1°Cs peripherals configured with HS116 as kernel clock. Keeping the
HSI16 ON in Stop mode allows to avoid slowing down the communication speed because of
the HSI16 startup time. This bit has no effect on HSION value.
0: No effect on HSI16 oscillator.
1: HSI16 oscillator is forced ON even in Stop mode.

HSION: HSI16 clock enable
Set and cleared by software.

Cleared by hardware to stop the HSI16 oscillator when entering Stop, Standby or Shutdown
mode.

Set by hardware to force the HSI116 oscillator ON when STOPWUCK=1 or HSIASFS =1
when leaving Stop modes, or in case of failure of the HSE crystal oscillator.

This bit is set by hardware if the HS116 is used directly or indirectly as system clock.

0: HSI16 oscillator OFF

1: HSI16 oscillator ON

Bit 10

Bit 9

Bit 8

Bits 7:0 Reserved, must be kept at reset value.

742 Internal clock sources calibration register (RCC_ICSCR)
Address offset: 0x04
Reset value: 0x40XX 00XX
where X is factory-programmed.
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HSITRIM[6:0] HSICAL[7:0]
rw | w | w | w | w | w | w r | r | r | r | r | r | r | r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
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Bit 31 Reserved, must be kept at reset value.

Bits 30:24 HSITRIM[6:0]: HSI16 clock trimming

These bits provide an additional user-programmable trimming value that is added to the
HSICAL[7:0] bits. It can be programmed to adjust to variations in voltage and temperature
that influence the frequency of the HSI16.

The default value is 64, which, when added to the HSICAL value, should trim the HSI16 to
16 MHz + 1 %.

Bits 23:16 HSICAL[7:0]: HSI16 clock calibration

These bits are initialized at startup with the factory-programmed HSI16 calibration trim value.
When HSITRIM is written, HSICAL is updated with the sum of HSITRIM and the factory trim
value.

Bits 15:0 Reserved, must be kept at reset value.

743 Clock configuration register (RCC_CFGR)
Address offset: 0x08
Reset value: 0x0000 0005
Access: 0 < wait state < 2, word, half-word and byte access
1 or 2 wait states inserted only if the access occurs during clock source switch.

From 0 to 15 wait states inserted if the access occurs when the APB or AHB prescalers
values update is on going.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MCOPRE[2:0] MCOSEL[3:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PPRE2[2:0] PPRE1[2:0] HPRE[3:0] SWSI[1:0] SWI[1:0]

Bit 31 Reserved, must be kept at reset value.

Bits 30:28 MCOPRE[2:0]: Microcontroller clock output prescaler
These bits are set and cleared by software.
It is highly recommended to change this prescaler before MCO output is enabled.
000: MCO is divided by 1
001: MCO is divided by 2
010: MCO is divided by 4
011: MCO is divided by 8
100: MCO is divided by 16
Others: not allowed

3
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Bits 27:24 MCOSEL[3:0]: Microcontroller clock output

Bits 23:14
Bits 13:11

Bits 10:8

Bits 7:4

Set and cleared by software.

0000: MCO output disabled, no clock on MCO
0001: SYSCLK system clock selected

0010: Reserved, must be kept at reset value
0011: HSI16 clock selected

0100: HSE clock selected

0101: Main PLL clock selected

0110: LSI clock selected

0111: LSE clock selected

1000: Internal HS148 clock selected

Others: Reserved

Note: This clock output may have some truncated cycles at startup or during MCO clock

source switching.

Reserved, must be kept at reset value.
PPRE2[2:0]: APB2 prescaler

Set and cleared by software to control the division factor of the APB2 clock (PCLK2).
Oxx: HCLK not divided

100: HCLK divided by 2

101: HCLK divided by 4

110: HCLK divided by 8

111: HCLK divided by 16

PPRE1[2:0]:APB1 prescaler

Set and cleared by software to control the division factor of the APB1 clock (PCLK1).
Oxx: HCLK not divided

100: HCLK divided by 2

101: HCLK divided by 4

110: HCLK divided by 8

111: HCLK divided by 16

HPRE[3:0]: AHB prescaler

Set and cleared by software to control the division factor of the AHB clock.

Caution:  Depending on the device voltage range, the software has to set

correctly these bits to ensure that the system frequency does not
exceed the maximum allowed frequency (for more details please refer to
Section 6.1.5: Dynamic voltage scaling management). After a write
operation to these bits and before decreasing the voltage range, this
register must be read to be sure that the new value has been taken into
account.

Oxxx: SYSCLK not divided

1000: SYSCLK divided by 2

1001: SYSCLK divided by 4

1010: SYSCLK divided by 8

1011: SYSCLK divided by 16

1100: SYSCLK divided by 64

1101: SYSCLK divided by 128

1110: SYSCLK divided by 256

1111: SYSCLK divided by 512
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Bits 3:2 SWS[1:0]: System clock switch status
Set and cleared by hardware to indicate which clock source is used as system clock.
00: Reserved, must be kept at reset value
01: HSI16 oscillator used as system clock
10: HSE used as system clock
11: PLL used as system clock

Bits 1:0 SWI[1:0]: System clock switch
Set and cleared by software to select system clock source (SYSCLK).
Configured by hardware to force HSI16 oscillator selection when exiting stop and standby
modes or in case of failure of the HSE oscillator.
00: Reserved, must be kept at reset value
01: HSI16 selected as system clock
10: HSE selected as system clock
11: PLL selected as system clock

744 PLL configuration register (RCC_PLLCFGR)
Address offset: 0x0C
Reset value: 0x0000 1000
Access: no wait state, word, half-word and byte access
This register is used to configure the PLL clock outputs according to the formulas:
e f(VCO clock) = f(PLL clock input) x (PLLN / PLLM)
o f(PLL_P)=f(VCO clock)/ PLLP
e f(PLL_Q) = f(VCO clock) / PLLQ
e f(PLL_R) =f(VCO clock) / PLLR
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLPDIV[4:0] PLLR[1:0] g'é,';l PLLQ[1:0] gléh PLLP F'?'E-',;l
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PLLN[6:0] PLLM[3:0] PLLSRC[1:0]
Bits 31:27 PLLPDIV[4:0]: Main PLLP division factor
Set and cleared by software to control the PLL “P” frequency. PLL “P” output clock frequency
= VCO frequency / PLLPDIV.
00000: PLL “P” clock is controlled by the bit PLLP
00001: Reserved.
00010: PLL “P” clock =VCO / 2
11111: PLL “P” clock = VCO / 31
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Bits 26:25 PLLR[1:0]: Main PLL division factor for PLL “R” clock (system clock)

Set and cleared by software to control the frequency of the main PLL output clock PLLCLK.
This output can be selected as system clock. These bits can be written only if PLL is
disabled.

PLL “R” output clock frequency = VCO frequency / PLLR with PLLR = 2, 4, 6, or 8
00: PLLR=2
01: PLLR=4
10: PLLR =6
11: PLLR =8

Caution:  The software has to set these bits correctly not to exceed 170 MHz on
this domain.

Bit 24 PLLREN: PLL “R” clock output enable
Set and reset by software to enable the PLL “R” clock output of the PLL (used as system
clock).
This bit cannot be written when PLL “R” clock output of the PLL is used as System Clock.

In order to save power, when the PLL “R” clock output of the PLL is not used, the value of
PLLREN should be 0.

0: PLL “R” clock output disable
1: PLL “R” clock output enable

Bit 23 Reserved, must be kept at reset value.

Bits 22:21 PLLQ[1:0]: Main PLL division factor for PLL “Q” clock.

Set and cleared by software to control the frequency of the main PLL output clock PLL “Q”
clock. This output can be selected for USB, RNG, SAIl (48 MHz clock). These bits can be
written only if PLL is disabled.

PLL “Q” output clock frequency = VCO frequency / PLLQ with PLLQ = 2, 4, 6, or 8
00: PLLQ =2
01: PLLQ =4
10: PLLQ =6
11: PLLQ =8

Caution:  The software has to set these bits correctly not to exceed 170 MHz on
this domain.

Bit 20 PLLQEN: Main PLL “Q” clock output enable
Set and reset by software to enable the PLL “Q” clock output of the PLL.

In order to save power, when the PLL “Q” clock output of the PLL is not used, the value of
PLLQEN should be 0.

0: PLL “Q” clock output disable
1: PLL “Q” clock output enable

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 PLLP: Main PLL division factor for PLL “P” clock.
Set and cleared by software to control the frequency of the main PLL output clock PLL “P”
clock. These bits can be written only if PLL is disabled.
When the PLLPDIV[4:0] is set to “00000"PLL “P” output clock frequency = VCO frequency /
PLLP with PLLP =7, or 17
0: PLLP =7
1: PLLP =17

Caution:  The software has to set these bits correctly not to exceed 170 MHz on
this domain.

3
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Bit 16 PLLPEN: Main PLL PLL “P” clock output enable

Set and reset by software to enable the PLL “P” clock output of the PLL.

In order to save power, when the PLL “P” clock output of the PLL is not used, the value of
PLLPEN should be 0.

0: PLL “P” clock output disable

1: PLL “P” clock output enable

Bit 15 Reserved, must be kept at reset value.

Bits 14:8 PLLN[6:0]: Main PLL multiplication factor for VCO

Set and cleared by software to control the multiplication factor of the VCO. These bits can be
written only when the PLL is disabled.

VCO output frequency = VCO input frequency x PLLN with 8 =< PLLN =< 127

0000000: PLLN = 0 wrong configuration

0000001: PLLN = 1 wrong configuration

0000111: PLLN = 7 wrong configuration
0001000: PLLN =8
0001001: PLLN =9

1111111: PLLN = 127

Caution:  The software has to set correctly these bits to assure that the VCO

output frequency is within the range defined in the device datasheet.

Bits 7:4 PLLM][3:0]: Division factor for the main PLL input clock

Set and cleared by software to divide the PLL input clock before the VCO. These bits can be
written only when all PLLs are disabled.

VCO input frequency = PLL input clock frequency / PLLM with 1 <= PLLM <= 16
0000: PLLM =1

0001: PLLM =2

0010: PLLM =3

0011: PLLM = 4

0100: PLLM =5

0101: PLLM =6

0110: PLLM =7

0111: PLLM = 8

1000: PLLSYSM =9

1111: PLLSYSM= 16

Caution:  The software has to set these bits correctly to ensure that the VCO input

frequency is within the range defined in the device datasheet.

Bits 3:2 Reserved, must be kept at reset value.

Bits 1:0 PLLSRCJ[1:0]: Main PLL entry clock source

Set and cleared by software to select PLL clock source. These bits can be written only when
PLL is disabled.

In order to save power, when no PLL is used, the value of PLLSRC should be 00.

00: No clock sent to PLL

01: No clock sent to PLL

10: HSI16 clock selected as PLL clock entry

11: HSE clock selected as PLL clock entry

3
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745 Clock interrupt enable register (RCC_CIER)

Address offset: 0x18
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
HSI48 | LSE PLL HSE HSI LSE LSl

RDYIE | CSSIE RDYIE | RDYIE | RDYIE RDYIE | RDYIE
w w w w w w w

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYIE: HSI48 ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the internal HS148
oscillator.

0: HSI48 ready interrupt disabled
1: HS148 ready interrupt enabled

Bit9 LSECSSIE: LSE clock security system interrupt enable

Set and cleared by software to enable/disable interrupt caused by the clock security system
on LSE.

0: Clock security interrupt caused by LSE clock failure disabled
1: Clock security interrupt caused by LSE clock failure enabled

Bits 8:6 Reserved, must be kept at reset value.

Bit 5 PLLRDYIE: PLL ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by PLL lock.
0: PLL lock interrupt disabled
1: PLL lock interrupt enabled

Bit4 HSERDYIE: HSE ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the HSE oscillator
stabilization.

0: HSE ready interrupt disabled

1: HSE ready interrupt enabled

Bit 3 HSIRDYIE: HSI16 ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the HSI16 oscillator
stabilization.

0: HSI16 ready interrupt disabled

1: HS116 ready interrupt enabled

3
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Bit 2 Reserved, must be kept at reset value.

Bit 1 LSERDYIE: LSE ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the LSE oscillator
stabilization.

0: LSE ready interrupt disabled
1: LSE ready interrupt enabled

Bit 0 LSIRDYIE: LSI ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the LS| oscillator
stabilization.

0: LSI ready interrupt disabled
1: LSI ready interrupt enabled
7.4.6 Clock interrupt flag register (RCC_CIFR)
Address offset: 0x1C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
HSI48 | LSE CSSF PLL HSE HSI LSE LS|

RDYF | CSSF RDYF | RDYF | RDYF RDYF | RDYF
r r r r r r r r

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYF: HSI48 ready interrupt flag
Set by hardware when the HSI48 clock becomes stable and HSI48RDYIE is set in a
response to setting the HSI480N (refer to Clock recovery RC register (RCC_CRRCR)).
Cleared by software setting the HSI48RDYC bit.
0: No clock ready interrupt caused by the HSI48 oscillator
1: Clock ready interrupt caused by the HSI48 oscillator

Bit 9 LSECSSF: LSE Clock security system interrupt flag
Set by hardware when a failure is detected in the LSE oscillator.
Cleared by software setting the LSECSSC bit.
0: No clock security interrupt caused by LSE clock failure
1: Clock security interrupt caused by LSE clock failure

Bit 8 CSSF: Clock security system interrupt flag
Set by hardware when a failure is detected in the HSE oscillator.
Cleared by software setting the CSSC bit.
0: No clock security interrupt caused by HSE clock failure
1: Clock security interrupt caused by HSE clock failure

Bits 7:6 Reserved, must be kept at reset value.
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Bit5 PLLRDYF: PLL ready interrupt flag
Set by hardware when the PLL locks and PLLRDYDIE is set.
Cleared by software setting the PLLRDYC bit.
0: No clock ready interrupt caused by PLL lock
1: Clock ready interrupt caused by PLL lock
Bit4 HSERDYF: HSE ready interrupt flag
Set by hardware when the HSE clock becomes stable and HSERDYDIE is set.
Cleared by software setting the HSERDYC bit.
0: No clock ready interrupt caused by the HSE oscillator
1: Clock ready interrupt caused by the HSE oscillator
Bit 3 HSIRDYF: HSI16 ready interrupt flag
Set by hardware when the HSI16 clock becomes stable and HSIRDYDIE is setin a
response to setting the HSION (refer to Clock control register (RCC_CR)). When HSION is
not set but the HSI16 oscillator is enabled by the peripheral through a clock request, this bit
is not set and no interrupt is generated.
Cleared by software setting the HSIRDYC bit.
0: No clock ready interrupt caused by the HSI16 oscillator
1: Clock ready interrupt caused by the HSI116 oscillator
Bit 2 Reserved, must be kept at reset value.
Bit 1 LSERDYF: LSE ready interrupt flag
Set by hardware when the LSE clock becomes stable and LSERDYDIE is set.
Cleared by software setting the LSERDYC bit.
0: No clock ready interrupt caused by the LSE oscillator
1: Clock ready interrupt caused by the LSE oscillator
Bit 0 LSIRDYF: LSI ready interrupt flag
Set by hardware when the LSI clock becomes stable and LSIRDYDIE is set.
Cleared by software setting the LSIRDYC bit.
0: No clock ready interrupt caused by the LSI oscillator
1: Clock ready interrupt caused by the LSI oscillator
747 Clock interrupt clear register (RCC_CICR)
Address offset: 0x20
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
HSI48 | LSE | nogc PLL | HSE | HSI LSE LSl
RDYC | CSSC RDYC | RDYC | RDYC RDYC | RDYC
w w w w w w w w
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Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYC: HSI48 oscillator ready interrupt clear

This bit is set by software to clear the HSI48RDYF flag.
0: No effect
1: Clear the HSI48RDYC flag

Bit 9 LSECSSC: LSE Clock security system interrupt clear
This bit is set by software to clear the LSECSSF flag.
0: No effect
1: Clear LSECSSF flag

Bit 8 CSSC: Clock security system interrupt clear
This bit is set by software to clear the CSSF flag.
0: No effect
1: Clear CSSF flag

Bits 7:6 Reserved, must be kept at reset value.

Bit5 PLLRDYC: PLL ready interrupt clear
This bit is set by software to clear the PLLRDYF flag.
0: No effect
1: Clear PLLRDYF flag

Bit4 HSERDYC: HSE ready interrupt clear
This bit is set by software to clear the HSERDYF flag.
0: No effect
1: Clear HSERDYF flag

Bit 3 HSIRDYC: HSI16 ready interrupt clear
This bit is set software to clear the HSIRDYF flag.
0: No effect
1: Clear HSIRDYF flag

Bit 2 Reserved, must be kept at reset value.

Bit 1 LSERDYC: LSE ready interrupt clear

This bit is set by software to clear the LSERDYF flag.
0: No effect
1: LSERDYF cleared

Bit 0 LSIRDYC: LSI ready interrupt clear
This bit is set by software to clear the LSIRDYF flag.

0: No effect
1: LSIRDYF cleared
748 AHB1 peripheral reset register (RCC_AHB1RSTR)
Address offset: 0x28
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CRC FLASH FMAC |CORDIC [DMAMUX1| DMA2 | DMA1
RST RST RST RST RST RST RST
w w w w w w w

Bits 31:13 Reserved, must be kept at reset value.

Bit 12 CRCRST: CRC reset
Set and cleared by software.
0: No effect
1: Reset CRC

Bits 11:9 Reserved, must be kept at reset value.

Bit 8 FLASHRST: Flash memory interface reset
Set and cleared by software. This bit can be activated only when the Flash memory is in
power down mode.
0: No effect
1: Reset Flash memory interface

Bits 7:5 Reserved, must be kept at reset value.

Bit4 FMACRST: Set and cleared by software
0: No effect
1: Reset FMAC

Bit 3 CORDICRST: Set and cleared by software
0: No effect
1: Reset CORDIC

Bit 2 DMAMUX1RST: Set and cleared by software.
0: No effect
1: Reset DMAMUX1

Bit 1 DMA2RST: DMA2 reset
Set and cleared by software.
0: No effect
1: Reset DMA2

Bit 0 DMA1RST: DMA1 reset
Set and cleared by software.
0: No effect
1: Reset DMA1
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749 AHB2 peripheral reset register (RCC_AHB2RSTR)

Address offset: 0x2C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RNG AES DAC4 | DAC3 | DAC2 | DAC1
RST RST RST RST RST RST

w w w w w w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
ADC345 | ADC12 GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA

RST RST RST RST RST RST RST RST RST

w w rw w w rw w w w

Bits 31:27 Reserved, must be kept at reset value.

Bit 26 RNGRST: RNG reset

Set and cleared by software.
0: No effect
1: Reset RNG

Bit 25 Reserved, must be kept at reset value.

Bit 24 AESRST: AESRST reset
Set and cleared by software.
0: No effect
1: Reset AES

Bits 23:20 Reserved, must be kept at reset value.

Bit 19 DAC4RST: DAC4 reset
Set and cleared by software.
0: No effect
1: Reset DAC4

Bit 18 DAC3RST: DAC3 reset
Set and cleared by software.
0: No effect
1: Reset DAC3

Bit 177 DAC2RST: DAC2 reset
Set and cleared by software.
0: No effect
1: Reset DAC2

Bit 16 DAC1RST: DAC1 reset
Set and cleared by software.
0: No effect
1: Reset DAC1

Bit 15 Reserved, must be kept at reset value.
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Bit 14

Bit 13

Bits 12:7
Bit 6

Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

Bit0

3

ADC345RST: ADC345 reset

Set and cleared by software.
0: No effect
1: Reset ADC345

ADC12RST: ADC12 reset

Set and cleared by software.
0: No effect
1: Reset ADC12 interface

Reserved, must be kept at reset value.

GPIOGRST: IO port G reset

Set and cleared by software.
0: No effect
1: Reset IO port G

GPIOFRST: 10 port F reset

Set and cleared by software.
0: No effect
1: Reset IO port F

GPIOERST: IO port E reset

Set and cleared by software.
0: No effect
1: Reset IO port E

GPIODRST: 10 port D reset

Set and cleared by software.
0: No effect
1: Reset IO port D

GPIOCRST: 10 port C reset

Set and cleared by software.
0: No effect
1: Reset IO port C

GPIOBRST: 10 port B reset

Set and cleared by software.
0: No effect
1: Reset IO port B

GPIOARST: 10 port A reset

Set and cleared by software.
0: No effect
1: Reset IO port A
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7.4.10 AHB3 peripheral reset register (RCC_AHB3RSTR)

Address offset: 0x30
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
FMC
QSPIRST RST
w w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 QSPIRST: QUADSPI reset
Set and cleared by software.
0: No effect
1: Reset QUADSPI

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCRST: Flexible static memory controller reset
Set and cleared by software.
0: No effect
1: Reset FSMC

7.4.11 APB1 peripheral reset register 1 (RCC_APB1RSTR1)

Address offset: 0x38
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1 12C3 PWR FDCAN UsSB 12C2 12C1 | UART5 | UART4 [ USART3 | USART2

RST RST RST RST RST RST RST RST RST RST RST

w w rw rw w rw rw rw rw rw rw

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
SPI3 SPI2 CRS TIM7 TIM6 TIM5 TIM4 TIM3 TIM2
RST RST RST RST RST RST RST RST RST

w w w w rw rw rw rw w
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Bit 31

Bit 30

Bit 29
Bit 28

Bits 27:26
Bit 25

Bit 24
Bit 23

Bit 22

Bit 21

Bit 20

Bit 19

Bit 18

3

LPTIM1RST: Low Power Timer 1 reset

Set and cleared by software.
0: No effect
1: Reset LPTIM1

I12C3RST: 12C3 reset

Set and cleared by software.
0: No effect
1: Reset I12C3 interface

Reserved, must be kept at reset value.

PWRRST: Power interface reset

Set and cleared by software.
0: No effect
1: Reset PWR

Reserved, must be kept at reset value.

FDCANRST: FDCAN reset
Set and reset by software.
0: No effect
1: Reset the FDCAN

Reserved, must be kept at reset value.

USBRST: USB device reset
Set and reset by software.
0: No effect
1: Reset USB device

I12C2RST: 12C2 reset
Set and cleared by software.
0: No effect
1: Reset 12C2

I2C1RST: 12C1 reset
Set and cleared by software.
0: No effect
1: Reset 12C1

UART5RST: UARTS reset
Set and cleared by software.
0: No effect
1: Reset UART5S

UART4RST: UART4 reset
Set and cleared by software.
0: No effect
1: Reset UART4

USART3RST: USART3 reset
Set and cleared by software.
0: No effect
1: Reset USART3
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Bit 17 USART2RST: USART2 reset

Set and cleared by software.
0: No effect
1: Reset USART2

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3RST: SPI3 reset

Set and cleared by software.
0: No effect
1: Reset SPI3

Bit 14 SPI2RST: SPI2 reset

Set and cleared by software.
0: No effect
1: Reset SPI2

Bits 13:9 Reserved, must be kept at reset value.

Bit 8 CRSRST: CRS reset
Set and cleared by software.

0: No effect
1: Reset CRS

Bits 7:6 Reserved, must be kept at reset value.

Bit 5 TIM7RST: TIMY7 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM7

Bit4 TIM6RST: TIM6 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM7

Bit 3 TIM5RST: TIM5 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM5

Bit 2 TIM4RST: TIM3 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM3

Bit 1 TIM3RST: TIM3 timer reset

Set and cleared by software.
0: No effect
1: Reset TIM3

Bit0 TIM2RST: TIM2 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM2
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7412 APB1 peripheral reset register 2 (RCC_APB1RSTR2)

Address offset: 0x3C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LP
UCPDA1 12C4
UART1
RST RST | “rat
rw rw rw
Bits 31:9 Reserved, must be kept at reset value.
Bit 8 UCPD1RST: UCPD1 reset
Set and cleared by software.
0: No effect
1: Reset UCPD1
Bits 7:2 Reserved, must be kept at reset value.
Bit 1 12C4RST: 12C4 reset
Set and cleared by software
0: No effect
1: Reset 12C4
Bit0 LPUART1RST: Low-power UART 1 reset
Set and cleared by software.
0: No effect
1: Reset LPUART1
7413 APB2 peripheral reset register (RCC_APB2RSTR)
Address offset: 0x40
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HRTIM1 SAI1 | TIM20 TIM17 | TIM16 | TIM15R
RST RST | RST RST | RST | ST
w w rw w rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPI4 |USART1 | TIM8 | SPI1 | TIM1 g\gg
RST| RST | RST | RST | RST
RST
rw w w w rw rw
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Bits 31:27 Reserved, must be kept at reset value.

Bit 26 HRTIM1RST: HRTIM1 reset
Set and cleared by software.
0: No effect
1: Reset HRTIM1

Bits 25:22 Reserved, must be kept at reset value.

Bit 21 SAIMRST: Serial audio interface 1 (SAI1) reset
Set and cleared by software.
0: No effect
1: Reset SAI1

Bit 20 TIM20RST: TIM20 reset
Set and cleared by software.
0: No effect
1: Reset TIM20

Bit 19 Reserved, must be kept at reset value.

Bit 18 TIM17RST: TIM17 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM17 timer

Bit 17 TIM16RST: TIM16 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM16 timer

Bit 16 TIM15RST: TIM15 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM15 timer

Bit 15 SPI4RST: SPI4 reset
Set and cleared by software.
0: No effect
1: Reset SPI4

Bit 14 USART1RST: USART1 reset
Set and cleared by software.
0: No effect
1: Reset USART1

Bit 13 TIM8RST: TIM8 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM8 timer

Bit 12 SPIMRST: SPI1 reset
Set and cleared by software.
0: No effect
1: Reset SPI1
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Bit 11 TIM1RST: TIM1 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM1 timer

Bits 10:1 Reserved, must be kept at reset value.

Bit 0 SYSCFGRST: SYSCFG + COMP + OPAMP + VREFBUF reset
0: No effect

1: Reset SYSCFG + COMP + OPAMP + VREFBUF
7414 AHB1 peripheral clock enable register RCC_AHB1ENR)

Address offset: 0x48
Reset value: 0x0000 0100

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CRCEN FLASH FMAC | CORDIC | DMAM | DMA2 | DMA1
EN EN EN |UX1EN| EN EN
w w rw rw w w w

Bits 31:13 Reserved, must be kept at reset value.

Bit 12 CRCEN: CRC clock enable
Set and cleared by software.
0: CRC clock disable
1: CRC clock enable

Bits 11:9 Reserved, must be kept at reset value.

Bit 8 FLASHEN: Flash memory interface clock enable

Set and cleared by software. This bit can be disabled only when the Flash is in power down
mode.

0: Flash memory interface clock disable

1: Flash memory interface clock enable

Bits 7:5 Reserved, must be kept at reset value.

Bit4 FMACEN: FMAC enable
Set and reset by software.
0: FMAC clock disabled
1: FMAC clock enabled

Bit 3 CORDICEN: CORDIC clock enable
Set and reset by software.

0: CORDIC clock disabled
1: CORDIC clock enabled
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Bit2 DMAMUX1EN: DMAMUX1 clock enable
Set and reset by software.
0: DMAMUX1 clock disabled
1: DMAMUX1 clock enabled

Bit 1 DMA2EN: DMAZ2 clock enable
Set and cleared by software.
0: DMA2 clock disable
1: DMAZ2 clock enable

Bit 0 DMA1EN: DMA1 clock enable
Set and cleared by software.
0: DMA1 clock disable
1: DMA1 clock enable

7.4.15 AHB2 peripheral clock enable register (RCC_AHB2ENR)

Address offset: 0x4C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RNG AES DAC4 | DAC3 | DAC2 | DACT

EN EN EN EN EN EN

w rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADC345 | ADC12 GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA

EN EN EN EN EN EN EN EN EN

w w rw rw rw rw rw rw rw

Bits 31:27 Reserved, must be kept at reset value.

Bit 26 RNGEN: RNG enable
Set and cleared by software.
0: RNG disabled
1: RNG enabled

Bit 25 Reserved, must be kept at reset value.

Bit 24 AESEN: AES clock enable
Set and cleared by software.
0: AES clock disabled
1: AES clock enabled

Bits 23:20 Reserved, must be kept at reset value.

Bit 19 DAC4EN: DAC4 clock enable
Set and cleared by software.
0: DAC4 clock disabled
1: DACA4 clock enabled

3
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Bit 18

Bit 17

Bit 16

Bit 15
Bit 14

Bit 13

Bits 12:7
Bit 6

Bit 5

Bit 4

Bit 3

3

DAC3EN: DAC3 clock enable
Set and cleared by software.
0: DAC3 clock disabled
1: DAC3 clock enabled

DAC2EN: DAC2 clock enable

Set and cleared by software.
0: DAC2 clock disabled
1: DAC2 clock enabled

DAC1EN: DAC1 clock enable
Set and cleared by software.
0: DAC1 clock disabled
1: DAC1 clock enabled

Reserved, must be kept at reset value.
ADC345EN: ADC345 clock enable

Set and cleared by software

0: ADC345 clock disabled
1: ADC345 clock enabled

ADC12EN: ADC12 clock enable
Set and cleared by software.
0: ADC12 clock disabled
1: ADC12 clock enabled

Reserved, must be kept at reset value.

GPIOGEN: |0 port G clock enable
Set and cleared by software.
0: 10 port G clock disabled
1: 10 port G clock enabled

GPIOFEN: IO port F clock enable
Set and cleared by software.
0: 10 port F clock disabled
1: 10 port F clock enabled

GPIOEEN: 10 port E clock enable
Set and cleared by software.
0: 10 port E clock disabled
1: 10 port E clock enabled
GPIODEN: 10 port D clock enable
Set and cleared by software.

0: 10 port D clock disabled
1: 10 port D clock enabled
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Bit 2 GPIOCEN: 10 port C clock enable
Set and cleared by software.
0: 10 port C clock disabled
1: 10 port C clock enabled

Bit 1 GPIOBEN: 10 port B clock enable
Set and cleared by software.
0: 10 port B clock disabled
1: 10 port B clock enabled

Bit 0 GPIOAEN: 10 port A clock enable
Set and cleared by software.
0: 10 port A clock disabled
1: 10 port A clock enabled

7.4.16 AHB3 peripheral clock enable register(RCC_AHB3ENR)

Address offset: 0x50
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not

supported.

31 30 29 28 27 26 25 24 23 22 21

20

17

16

15 14 13 12 1" 10 9 8 7 6 5

QSPIEN

FMC
EN

w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 QSPIEN: QUADSPI memory interface clock enable
Set and cleared by software.
0: QUADSPI clock disable
1: QUADSPI clock enable

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCEN: Flexible static memory controller clock enable
Set and cleared by software.
0: FSMC clock disable
1: FSMC clock enable
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7417 APB1 peripheral clock enable register 1 (RCC_APB1ENR1)

Address: 0x58
Reset value: 0x0000 0400

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1| 12C3 PWR FDCAN USB 12C2 | 12C1 | UART5 |UART4|USART3 |USART2
EN EN EN EN EN EN EN EN EN EN EN
rw rw w w w rw w rw w 'w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPI3 SPI2 WWDG | RTCAPB CRS TIM7 TIM6 TIM5 TIM4 TIM3 [TIM2
EN EN EN EN EN EN EN EN EN EN EN
w w rs w w w w rw rw w w
Bit 31 LPTIM1EN: Low power timer 1 clock enable

Bit 30

Bit 29
Bit 28

Bits 27:26
Bit 25

Bit 24
Bit 23

Bit 22

3

Set and cleared by software.
0: LPTIM1 clock disabled
1: LPTIM1 clock enabled

I12C3EN: 12C3 clock enable

Set and cleared by software.
0: 12C3 clock disabled
1: 12C3 clock enabled

Reserved, must be kept at reset value.

PWREN: Power interface clock enable

Set and cleared by software.
0: Power interface clock disabled
1: Power interface clock enabled

Reserved, must be kept at reset value.

FDCANEN: FDCAN clock enable
Set and cleared by software.
0: FDCAN clock disabled
1: FDCAN clock enabled

Reserved, must be kept at reset value.

USBEN: USB device clock enable
Set and cleared by software.
0: USB device clock disabled
1: USB device clock enabled

12C2EN: 12C2 clock enable

Set and cleared by software.
0: 12C2 clock disabled
1: 12C2 clock enabled
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Bit 21 12C1EN: 12C1 clock enable
Set and cleared by software.
0: 12C1 clock disabled
1:12C1 clock enabled

Bit 20 UARTS5EN: UARTS clock enable
Set and cleared by software.
0: UARTS5 clock disabled
1: UARTS5 clock enabled

Bit 19 UART4EN: UART4 clock enable
Set and cleared by software.
0: UART4 clock disabled
1: UART4 clock enabled

Bit 18 USART3EN: USART3 clock enable
Set and cleared by software.
0: USARTS3 clock disabled
1: USARTS3 clock enabled

Bit 17 USART2EN: USART2 clock enable

Set and cleared by software.
0: USART2 clock disabled
1: USART2 clock enabled

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3EN: SPI3 clock enable
Set and cleared by software.
0: SPI3 clock disabled
1: SPI3 clock enabled

Bit 14 SPI2EN: SPI2 clock enable
Set and cleared by software.
0: SPI2 clock disabled
1: SPI2 clock enabled

Bits 13:12 Reserved, must be kept at reset value.

Bit 11 WWDGEN: Window watchdog clock enable

Set by software to enable the window watchdog clock. Reset by hardware system reset.

This bit can also be set by hardware if the WWDG_SW option bit is reset.
0: Window watchdog clock disabled
1: Window watchdog clock enabled

Bit 10 RTCAPBEN: RTC APB clock enable

Set and cleared by software
0: RTC APB clock disabled
1: RTC APB clock enabled

Bit 9 Reserved, must be kept at reset value.

Bit 8 CRSEN: CRS Recovery System clock enable
Set and cleared by software.

0: CRS clock disabled
1: CRS clock enabled

Bits 7:6 Reserved, must be kept at reset value.
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Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

Bit 0

TIM7EN: TIM7 timer clock enable
Set and cleared by software.

0: TIM7 clock disabled
1: TIM7 clock enabled

TIMG6EN: TIM6 timer clock enable
Set and cleared by software.

0: TIM6 clock disabled
1: TIM6 clock enabled

TIM5EN: TIM5 timer clock enable

Set and cleared by software.
0: TIM5 clock disabled
1: TIM5 clock enabled

TIM4EN: TIM4 timer clock enable

Set and cleared by software.
0: TIM4 clock disabled
1: TIM4 clock enabled

TIM3EN: TIM3 timer clock enable

Set and cleared by software.
0: TIM3 clock disabled
1: TIM3 clock enabled

TIM2EN: TIM2 timer clock enable

Set and cleared by software.
0: TIM2 clock disabled
1: TIM2 clock enabled

7.4.18 APB1 peripheral clock enable register 2 (RCC_APB1ENR2)
Address offset: 0x5C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LP
UCPD1
I2C4EN | UART1
EN EN
rw rw rw
1S7] RM0440 Rev 7 315/2124




Reset and clock control (RCC)

RM0440

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 UCPD1EN: UCPD1 clock enable
Set and cleared by software.
0: UCPD1 clock disable
1: UCPD1 clock enable

Bits 7:2 Reserved, must be kept at reset value.

Bit 1 12C4EN: 12C4 clock enable

Set and cleared by software
0: 12C4 clock disabled
1: 12C4 clock enabled

Bit 0 LPUART1EN: Low power UART 1 clock enable
Set and cleared by software.
0: LPUART1 clock disable
1: LPUART1 clock enable
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7.4.19 APB2 peripheral clock enable register (RCC_APB2ENR)

Address: 0x60
Reset value: 0x0000 0000

Access: word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HRTIM1 SAl1 TIM20 TIM TIM16 | TIM15

EN EN EN 17EN EN EN

rw w w w w w

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

SPI4 |USART1| TIM8 | SPI1 TIM1 SYS
EN EN EN EN EN CFGEN

rw w w w w rw

Bits 31:27 Reserved, must be kept at reset value.

Bit 26 HRTIM1EN: HRTIM1 clock enable

Set and cleared by software.
0: HRTIM1 clock disabled
1: HRTIM1 clock enable

Bits 25:22 Reserved, must be kept at reset value.

Bit 21 SAIMEN: SAI1 clock enable
Set and cleared by software.

0: SAI1 clock disabled
1: SAI1 clock enabled

Bit 20 TIM20EN: TIM20 timer clock enable

Set and cleared by software.
0: TIM20 clock disabled
1: TIM20 clock enabled

Bit 19 Reserved, must be kept at reset value.

Bit 18 TIM17EN: TIM17 timer clock enable

Set and cleared by software.
0: TIM17 timer clock disabled
1: TIM17 timer clock enabled

Bit 17 TIM16EN: TIM16 timer clock enable

Set and cleared by software.
0: TIM16 timer clock disabled
1: TIM16 timer clock enabled

Bit 16 TIM15EN: TIM15 timer clock enable

Set and cleared by software.
0: TIM15 timer clock disabled
1: TIM15 timer clock enabled

3
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Bit 15 SPI4EN: SPI4 clock enable
Set and cleared by software.

0: SPI4 clock disabled
1: SPI4 clock enabled

Bit 14 USART1EN: USART1clock enable
Set and cleared by software.
0: USART1clock disabled
1: USART1clock enabled

Bit 13 TIM8EN: TIMS8 timer clock enable
Set and cleared by software.
0: TIM8 timer clock disabled
1: TIM8 timer clock enabled

Bit 12 SPIMEN: SPI1 clock enable
Set and cleared by software.
0: SPI1 clock disabled
1: SPI1 clock enabled

Bit 11 TIM1EN: TIM1 timer clock enable

Set and cleared by software.
0: TIM1 timer clock disabled
1: TIM1P timer clock enabled

Bits 10:1 Reserved, must be kept at reset value.

Bit0 SYSCFGEN: SYSCFG + COMP + VREFBUF + OPAMP clock enable
Set and cleared by software.
0: SYSCFG + COMP + VREFBUF + OPAMP clock disabled
1: SYSCFG + COMP + VREFBUF + OPAMP clock enabled

7.4.20 AHB1 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB1SMENR)
Address offset: 0x68
Reset value: 0x0000 130F
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 4 3 2 1 0
CRCSM SRAM1| FLASH FMACSM | CORDICSM | DMAMUX1| DMA2 | DMA1
EN SMEN | SMEN EN EN SMEN | SMEN |SMEN
w w w w w w w w
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Bits 31:13 Reserved, must be kept at reset value.
Bit 122 CRCSMEN: CRC clocks enable during Sleep and Stop modes
Set and cleared by software.
0: CRC clocks disabled by the clock gating“) during Sleep and Stop modes
1: CRC clocks enabled by the clock gating(” during Sleep and Stop modes
Bits 11:10 Reserved, must be kept at reset value.

Bit9

Bit 8

Bits 7:5
Bit 4

Bit 3

Bit 2

Bit 1

Bit 0

SRAM1SMEN: SRAM1 interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SRAM1 interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: SRAM1 interface clocks enabled by the clock gating“) during Sleep and Stop modes

FLASHSMEN: Flash memory interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: Flash memory interface clocks disabled by the clock gating“) during Sleep and Stop
modes
1: Flash memory interface clocks enabled by the clock gating“) during Sleep and Stop
modes

Reserved, must be kept at reset value.

FMACSMEN: FMACSM clock enable.
Set and cleared by software.
0: FMACSM clocks disabled by the clock gating(1) during Sleep and Stop modes
1: FMACSM clocks enabled by the clock gatingm during Sleep and Stop modes

CORDICSMEN: CORDICSM clock enable.
Set and cleared by software.
0: CORDICSM clocks disabled.
1: CORDICSM clocks enabled.

DMAMUX1SMEN: DMAMUX1 clock enable during Sleep and Stop modes.
Set and cleared by software.
0: DMAMUX1 clocks disabled by the clock gatingm during Sleep and Stop modes
1: DMAMUX1 clocks enabled by the clock gatingm during Sleep and Stop modes

DMA2SMEN: DMA2 clocks enable during Sleep and Stop modes
Set and cleared by software during Sleep mode.
0: DMAZ2 clocks disabled by the clock gatingm during Sleep and Stop modes
1: DMAZ2 clocks enabled by the clock gatingm during Sleep and Stop modes

DMA1SMEN: DMA1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: DMA1 clocks disabled by the clock gatingm during Sleep and Stop modes
1: DMA1 clocks enabled by the clock gatingm during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.
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7.4.21 AHB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB2SMENR)

Address offset: 0x6C
Reset value: 0x050F 667F

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RNG AESM DAC4 DAC3 DAC2 DAC1
EN EN SMEN SMEN SMEN SMEN

w w w w w w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
ADC345 | ADC12 SRAM2 | CCMSRAM GPIOG | GPIOF | GPIOE | GPIOD | GPIOC GPIOB | GPIOA
SMEN | SMEN SMEN SMEN SMEN | SMEN | SMEN | SMEN SMEN SMEN SMEN

w w w w w w w w w w w

Bits 31:27 Reserved, must be kept at reset value.

Bit 26 RNGEN: RNG enable
Set and cleared by software.
0: RNG disabled
1: RNG enabled

Bit 25 Reserved, must be kept at reset value.

Bit 24 AESMEN: AESM clocks enable
Set and cleared by software.
0: AESM clocks disabled
1: AESM clocks enabled

Bits 23:20 Reserved, must be kept at reset value.

Bit 19 DAC4SMEN: DAC4 clock enable
Set and cleared by software.
0: DACA4 clock disabled
1: DACA4 clock enabled during sleep and stop modes

Bit 18 DAC3SMEN: DAC3 clock enable
Set and cleared by software.
0: DAC3 clock disabled
1: DAC3 clock enabled during sleep and stop modes

Bit 17 DAC2SMEN: DAC2 clock enable

Set and cleared by software.

0: DAC2 clock disabled

1: DAC2 clock enabled during sleep and stop modes
Bit 16 DAC1SMEN: DAC1 clock enable

Set and cleared by software.

0: DAC1 clock disabled
1: DAC1 clock enabled during sleep and stop modes

Bit 15 Reserved, must be kept at reset value.
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Bit 14

Bit 13

Bits 12:11
Bit 10

Bit 9

Bits 8:7
Bit 6

Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

Bit O

3

ADC345SMEN: ADC345 clock enable
Set and cleared by software.
0: ADC345 clock disabled
1: ADC345 clock enabled

ADC12SMEN: ADC12 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: ADC12 clocks disabled by the clock gating“) during Sleep and Stop modes
1: ADC12 clocks enabled by the clock gating“) during Sleep and Stop modes

Reserved, must be kept at reset value.

SRAM2SMEN: SRAM2 interface clocks enable during Sleep and Stop modes

Set and cleared by software.
0: SRAM2 interface clocks disabled by the clock gating(” during Sleep and Stop modes
1: SRAM2 interface clocks enabled by the clock gating“) during Sleep and Stop modes

CCMSRAMSMEN: CCM SRAM interface clocks enable during Sleep and Stop modes

Set and cleared by software.
0: CCM SRAM interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: CCM SRAM interface clocks enabled by the clock gating(” during Sleep and Stop modes

Reserved, must be kept at reset value.

GPIOGSMEN: |0 port G clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port G clocks disabled by the clock gatingm during Sleep and Stop modes
1: 10 port G clocks enabled by the clock gatingm during Sleep and Stop modes

GPIOFSMEN: IO port F clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port F clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port F clocks enabled by the clock gatingm during Sleep and Stop modes

GPIOESMEN: |0 port E clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port E clocks disabled by the clock gating(” during Sleep and Stop modes
1: 10 port E clocks enabled by the clock gatingm during Sleep and Stop modes

GPIODSMEN: 10 port D clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port D clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port D clocks enabled by the clock gating“) during Sleep and Stop modes

GPIOCSMEN: 10 port C clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port C clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port C clocks enabled by the clock gating“) during Sleep and Stop modes

GPIOBSMEN: 10 port B clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port B clocks disabled by the clock gating(” during Sleep and Stop modes
1: 10 port B clocks enabled by the clock gatingm during Sleep and Stop modes

GPIOASMEN: 10 port A clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port A clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port A clocks enabled by the clock gatingm during Sleep and Stop modes
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1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

7.4.22 AHB3 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB3SMENR)

Address offset: 0x70
Reset value: 0x0000 0101

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
FMC
QSPISMEN SMEN
w w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 QSPISMEN: QUADSPI memory interface clock enable during Sleep and Stop modes

Set and cleared by software.
0: QUADSPI clock disabled by the clock gatingm during Sleep and Stop modes
1: QUADSPI clock enabled by the clock gatingm during Sleep and Stop modes

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCSMEN: Flexible static memory controller clocks enable during Sleep and Stop modes

Set and cleared by software.
0: FSMC clocks disabled by the clock gating!!) during Sleep and Stop modes
1: FSMC clocks enabled by the clock gating(") during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode

7.4.23 APB1 peripheral clocks enable in Sleep and Stop modes register 1
(RCC_APB1SMENRH1)

Address: 0x78
Reset value: 0xD2FE CD3F

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1| 12C3 PWR FDCAN usB 12C2 | 12C1 | UART5 | UART4 | USART | USART
SMEN | SMEN SMEN SMEN SMEN | SMEN | SMEN | SMEN | SMEN | 3SMEN | 2SMEN

w w w w w w w w w w w

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

SPI3 SPI2 WWDG | RTCAPB CRS TIM7 | TIM6 TIM5 TIM4 TIM3 | TIM2

SMEN | SMEN SMEN | SMEN SMEN SMEN | SMEN | SMEN | SMEN | SMEN |SMEN

w w w w w w w w w w w
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Bit 31 LPTIM1SMEN: Low power timer 1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LPTIM1 clocks disabled by the clock gatingm during Sleep and Stop modes
1: LPTIM1 clocks enabled by the clock gatingm during Sleep and Stop modes

Bit 30 12C3SMEN: 12C3 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 12C3 clocks disabled by the clock gating!") during Sleep and Stop modes
1: 12C3 clocks enabled by the clock gating!!) during Sleep and Stop modes

Bit 29 Reserved, must be kept at reset value.

Bit 28 PWRSMEN: Power interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: Power interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: Power interface clocks enabled by the clock gatingm during Sleep and Stop modes

Bits 27:26 Reserved, must be kept at reset value.

Bit 25 FDCANSMEN: FDCAN clocks enable during Sleep and Stop modes
Set and cleared by software.
0: FDCAN clocks disabled by the clock gating“) during Sleep and Stop modes
1: FDCAN clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 24 Reserved, must be kept at reset value.

Bit 23 USBSMEN: USB device clocks enable during Sleep and Stop modes
Set and cleared by software.
0: USB device clocks disabled by the clock gating(” during Sleep and Stop modes
1: USB device clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 22 12C2SMEN: 12C2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 12C2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 21 12C1SMEN: 12C1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 12C1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C1 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 20 UART5SMEN: UARTS5 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: UARTS5 clocks disabled by the clock gating“) during Sleep and Stop modes
1: UARTS clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 19 UART4SMEN: UART4 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: UART4 clocks disabled by the clock gating“) during Sleep and Stop modes
1: UART4 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 18 USART3SMEN: USART3 clocks enable during Sleep and Stop modes
Set and cleared by software.

0: USARTS3 clocks disabled by the clock gating“) during Sleep and Stop modes
1: USARTS clocks enabled by the clock gating“) during Sleep and Stop modes
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Bit 17 USART2SMEN: USART2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: USART2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: USART?2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3SMEN: SPI3 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SPI3 clocks disabled by the clock gating“) during Sleep and Stop modes
1: SPI3 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 14 SPI2SMEN: SPI2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SPI2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: SPI2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 13:12 Reserved, must be kept at reset value.

Bit 11 WWDGSMEN: Window watchdog clocks enable during Sleep and Stop modes

Set and cleared by software. This bit is forced to ‘1’ by hardware when the hardware WWDG
option is activated.

0: Window watchdog clocks disabled by the clock gatingm during Sleep and Stop modes
1: Window watchdog clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 10 RTCAPBSMEN: RTC APB clock enable during Sleep and Stop modes
Set and cleared by software
0: RTC APB clock disabled by the clock gating“) during Sleep and Stop modes
1: RTC APB clock enabled by the clock gating“) during Sleep and Stop modes

Bit 9 Reserved, must be kept at reset value.

Bit 8 CRSSMEN: CRS timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: CRS clocks disabled by the clock gating!!) during Sleep and Stop modes
1: CRS clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 7:6 Reserved, must be kept at reset value.

Bit 5 TIM7SMEN: TIM7 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIMY7 clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM7 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit4 TIM6SMEN: TIM6 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM6 clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIMG6 clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 3 TIM5SMEN: TIM5 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM5 clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM5 clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 2 TIM4SMEN: TIM4 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM4 clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM4 clocks enabled by the clock gatingm during Sleep and Stop modes
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Bit 1 TIM3SMEN: TIM3 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM3 clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM3 clocks enabled by the clock gating“) during Sleep and Stop modes
Bit0 TIM2SMEN: TIM2 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM2 clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM2 clocks enabled by the clock gating(” during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

7.4.24 APB1 peripheral clocks enable in Sleep and Stop modes register 2
(RCC_APB1SMENRZ2)

Address offset: 0x7C
Reset value: 0x0000 0103

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LP
UCPD1 12C4
UART1
SMEN SMEN SMEN
w w w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 UCPD1SMEN: UCPD1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: UCPD1 clocks disabled by the clock gatingm during Sleep and Stop modes
1: UCPD1 clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 7:2 Reserved, must be kept at reset value.

Bit 1 12C4SMEN: I12C4 clocks enable during Sleep and Stop modes
Set and cleared by software

0: 12C4 clocks disabled by the clock gating(z) during Sleep and Stop modes
1: 12C4 clock enabled by the clock gating!!) during Sleep and Stop modes

Bit 0 LPUART1SMEN: Low power UART 1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LPUART1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: LPUART1 clocks enabled by the clock gating“) during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

2. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.
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7.4.25 APB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_APB2SMENR)

Address: 0x80
Reset value: 0x0437 F801

Access: word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HRTIM1 SAI1 TIM20 TIM17 | TIM16 | TIM15
SMEN SMEN | SMEN SMEN | SMEN | SMEN

rw w w w w w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Spia | UsaRti | e | seit | it ore
SMEN

w w w w w w

Bits 31:27 Reserved, must be kept at reset value.

Bit 26 HRTIM1SMEN: HRTIM1 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: HRTIM1 clocks disabled by the clock gating(” during Sleep and Stop modes
1: HRTIM1 clocks enabled by the clock gatingm during Sleep and Stop modes

Bits 25:22 Reserved, must be kept at reset value.

Bit 21 SAI1SMEN: SAl1 clocks enable during Sleep and Stop modes
Set and cleared by software.

0: SAI1 clocks disabled by the clock gatingm during Sleep and Stop modes
1: SAI1 clocks enabled by the clock gating(") during Sleep and Stop modes

Bit 20 TIM20SMEN: TIM20 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM20 clocks disabled by the clock gatingm during Sleep and Stop modes
1: TIM20 clocks enabled by the clock gatingm during Sleep and Stop modes

Bit 19 Reserved, must be kept at reset value.

Bit 18 TIM17SMEN: TIM17 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM17 timer clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM17 timer clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 17 TIM16SMEN: TIM16 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM16 timer clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM16 timer clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 16 TIM15SMEN: TIM15 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM15 timer clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM15 timer clocks enabled by the clock gating“) during Sleep and Stop mode
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Bit 15

Bit 14

Bit 13

Bit 12

Bits 10:1
Bit 0

Bit 11

Set and cleared by software.
0: SP14 clocks disabled by the clock gating“) during Sleep and Stop modes
1: SPI4 clocks enabled by the clock gating“) during Sleep and Stop mode

Set and cleared by software.

0: USART1clocks disabled by the clock gating“) during Sleep and Stop modes
1: USART1clocks enabled by the clock gating(1) during Sleep and Stop modes

Set and cleared by software.
0: TIM8 timer clocks disabled by the clock gatingm during Sleep and Stop modes
1: TIM8 timer clocks enabled by the clock gating(1) during Sleep and Stop modes

Set and cleared by software.
0: SPI1 clocks disabled by the clock gating duringm Sleep and Stop modes
1: SPI1 clocks enabled by the clock gating duringm Sleep and Stop modes

Set and cleared by software.
0: TIM1 timer clocks disabled by the clock gatingm during Sleep and Stop modes
1: TIM1P timer clocks enabled by the clock gatingm during Sleep and Stop modes

Stop modes
Set and cleared by software.
0: SYSCFG + COMP + VREFBUF + OPAMP clocks disabled by the clock gating!") during
Sleep and Stop modes
1: SYSCFG + COMP + VREFBUF + OPAMP clocks enabled by the clock gating!) during
Sleep and Stop modes

Reserved, must be kept at reset value.

SYSCFGSMEN: SYSCFG + COMP + VREFBUF + OPAMP clocks enable during Sleep and

SPI1SMEN: SPI1 clocks enable during Sleep and Stop modes

SPI4SMEN: SPI4 timer clocks enable during Sleep and Stop modes

USART1SMEN: USART1clocks enable during Sleep and Stop modes

TIM8SMEN: TIM8 timer clocks enable during Sleep and Stop modes

TIM1SMEN: TIM1 timer clocks enable during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

7.4.26 Peripherals independent clock configuration register (RCC_CCIPR)
Address: 0x88
Reset value: 0x0000 0000
Access: no wait states, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADC345SEL[1:0] | ADC12SEL[1:0]| CLK48SEL[1:0] | FDCANSEL[1:0] | 12S23SEL[1:0] SAIMSEL[1:0] LPTIM1SEL[1:0 I2C3SEL[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
. . LPUART1SEL UART5SEL UART4SEL USART3SEL USART2SEL USART1SEL
12C2SEL[1:0] 12C1SEL[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
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Bits 31:30

Bits 29:28

Bits 27:26

Bits 25:24

Bits 23:22

Bits 21:20

Bits 19:18

ADC345SEL[1:0]: ADC3/4/5 clock source selection
These bits are set and cleared by software to select the clock source used by the ADC345
interface.

00: No clock selected

01: PLL “P” clock selected as ADC345 clock

10: System clock selected as ADC3/4/5 clock

11: Reserved.

ADC12SEL[1:0]: ADC1/2 clock source selection
These bits are set and cleared by software to select the clock source used by the ADC
interface.
00: No clock selected
01: PLL “P” clock selected as ADC1/2 clock
10: System clock selected as ADC1/2 clock
11: Reserved

CLK48SEL[1:0]: 48 MHz clock source selection
These bits are set and cleared by software to select the 48 MHz clock source used by USB
device FS and RNG.
00: HSI48 clock selected as 48 MHz clock
01: Reserved
10: PLL “Q” clock (PLL48M1CLK) selected as 48 MHz clock
11: Reserved, must be kept at reset value

FDCANSEL[1:0]: clock source selection
These bits are set and cleared by software to select the FDCAN clock source.
00: HSE clock selected as FDCAN clock
01: PLL “Q” clock selected as FDCAN clock
10: PCLK clock selected as FDCAN clock
11: Reserved, must be kept at reset value.

12S23SEL[1:0]: clock source selection
These bits are set and cleared by software to select the 12S23 clock source.
00: System clock selected as 12S23 clock
01: PLL “Q” clock selected as 12S23 clock
10: Clock provided on 12S_CKIN pin is selected as 12S23 clock
11: HSI16 clock selected as 12523 clock.

SAIMSEL[1:0]: clock source selection
These bits are set and cleared by software to select the SAI clock source.
00: System clock selected as SAI clock
01: PLL “Q” clock selected as SAl clock
10: Clock provided on 12S_CKIN pin selected as SAIl clock
11: HSI16 clock selected as SAl clock

LPTIM1SEL[1:0]: Low power timer 1 clock source selection
These bits are set and cleared by software to select the LPTIM1 clock source.
00: PCLK selected as LPTIM1 clock
01: LSI clock selected as LPTIM1 clock
10: HSI16 clock selected as LPTIM1 clock
11: LSE clock selected as LPTIM1 clock
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Bits 17:16 12C3SEL[1:0]: I2C3 clock source selection
These bits are set and cleared by software to select the 12C3 clock source.
00: PCLK selected as 12C3 clock
01: System clock (SYSCLK) selected as 12C3 clock
10: HSI16 clock selected as 12C3 clock
11: Reserved

Bits 15:14 12C2SEL[1:0]: I12C2 clock source selection
These bits are set and cleared by software to select the 12C2 clock source.
00: PCLK selected as 12C2 clock
01: System clock (SYSCLK) selected as 12C2 clock
10: HSI16 clock selected as 12C2 clock
11: Reserved

Bits 13:12 12C1SEL[1:0]: I12C1 clock source selection
These bits are set and cleared by software to select the 12C1 clock source.
00: PCLK selected as 12C1 clock
01: System clock (SYSCLK) selected as 12C1 clock
10: HSI16 clock selected as 12C1 clock
11: Reserved

Bits 11:10 LPUART1SEL[1:0]: LPUART1 clock source selection
These bits are set and cleared by software to select the LPUART1 clock source.
00: PCLK selected as LPUART1 clock
01: System clock (SYSCLK) selected as LPUART1 clock
10: HSI116 clock selected as LPUART1 clock
11: LSE clock selected as LPUART1 clock

Bits 9:8 UARTS5SEL[1:0]: UARTS5 clock source selection
These bits are set and cleared by software to select the UARTS clock source.
00: PCLK selected as UARTS5 clock
01: System clock (SYSCLK) selected as UARTS5 clock
10: HSI16 clock selected as UARTS5 clock
11: LSE clock selected as UARTS5 clock

Bits 7:6 UART4SEL[1:0]: UART4 clock source selection
This bit is set and cleared by software to select the UART4 clock source.
00: PCLK selected as UART4 clock
01: System clock (SYSCLK) selected as UART4 clock
10: HSI16 clock selected as UART4 clock
11: LSE clock selected as UART4 clock
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Bits 5:4 USART3SEL[1:0]: USARTS3 clock source selection
This bit is set and cleared by software to select the USART3 clock source.
00: PCLK selected as USART3 clock
01: System clock (SYSCLK) selected as USART3 clock
10: HSI16 clock selected as USARTS3 clock
11: LSE clock selected as USARTS3 clock

Bits 3:2 USART2SEL[1:0]: USART2 clock source selection
This bit is set and cleared by software to select the USART2 clock source.
00: PCLK selected as USART2 clock
01: System clock (SYSCLK) selected as USART2 clock
10: HSI16 clock selected as USART2 clock
11: LSE clock selected as USART2 clock

Bits 1:0 USART1SEL[1:0]: USART1 clock source selection
This bit is set and cleared by software to select the USART1 clock source.
00: PCLK selected as USART1 clock
01: System clock (SYSCLK) selected as USART1 clock
10: HSI16 clock selected as USART1 clock
11: LSE clock selected as USART1 clock

7.4.27 RTC domain control register (RCC_BDCR)

Address offset: 0x90
Reset value: 0x0000 0000

Reset by RTC domain Reset, except LSCOSEL, LSCOEN and BDRST which are reset only
by RTC domain power-on reset.

Access: 0 < wait state < 3, word, half-word and byte access

Wait states are inserted in case of successive accesses to this register.

Note: The bits of the RTC domain control register (RCC_BDCR) are outside of the Voorge domain.
As a result, after Reset, these bits are write-protected and the DBP bit in the Section 6.4.1:
Power control register 1 (PWR_CR1) has to be set before these can be modified. Refer to
Section 6.1.3: Battery backup domain on page 232 for further information. These bits
(except LSCOSEL, LSCOEN and BDRST) are only reset after a RTC domain Reset (see
Section 7.1.3: RTC domain reset). Any internal or external Reset will not have any effect on

these bits.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LSCO | LSCO

SEL EN BDRST

rw rw rw

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

RTC X LSE LSE i LSE LSE

EN RTCSEL[1:0] csSD |csson| LSEDRVITOL | go5 | Rpy |LSEON

w rw rw r rw rw w rw r rw
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Bits 31:26
Bit 25

Bit 24

Bits 23:17
Bit 16

Bit 15

Bits 14:10
Bits 9:8

Bit 7
Bit 6

Bit 5

3

Reserved, must be kept at reset value.

LSCOSEL.: Low speed clock output selection

Set and cleared by software.
0: LSI clock selected
1: LSE clock selected

LSCOEN: Low speed clock output enable

Set and cleared by software.
0: Low speed clock output (LSCO) disable
1: Low speed clock output (LSCO) enable

Reserved, must be kept at reset value.
BDRST: RTC domain software reset

Set and cleared by software.
0: Reset not activated
1: Reset the entire RTC domain

RTCEN: RTC clock enable

Set and cleared by software.
0: RTC clock disabled
1: RTC clock enabled

Reserved, must be kept at reset value.
RTCSEL[1:0]: RTC clock source selection

Set by software to select the clock source for the RTC. Once the RTC clock source has been
selected, it cannot be changed anymore unless the RTC domain is reset, or unless a failure
is detected on LSE (LSECSSD is set). The BDRST bit can be used to reset them.

00: No clock

01: LSE oscillator clock used as RTC clock

10: LS| oscillator clock used as RTC clock

11: HSE oscillator clock divided by 32 used as RTC clock

Reserved, must be kept at reset value.

LSECSSD: CSS on LSE failure Detection

Set by hardware to indicate when a failure has been detected by the Clock Security System
on the external 32 kHz oscillator (LSE).

0: No failure detected on LSE (32 kHz oscillator)

1: Failure detected on LSE (32 kHz oscillator)

LSECSSON: CSS on LSE enable

Set by software to enable the Clock Security System on LSE (32 kHz oscillator).
LSECSSON must be enabled after the LSE oscillator is enabled (LSEON bit enabled) and
ready (LSERDY flag set by hardware), and after the RTCSEL bit is selected.

Once enabled this bit cannot be disabled, except after a LSE failure detection (LSECSSD
=1). In that case the software MUST disable the LSECSSON bit.

0: CSS on LSE (32 kHz external oscillator) OFF

1: CSS on LSE (32 kHz external oscillator) ON
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Bits 4:3 LSEDRV[1:0]: LSE oscillator drive capability
Set by software to modulate the LSE oscillator’s drive capability.
00: ‘Xtal mode’ lower driving capability
01: ‘Xtal mode’ medium low driving capability
10: ‘Xtal mode’ medium high driving capability
11: “Xtal mode’ higher driving capability
The oscillator is in Xtal mode when it is not in bypass mode.

Bit 2 LSEBYP: LSE oscillator bypass
Set and cleared by software to bypass oscillator in debug mode. This bit can be written only
when the external 32 kHz oscillator is disabled (LSEON=0 and LSERDY=0).
0: LSE oscillator not bypassed
1: LSE oscillator bypassed
Bit 1 LSERDY: LSE oscillator ready

Set and cleared by hardware to indicate when the external 32 kHz oscillator is stable. After
the LSEON bit is cleared, LSERDY goes low after 6 external low-speed oscillator clock
cycles.

0: LSE oscillator not ready
1: LSE oscillator ready

Bit 0 LSEON: LSE oscillator enable
Set and cleared by software.
0: LSE oscillator OFF
1: LSE oscillator ON

7.4.28 Control/status register (RCC_CSR)
Address: 0x94
Reset value: 0x0C00 0000
Reset by system Reset, except reset flags by power Reset only.

Access: 0 < wait state < 3, word, half-word and byte access

Wait states are inserted in case of successive accesses to this register.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPWR | WWDG | IWDG SFT BOR PIN OBL RMVF
RSTF RSTF RSTF | RSTF | RSTF | RSTF RSTF
r r r r r r r w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LSI
RDY LSION
r w
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Bit 31 LPWRRSTF: Low-power reset flag

Set by hardware when a reset occurs due to illegal Stop, Standby or Shutdown mode entry.
Cleared by writing to the RMVF bit.

0: No illegal mode reset occurred

1: lllegal mode reset occurred

Bit 30 WWDGRSTF: Window watchdog reset flag

Set by hardware when a window watchdog reset occurs.
Cleared by writing to the RMVF bit.

0: No window watchdog reset occurred

1: Window watchdog reset occurred

Bit 29 IWDGRSTF: Independent window watchdog reset flag

Set by hardware when an independent watchdog reset domain occurs.
Cleared by writing to the RMVF bit.

0: No independent watchdog reset occurred

1: Independent watchdog reset occurred

Bit 28 SFTRSTF: Software reset flag

Set by hardware when a software reset occurs.
Cleared by writing to the RMVF bit.

0: No software reset occurred

1: Software reset occurred

Bit 27 BORRSTF: BOR flag
Set by hardware when a BOR occurs.
Cleared by writing to the RMVF bit.

0: No BOR occurred
1: BOR occurred

Bit 26 PINRSTF: Pin reset flag
Set by hardware when a reset from the NRST pin occurs.
Cleared by writing to the RMVF bit.
0: No reset from NRST pin occurred
1: Reset from NRST pin occurred

Bit 25 OBLRSTF: Option byte loader reset flag
Set by hardware when a reset from the Option Byte loading occurs.
Cleared by writing to the RMVF bit.
0: No reset from Option Byte loading occurred
1: Reset from Option Byte loading occurred

Bit 24 Reserved, must be kept at reset value.

Bit 23 RMVF: Remove reset flag

Set by software to clear the reset flags.
0: No effect
1: Clear the reset flags

3
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Bits 22:2 Reserved, must be kept at reset value.

Bit 1 LSIRDY: LSI oscillator ready
Set and cleared by hardware to indicate when the LSI oscillator is stable. After the LSION bit
is cleared, LSIRDY goes low after 3 LS| oscillator clock cycles. This bit can be set even if
LSION = 0 if the LSl is requested by the Clock Security System on LSE, by the Independent
Watchdog or by the RTC.
0: LSI oscillator not ready
1: LSl oscillator ready

Bit 0 LSION: LS| oscillator enable

Set and cleared by software.
0: LSI oscillator OFF
1: LSI oscillator ON

7.4.29 Clock recovery RC register (RCC_CRRCR)
Address: 0x98
Reset value: 0x0000 XXX0
Where X is factory-programmed.

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
. HSI48 | HSI48
HSI48CAL[8:0] RoY | ON
r | r | r | r | r | r | r | r | r r w

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:7 HSI48CAL[8:0]: HSI48 clock calibration
These bits are initialized at startup with the factory-programmed HSI48 calibration trim value.
They are ready only.

Bits 6:2 Reserved, must be kept at reset value.

Bit 1 HSI48RDY: HSI48 clock ready flag
Set by hardware to indicate that HSI48 oscillator is stable. This bit is set only when HSI48 is
enabled by software by setting HSI480ON.
0: HSI48 oscillator not ready
1: HSI48 oscillator ready

Bit 0 HSI480N: HSI48 clock enable
Set and cleared by software.
Cleared by hardware to stop the HSI48 when entering in Stop, Standby or Shutdown modes.
0: HS148 oscillator OFF
1: HS148 oscillator ON

3
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7.4.30 Peripherals independent clock configuration register (RCC_CCIPR2)
Address: 0x9C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
Wait states are inserted in case of successive accesses to this register.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
QSPISEL
[1:0]
w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
12C4SEL[1:0]
rw w
Bits 31:22 Reserved, must be kept at reset value.
Bits 21:20 QSPISEL[1:0]: QUADSPI clock source selection
Set and reset by software.
00: system clock selected as QUADSPI kernel clock
01: HSI16 clock selected as QUADSPI kernel clock
10: PLL “Q” clock selected as QUADSPI kernel clock
11: reserved
Bits 19:2 Reserved, must be kept at reset value.
Bits 1:0 12C4SEL[1:0]: 12C4 clock source selection
These bits are set and cleared by software to select the 12C4 clock source.
00: PCLK selected as 12C4 clock
01: System clock (SYSCLK) selected as 12C4 clock
10: HSI16 clock selected as 12C4 clock
11: reserved
7.4.31 RCC register map
The following table gives the RCC register map and the reset values.
Table 51. RCC register map and reset values
Offset| Register 5|8 |Q|J K& |QIARN|S|KRNS2ER2IZ2E F S oo ~|0|v|t|m| N |0
> o> > %
alz Z | |al|Z A z
RCC_CR 5% ﬁmgﬁ Q_:é(%
0x00 7|z 82|22 7 ? @
Reset value 0|0|0|0O|0O|O 0|{0|0fO0 0(0|0
RCC_ICSCR HSITRIM[6:0] HSICAL[7:0]
0x04
Reset value 1‘0‘0 0‘0|o‘oxxxxxxxx
MCOPRE| MCOSEL PPRE2 | PPRE1 ~ | SWS| SwW
1.0q | REC-CFOR [2:0] (3:0] 0] | o |PREEO 07| 10)
Reset value o‘o‘o 0‘0|o‘o o‘o‘o o‘o‘o o‘o|o‘o o‘o o|o
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Table 51. RCC register map and reset values (continued)
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Table 51. RCC register map and reset values (continued)
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Table 51. RCC register map and reset values (continued)
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Table 51. RCC register map and reset values (continued)

Offset| Register 5| |Q|X |K|K|Q|JI|IRASKS2|5[R2Z Q=20 |0~ |01 ||| |0
5lz

2lo

RCC_CRRCR HSI48CAL[8:0] o |2

0x98 &la
T T

Reset value X|X|X[X[X[X|X|X]|X 0|0

7 2

RCC_CCIPR2 =) 75

0x9C 8 — 8 —
Reset value 0|0 0|0

Refer to Section 2.2 on page 81 for the register boundary addresses.
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Clock recovery system (CRS)

Introduction

The clock recovery system (CRS) is an advanced digital controller acting on the internal
fine-granularity trimmable RC oscillator HSI48. The CRS provides powerful means for
oscillator output frequency evaluation, based on comparison with a selectable
synchronization signal. It is capable of doing automatic adjustment of oscillator trimming
based on the measured frequency error value, while keeping the possibility of a manual
trimming.

The CRS is ideally suited to provide a precise clock to the USB peripheral. In such case, the
synchronization signal can be derived from the start-of-frame (SOF) packet signalization on
the USB bus, which is sent by a USB host at 1 ms intervals.

The synchronization signal can also be derived from the LSE oscillator output or it can be
generated by user software.

CRS main features

e  Selectable synchronization source with programmable prescaler and polarity:
—  LSE oscillator output
- packet reception
e Possibility to generate synchronization pulses by software
e  Automatic oscillator trimming capability with no need of CPU action
e  Manual control option for faster start-up convergence
e  16-bit frequency error counter with automatic error value capture and reload
e  Programmable limit for automatic frequency error value evaluation and status reporting
e  Maskable interrupts/events:
—  Expected synchronization (ESYNC)
—  Synchronization OK (SYNCOK)
—  Synchronization warning (SYNCWARN)
—  Synchronization or trimming error (ERR)

CRS implementation

Table 52. CRS features
Feature CRS1

TRIM width 7 bits

3
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8.4 CRS functional description
8.4.1 CRS block diagram
Figure 23. CRS block diagram
CRS_SYNC
GPIO
SYNCSRC SWSYNC
#i A 4
0SC32_IN st R SYNC divider
0SC32_OUT P (1./2,/4,...,/1128)
SYNC
USB_DP
usB
USB_DM ]
A 4
TRM |e—{ FEDIR || FECAP
A A
RCC RC 48 MHz »|  16-bit counter
RELOAD
HSI48  To USB
To RNG
MSv34708V1
8.4.2 Synchronization input

3

The CRS synchronization (SYNC) source, selectable through the CRS_CFGR register, can
be the signal from the LSE clock or the USB SOF signal. For a better robustness of the
SYNC input, a simple digital filter (2 out of 3 majority votes, sampled by the HSI48 clock) is
implemented to filter out any glitches. This source signal also has a configurable polarity
and can then be divided by a programmable binary prescaler to obtain a synchronization
signal in a suitable frequency range (usually around 1 kHz).

For more information on the CRS synchronization source configuration, refer to
Section 8.7.2: CRS configuration register (CRS_CFGR).

It is also possible to generate a synchronization event by software, by setting the SWSYNC
bit in the CRS_CR register.
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8.4.3

Frequency error measurement

The frequency error counter is a 16-bit down/up counter which is reloaded with the RELOAD
value on each SYNC event. It starts counting down till it reaches the zero value, where the
ESYNC (expected synchronization) event is generated. Then it starts counting up to the
OUTRANGE limit where it eventually stops (if no SYNC event is received) and generates a
SYNCMISS event. The OUTRANGE limit is defined as the frequency error limit (FELIM field
of the CRS_CFGR register) multiplied by 128.

When the SYNC event is detected, the actual value of the frequency error counter and its
counting direction are stored in the FECAP (frequency error capture) field and in the FEDIR
(frequency error direction) bit of the CRS_ISR register. When the SYNC event is detected
during the downcounting phase (before reaching the zero value), it means that the actual
frequency is lower than the target (and so, that the TRIM value must be incremented), while
when it is detected during the upcounting phase it means that the actual frequency is higher
(and that the TRIM value must be decremented).

Figure 24. CRS counter behavior

CRS counter value

A
RELOAD ]
AY]
ESYNC
QV: U/p‘
Frequency
OUTRANGE error counter
(128 x FELIM) [T N T T, " stopped
WARNING LIMIT ; ‘
(3xFELIM) ( 777777777777777777777777777777777777777777777777
TOLERANCE LIMIT i |
(FELIM) o N
D) ! I ! ! I ! »
< ] NI —r
Trimming action: 0 | +2 P41 0 -1 -2 1 0
CRS event: SYNCERR SYNCWARN | SYNCOK | SYNCWARN
SYNCMISS
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Frequency error evaluation and automatic trimming

The measured frequency error is evaluated by comparing its value with a set of limits:
e  TOLERANCE LIMIT, given directly in the FELIM field of the CRS_CFGR register
e  WARNING LIMIT, defined as 3 x FELIM value

e  OUTRANGE (error limit), defined as 128 x FELIM value
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Note:

8.4.5

3

The result of this comparison is used to generate the status indication and also to control the
automatic trimming which is enabled by setting the AUTOTRIMEN bit in the CRS_CR
register:

e  When the frequency error is below the tolerance limit, it means that the actual trimming
value in the TRIM field is the optimal one, hence no trimming action is needed.

— SYNCOK status indicated
—  TRIM value not changed in AUTOTRIM mode

e When the frequency error is below the warning limit but above or equal to the tolerance
limit, it means that some trimming action is necessary but that adjustment by one
trimming step is enough to reach the optimal TRIM value.

— SYNCOK status indicated
—  TRIM value adjusted by one trimming step in AUTOTRIM mode

e  When the frequency error is above or equal to the warning limit but below the error
limit, it means that a stronger trimming action is necessary, and there is a risk that the
optimal TRIM value is not reached for the next period.

— SYNCWARN status indicated
—  TRIM value adjusted by two trimming steps in AUTOTRIM mode

e When the frequency error is above or equal to the error limit, it means that the
frequency is out of the trimming range. This can also happen when the SYNC input is
not clean or when some SYNC pulse is missing (for example when one USB SOF is
corrupted).

— SYNCERR or SYNCMISS status indicated
—  TRIM value not changed in AUTOTRIM mode

If the actual value of the TRIM field is so close to its limits that the automatic trimming would
force it to overflow or underflow, then the TRIM value is set just to the limit and the
TRIMOVF status is indicated.

In AUTOTRIM mode (AUTOTRIMEN bit set in the CRS_CR register), the TRIM field of
CRS_CR is adjusted by hardware and is read-only.

CRS initialization and configuration

RELOAD value

The RELOAD value must be selected according to the ratio between the target frequency
and the frequency of the synchronization source after prescaling. It is then decreased by
one to reach the expected synchronization on the zero value. The formula is the following:

RELOAD = (frarceTt / fsyne) - 1

The reset value of the RELOAD field corresponds to a target frequency of 48 MHz and a
synchronization signal frequency of 1 kHz (SOF signal from USB).

FELIM value

The selection of the FELIM value is closely coupled with the HSI148 oscillator characteristics
and its typical trimming step size. The optimal value corresponds to half of the trimming step
size, expressed as a number of HSI48 oscillator clock ticks. The following formula can be
used:

FELIM = (frargeT / fsyne) * STEP[%] / 100% / 2
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Caution:
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The result must be always rounded up to the nearest integer value to obtain the best
trimming response. If frequent trimming actions are not needed in the application, the
hysteresis can be increased by slightly increasing the FELIM value.

The reset value of the FELIM field corresponds to (frargeT / fsync) = 48000 and to a typical

trimming step size of 0.14%.

The trimming step size depends upon the product, check the datasheet for accurate setting.

There is no hardware protection from a wrong configuration of the RELOAD and FELIM
fields which can lead to an erratic trimming response. The expected operational mode
requires proper setup of the RELOAD value (according to the synchronization source
frequency), which is also greater than 128 * FELIM value (OUTRANGE limit).

CRS low-power modes

Table 53. Effect of low-power modes on CRS

Mode Description
Sleep No effect. CRS interrupts cause the device to exit the Sleep mode.
Stop CRS registers are frozen. The CRS stops operating until the Stop mode is exited and the

HSI148 oscillator restarted.

Standby | The CRS peripheral is powered down and must be reinitialized after exiting Standby mode.

CRS interrupts

Table 54. Interrupt control bits

Enable Clear
Interrupt event Event flag control bit flag bit
Expected synchronization ESYNCF ESYNCIE ESYNCC
Synchronization OK SYNCOKF SYNCOKIE SYNCOKC
Synchronization warning SYNCWARNF | SYNCWARNIE | SYNCWARNC
Synchronization or trimming error ERRF ERRIE ERRC

(TRIMOVF, SYNCMISS, SYNCERR)
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8.7 CRS registers
Refer to Section 1.2 on page 73 for a list of abbreviations used in register descriptions.
The peripheral registers can be accessed only by words (32-bit).
8.71 CRS control register (CRS_CR)
Address offset: 0x00
Reset value: 0x0000 X000 (X=4 for products supporting 7-bit TRIM width, otherwise X=2)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
. SW | AUTO ESYNCI SYNC | SYNC
TRIMI6:0] sYNC |TRIMEN| CEN E ERRIE | wARNIE | OKIE
nN|rw|nN|rw|rw|rw|nN twl [ rw w w w w rw
Bits 31:15 Reserved, must be kept at reset value.
Bits 14:8 TRIM[6:0]: HSI48 oscillator smooth trimming
The default value of the HSI48 oscillator smooth trimming is 64, which corresponds to the
middle of the trimming interval.
Bit 7 SWSYNC: Generate software SYNC event
This bit is set by software in order to generate a software SYNC event. It is automatically
cleared by hardware.
0: No action
1: A software SYNC event is generated.
Bit 6 AUTOTRIMEN: Automatic trimming enable
This bit enables the automatic hardware adjustment of TRIM bits according to the measured
frequency error between two SYNC events. If this bit is set, the TRIM bits are read-only. The
TRIM value can be adjusted by hardware by one or two steps at a time, depending on the
measured frequency error value. Refer to Section 8.4.4 for more details.
0: Automatic trimming disabled, TRIM bits can be adjusted by the user.
1: Automatic trimming enabled, TRIM bits are read-only and under hardware control.
Bit 5 CEN: Frequency error counter enable
This bit enables the oscillator clock for the frequency error counter.
0: Frequency error counter disabled
1: Frequency error counter enabled
When this bit is set, the CRS_CFGR register is write-protected and cannot be modified.
Bit 4 Reserved, must be kept at reset value.
Bit 3 ESYNCIE: Expected SYNC interrupt enable
0: Expected SYNC (ESYNCF) interrupt disabled
1: Expected SYNC (ESYNCF) interrupt enabled
Bit 2 ERRIE: Synchronization or trimming error interrupt enable

3

0: Synchronization or trimming error (ERRF) interrupt disabled
1: Synchronization or trimming error (ERRF) interrupt enabled
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8.7.2

31

Bit 1 SYNCWARNIE: SYNC warning interrupt enable

0: SYNC warning (SYNCWARNF) interrupt disabled
1: SYNC warning (SYNCWARNF) interrupt enabled

Bit 0 SYNCOKIE: SYNC event OK interrupt enable
0: SYNC event OK (SYNCOKF) interrupt disabled
1: SYNC event OK (SYNCOKF) interrupt enabled

CRS configuration register (CRS_CFGR)

This register can be written only when the frequency error counter is disabled (CEN bit is
cleared in CRS_CR). When the counter is enabled, this register is write-protected.

Address offset: 0x04

Reset value: 0x2022 BB7F

30 29 28

27

26 25 24 23

22

21

20 19

17 16

SYNCPOL

SYNCSRC[1:0]

SYNCDIV[2:0]

FELIM([7:0]

w

w | w

2

[ o [ o ]

15

14 13 12

1"

10 9 8 7

[$,]

4 3

RELOAD[15:0]

w

[ oo [ [ [ow [ [ [ [ o]

[ [ ]
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Bit 31 SYNCPOL: SYNC polarity selection
This bit is set and cleared by software to select the input polarity for the SYNC signal source.
0: SYNC active on rising edge (default)
1: SYNC active on falling edge

Bit 30 Reserved, must be kept at reset value.

Bits 29:28 SYNCSRC[1:0]: SYNC signal source selection
These bits are set and cleared by software to select the SYNC signal source.

00: GPIO selected as SYNC signal source
01: LSE selected as SYNC signal source

10: USB SOF selected as SYNC signal source (default).
11: Reserved

Note: When using USB LPM (Link Power Management) and the device is in Sleep mode, the
periodic USB SOF is not generated by the host. No SYNC signal is therefore provided
to the CRS to calibrate the HSI48 oscillator on the run. To guarantee the required clock
precision after waking up from Sleep mode, the LSE or reference clock on the GPIOs
should be used as SYNC signal.

Bit 27 Reserved, must be kept at reset value.

Bits 26:24 SYNCDIV[2:0]: SYNC divider
These bits are set and cleared by software to control the division factor of the SYNC signal.
000: SYNC not divided (default)
001: SYNC divided by 2
010: SYNC divided by 4
011: SYNC divided by 8
100: SYNC divided by 16
101: SYNC divided by 32
110: SYNC divided by 64
111: SYNC divided by 128
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Bits 23:16 FELIM[7:0]: Frequency error limit

FELIM contains the value to be used to evaluate the captured frequency error value latched
in the FECAP[15:0] bits of the CRS_ISR register. Refer to Section 8.4.4 for more details
about FECAP evaluation.

Bits 15:0 RELOADI[15:0]: Counter reload value

RELOAD is the value to be loaded in the frequency error counter with each SYNC event.
Refer to Section 8.4.3 for more details about counter behavior.

8.7.3 CRS interrupt and status register (CRS_ISR)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FECAP[15:0]
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RS comer] e | e, | e

r r r r r r r r

Bits 31:16 FECAP[15:0]: Frequency error capture

FECAP is the frequency error counter value latched in the time of the last SYNC event.
Refer to Section 8.4.4 for more details about FECAP usage.

Bit 15 FEDIR: Frequency error direction
FEDIR is the counting direction of the frequency error counter latched in the time of the last
SYNC event. It shows whether the actual frequency is below or above the target.
0: Upcounting direction, the actual frequency is above the target.
1: Downcounting direction, the actual frequency is below the target.

Bits 14:11 Reserved, must be kept at reset value.

Bit 10 TRIMOVF: Trimming overflow or underflow
This flag is set by hardware when the automatic trimming tries to over- or under-flow the
TRIM value. An interrupt is generated if the ERRIE bit is set in the CRS_CR register. It is
cleared by software by setting the ERRC bit in the CRS_ICR register.
0: No trimming error signalized
1: Trimming error signalized

Bit 9 SYNCMISS: SYNC missed

This flag is set by hardware when the frequency error counter reached value FELIM * 128
and no SYNC was detected, meaning either that a SYNC pulse was missed or that the
frequency error is too big (internal frequency too high) to be compensated by adjusting the
TRIM value, and that some other action has to be taken. At this point, the frequency error
counter is stopped (waiting for a next SYNC) and an interrupt is generated if the ERRIE bit is
setin the CRS_CR register. It is cleared by software by setting the ERRC bit in the CRS_ICR
register.

0: No SYNC missed error signalized

1: SYNC missed error signalized

3
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Bit 8 SYNCERR: SYNC error
This flag is set by hardware when the SYNC pulse arrives before the ESYNC event and the
measured frequency error is greater than or equal to FELIM * 128. This means that the
frequency error is too big (internal frequency too low) to be compensated by adjusting the
TRIM value, and that some other action has to be taken. An interrupt is generated if the
ERRIE bit is set in the CRS_CR register. It is cleared by software by setting the ERRC bit in
the CRS_ICR register.
0: No SYNC error signalized
1: SYNC error signalized

Bits 7:4 Reserved, must be kept at reset value.

Bit 3 ESYNCF: Expected SYNC flag
This flag is set by hardware when the frequency error counter reached a zero value. An
interrupt is generated if the ESYNCIE bit is set in the CRS_CR register. It is cleared by
software by setting the ESYNCC bit in the CRS_ICR register.
0: No expected SYNC signalized
1: Expected SYNC signalized

Bit 2 ERREF: Error flag
This flag is set by hardware in case of any synchronization or trimming error. It is the logical
OR of the TRIMOVF, SYNCMISS and SYNCERR bits. An interrupt is generated if the ERRIE
bit is set in the CRS_CR register. It is cleared by software in reaction to setting the ERRC bit
in the CRS_ICR register, which clears the TRIMOVF, SYNCMISS and SYNCERR bits.
0: No synchronization or trimming error signalized
1: Synchronization or trimming error signalized

Bit 1 SYNCWARNF: SYNC warning flag
This flag is set by hardware when the measured frequency error is greater than or equal to
FELIM * 3, but smaller than FELIM * 128. This means that to compensate the frequency
error, the TRIM value must be adjusted by two steps or more. An interrupt is generated if the
SYNCWARNIE bit is set in the CRS_CR register. It is cleared by software by setting the
SYNCWARNC bit in the CRS_ICR register.
0: No SYNC warning signalized
1: SYNC warning signalized

Bit 0 SYNCOKF: SYNC event OK flag
This flag is set by hardware when the measured frequency error is smaller than FELIM * 3.
This means that either no adjustment of the TRIM value is needed or that an adjustment by
one trimming step is enough to compensate the frequency error. An interrupt is generated if
the SYNCOKIE bit is set in the CRS_CR register. It is cleared by software by setting the
SYNCOKC bit in the CRS_ICR register.
0: No SYNC event OK signalized
1: SYNC event OK signalized

3
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8.74 CRS interrupt flag clear register (CRS_ICR)

Address offset: 0x0C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SYNC | SYNC
ESYNCC | ERRC WARNC | OKC
w w w w

Bits 31:4 Reserved, must be kept at reset value.

Bit 3 ESYNCC: Expected SYNC clear flag
Writing 1 to this bit clears the ESYNCF flag in the CRS_ISR register.

Bit 2 ERRC: Error clear flag

Writing 1 to this bit clears TRIMOVF, SYNCMISS and SYNCERR bits and consequently also
the ERRF flag in the CRS_ISR register.

Bit 1 SYNCWARNC: SYNC warning clear flag
Writing 1 to this bit clears the SYNCWARNF flag in the CRS_ISR register.

Bit0 SYNCOKC: SYNC event OK clear flag
Writing 1 to this bit clears the SYNCOKF flag in the CRS_ISR register.

8.7.5 CRS register map

Table 55. CRS register map and reset values

Offset | Register |5/ 2 | 8| K[ Q4| 3 2|/ T8 2| =[] 2| @ 2| 2| N | 2| | 0| ~| 0| 0| <[ | | =| o
z w
w z|W
§ %EZ %EEE%
CRS_CR = TRIM[5:0] olE| @ Zlz|=|o
0x00 s 2|0|° olwulQ|Z
nlE i Z| >
=) Sl
< n
Reset value 1 0‘0‘0‘0‘0‘000000000
-
2| |SsYNC SYNC
CRS_CFGR | O SRC DIV FELIM[7:0] RELOAD[15:0]
0x04 g [1:0] [2:0]
)
Reset value | 0 1‘0 o‘o|o o‘o|1‘o‘o|o‘1‘o tlol1lalalola|1]olaa]a]1]1]1]1
0 =
@ Lol g '-GLan"x"
= o| S| uw IR
CRS_ISR FECAP[15:0] a S| 5| o AAEdRs
0x08 o EEE mu%i
=l ol »n w >| 0
%)
Reset value o‘o‘o‘o|o‘o‘o|o‘o‘o|o‘o‘o|o‘o‘oo o|o|o ojofo]o
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Table 55. CRS register map and reset values (continued)

i oo o v t|ln o~ oo o~ 1| <™ o~ o
Offset | Register |5 QNLRI[NNS A o| o

™M M N N~ |||~ |

3

2
1
0

0x0C

CRS_ICR

ESYNCC
ERRC

Reset value

o

© | SYNCWARNC
SYNCOKC

o
o
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Refer to Section 2.2 on page 81 for the register boundary addresses.
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General-purpose 1/0s (GPIO)

Introduction

Each general-purpose I/O port has four 32-bit configuration registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR and GPIOx_PUPDR), two 32-bit data registers
(GPIOx_IDR and GPIOx_ODR) and a 32-bit set/reset register (GPIOx_BSRR). In addition
all GPIOs have a 32-bit locking register (GPIOx_LCKR) and two 32-bit alternate function
selection registers (GPIOx_AFRH and GPIOx_AFRL).

GPIO main features

e  Output states: push-pull or open drain + pull-up/down

e  Output data from output data register (GPIOx_ODR) or peripheral (alternate function
output)

e  Speed selection for each I/O

e Input states: floating, pull-up/down, analog

e Input data to input data register (GPIOx_IDR) or peripheral (alternate function input)
e Bit set and reset register (GPIOx_ BSRR) for bitwise write access to GPIOx_ODR

e  Locking mechanism (GPIOx_LCKR) provided to freeze the I/O port configurations

e Analog function

e Alternate function selection registers

e Fast toggle capable of changing every two clock cycles

e Highly flexible pin multiplexing allows the use of I/O pins as GPIOs or as one of several
peripheral functions

GPIO functional description

Subject to the specific hardware characteristics of each I/O port listed in the datasheet, each
port bit of the general-purpose 1/0 (GPIO) ports can be individually configured by software in
several modes:

e Input floating

e Input pull-up

e Input-pull-down

e Analog

e  Output open-drain with pull-up or pull-down capability

e Output push-pull with pull-up or pull-down capability

e  Alternate function push-pull with pull-up or pull-down capability

e Alternate function open-drain with pull-up or pull-down capability

Each 1/O port bit is freely programmable, however the 1/O port registers have to be
accessed as 32-bit words, half-words or bytes. The purpose of the GPIOx_BSRR register is

to allow atomic read/modify accesses to any of the GPIOx_ODR registers. In this way, there
is no risk of an IRQ occurring between the read and the modify access.
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Figure 25 and Figure 26 show the basic structures of a standard and a 5-Volt tolerant 1/0
port bit, respectively. Table 56 gives the possible port bit configurations.

Figure 25. Basic structure of an 1/O port bit
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Figure 26. Basic structure of a 5-Volt tolerant I1/O port bit
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1. Vpp_fris a potential specific to five-volt tolerant 1/Os and different from Vpp.
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Table 56. Port bit configuration table(!)

Mﬁ?:](i) OTYPE(i) OSFEE]D“) Pl[j:(?](i) 1/0 configuration

0 0 GP output PP
0 0 GP output PP + PU
0 1 GP output PP + PD
0 SPEED 1 Reserved

o1 1 [1:0] 0 GP output oD
1 0 GP output OD + PU
1 1 GP output OD + PD
1 1 Reserved (GP output OD)
0 0 AF PP
0 0 AF PP + PU
0 1 AF PP + PD
0 SPEED 1 Reserved

10 1 (1:0] 0 AF oD
1 0 AF OD + PU
1 1 AF OD +PD
1 1 Reserved
X X X 0 Input Floating

00 X X X 0 Input PU
X X X 1 Input PD
X X X 1 Reserved (input floating)
X X X 0 Input/output ‘ Analog
X X X 0 Reserved

" X X X 1 Input/output ‘Analog, PD
X X X 1 Reserved

1. GP = general-purpose, PP = push-pull, PU = pull-up, PD = pull-down, OD = open-drain, AF = alternate

function.
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9.3.1

9.3.2
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General-purpose 1/0 (GPIO)

During and just after reset, the alternate functions are not active and most of the I/O ports
are configured in analog mode.

The debug pins are in AF pull-up/pull-down after reset:

e PA15: JTDI in pull-up

e PA14: JTCK/SWCLK in pull-down

e PA13: JTMS/SWDAT in pull-up

e PB4: NJTRST in pull-up

e PB3: JTDO in floating state no pull-up/pull-down

PB8/BOOTO is in input mode during the reset until at least the end of the option byte
loading phase. See Section 9.3.15: Using PB8 as GPIO.

When the pin is configured as output, the value written to the output data register
(GPIOx_ODR) is output on the I/O pin. It is possible to use the output driver in push-pull
mode or open-drain mode (only the low level is driven, high level is HI-Z).

The input data register (GPIOx_IDR) captures the data present on the I/O pin at every AHB
clock cycle.

All GPIO pins have weak internal pull-up and pull-down resistors, which can be activated or
not depending on the value in the GPIOx_PUPDR register.

1/0 pin alternate function multiplexer and mapping

The device I/O pins are connected to on-board peripherals/modules through a multiplexer
that allows only one peripheral alternate function (AF) connected to an I/O pin at a time. In
this way, there can be no conflict between peripherals available on the same 1/O pin.

Each I/0O pin has a multiplexer with up to sixteen alternate function inputs (AFO to AF15) that
can be configured through the GPIOx_AFRL (for pin 0 to 7) and GPIOx_AFRH (for pin 8 to
15) registers:

e After reset the multiplexer selection is alternate function 0 (AFQ). The I/Os are
configured in alternate function mode through GPIOx_MODER register.

e The specific alternate function assignments for each pin are detailed in the device
datasheet.

In addition to this flexible I/O multiplexing architecture, each peripheral has alternate
functions mapped onto different I/O pins to optimize the number of peripherals available in
smaller packages.

To use an I/O in a given configuration, the user has to proceed as follows:

e Debug function: after each device reset these pins are assigned as alternate function
pins immediately usable by the debugger host

e  GPIO: configure the desired 1/O as output, input or analog in the GPIOx_MODER
register.

e Peripheral alternate function:

—  Connect the I/O to the desired AFx in one of the GPIOx_AFRL or GPIOx_AFRH
register.

—  Select the type, pull-up/pull-down and output speed via the GPIOx_OTYPER,
GPIOx_PUPDR and GPIOx_OSPEEDER registers, respectively.
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—  Configure the desired I/O as an alternate function in the GPIOx_MODER register.
e Additional functions:

—  For the ADC, DAC, OPAMP and COMP, configure the desired 1/O in analog mode
in the GPIOx_MODER register and configure the required function in the ADC,
DAC, OPAMP, and COMP registers.

As indicated above, for the additional functions (such as DAC or OPAMP), the
output is controlled by the corresponding peripheral. Care must be taken to select
the 1/0O port analog function before enabling the additional function output in the
peripheral control register.

—  For the additional functions like RTC, WKUPx and oscillators, configure the
required function in the related RTC, PWR and RCC registers. These functions
have priority over the configuration in the standard GPIO registers.

Refer to the “Alternate function mapping” table in the device datasheet for the detailed
mapping of the alternate function 1/O pins.

9.3.3 1/0 port control registers

Each of the GPIO ports has four 32-bit memory-mapped control registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR, GPIOx_PUPDR) to configure up to 16 1/Os. The
GPIOx_MODER register is used to select the /0O mode (input, output, AF, analog). The
GPIOx_OTYPER and GPIOx_OSPEEDR registers are used to select the output type (push-
pull or open-drain) and speed. The GPIOx_PUPDR register is used to select the pull-
up/pull-down whatever the 1/O direction.

9.34 1/0 port data registers

Each GPIO has two 16-bit memory-mapped data registers: input and output data registers
(GPIOx_IDR and GPIOx_ODR). GPIOx_ODR stores the data to be output, it is read/write
accessible. The data input through the I/O are stored into the input data register
(GPIOx_IDR), a read-only register.

See Section 9.4.5: GPIO port input data register (GPIOx_IDR) (x =A to G) and
Section 9.4.6: GPIO port output data register (GPIOx_ODR) (x = A to G) for the register
descriptions.

9.3.5 I/0 data bitwise handling

The bit set reset register (GPIOx_BSRR) is a 32-bit register which allows the application to
set and reset each individual bit in the output data register (GPIOx_ODR). The bit set reset
register has twice the size of GPIOx_ODR.

To each bit in GPIOx_ODR, correspond two control bits in GPIOx_BSRR: BS(i) and BR(i).
When written to 1, bit BS(i) sets the corresponding ODR(i) bit. When written to 1, bit BR(i)
resets the ODR(i) corresponding bit.

Writing any bit to 0 in GPIOx_BSRR does not have any effect on the corresponding bit in
GPIOx_ODR. If there is an attempt to both set and reset a bit in GPIOx_BSRR, the set
action takes priority.

Using the GPIOx_BSRR register to change the values of individual bits in GPIOx_ODR is a
“one-shot” effect that does not lock the GPIOx_ODR bits. The GPIOx_ODR bits can always
be accessed directly. The GPIOx_BSRR register provides a way of performing atomic
bitwise handling.

3
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9.3.6

9.3.7

9.3.8

356/2124

There is no need for the software to disable interrupts when programming the GPIOx_ODR
at bit level: it is possible to modify one or more bits in a single atomic AHB write access.

GPIO locking mechanism

It is possible to freeze the GPIO control registers by applying a specific write sequence to
the GPIOx_LCKR register. The frozen registers are GPIOx_MODER, GPIOx_OTYPER,
GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH.

To write the GPIOx_LCKR register, a specific write / read sequence has to be applied. When
the right LOCK sequence is applied to bit 16 in this register, the value of LCKR[15:0] is used
to lock the configuration of the I/Os (during the write sequence the LCKR[15:0] value must
be the same). When the LOCK sequence has been applied to a port bit, the value of the port
bit can no longer be modified until the next MCU reset or peripheral reset. Each
GPIOx_LCKR bit freezes the corresponding bit in the control registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH.

The LOCK sequence (refer to Section 9.4.8: GPIO port configuration lock register
(GPIOx_LCKR) (x = A to G)) can only be performed using a word (32-bit long) access to the
GPIOx_LCKR register due to the fact that GPIOx_LCKR bit 16 has to be set at the same
time as the [15:0] bits.

For more details refer to LCKR register description in Section 9.4.8: GPIO port configuration
lock register (GPIOx_LCKR) (x =Ato G).

1/0 alternate function input/output

Two registers are provided to select one of the alternate function inputs/outputs available for
each I/0O. With these registers, the user can connect an alternate function to some other pin
as required by the application.

This means that a number of possible peripheral functions are multiplexed on each GPIO
using the GPIOx_AFRL and GPIOx_AFRH alternate function registers. The application can
thus select any one of the possible functions for each 1/0. The AF selection signal being
common to the alternate function input and alternate function output, a single channel is
selected for the alternate function input/output of a given 1/O.

To know which functions are multiplexed on each GPIO pin refer to the device datasheet.

External interrupt/wakeup lines

All ports have external interrupt capability. To use external interrupt lines, the port must be
configured in input mode.

Refer to Section 15: Extended interrupts and events controller (EXTI) and to Section 15.3.2:
Wakeup event management.
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9.3.9 Input configuration
When the 1/O port is programmed as input:
e  The output buffer is disabled
e  The Schmitt trigger input is activated
e  The pull-up and pull-down resistors are activated depending on the value in the
GPIOx_PUPDR register
e The data present on the I/O pin are sampled into the input data register every AHB
clock cycle
e Aread access to the input data register provides the 1/O state
Figure 27 shows the input configuration of the I/O port bit.
Figure 27. Input floating/pull up/pull down configurations
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Read/write o | - |
o | |
L - - - - - — — — J
MS31477V1
9.3.10 Output configuration

3

When the 1/O port is programmed as output:

The output buffer is enabled:

—  Open drain mode: A “0” in the Output register activates the N-MOS whereas a “1”
in the Output register leaves the port in Hi-Z (the P-MOS is never activated)

—  Push-pull mode: A “0” in the Output register activates the N-MOS whereas a “1” in
the Output register activates the P-MOS

The Schmitt trigger input is activated

The pull-up and pull-down resistors are activated depending on the value in the
GPIOx_PUPDR register

The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

Aread access to the input data register gets the 1/O state
A read access to the output data register gets the last written value

Figure 28 shows the output configuration of the I/O port bit.
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Figure 28. Output configuration
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9.3.11

Alternate function configuration

When the 1/O port is programmed as alternate function:
e  The output buffer can be configured in open-drain or push-pull mode
e The output buffer is driven by the signals coming from the peripheral (transmitter

enable and data)

e  The Schmitt trigger input is activated

e  The weak pull-up and pull-down resistors are activated or not depending on the value
in the GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB

clock cycle

e Aread access to the input data register gets the I/O state

Figure 29 shows the Alternate function configuration of the 1/0O port bit.

Figure 29. Alternate function configuration
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9.3.12

9.3.13

9.3.14

3

Analog configuration

When the I/O port is programmed as analog configuration:
e  The output buffer is disabled

e  The Schmitt trigger input is deactivated, providing zero consumption for every analog
value of the I/O pin. The output of the Schmitt trigger is forced to a constant value (0).

e The weak pull-up is disabled by Hardware. The weak pull-down is configurable.
e Read access to the input data register gets the value “0”

Figure 30 shows the high-impedance, analog-input configuration of the 1/0 port bits.

Figure 30. High impedance-analog configuration
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Using the HSE or LSE oscillator pins as GPIOs

When the HSE or LSE oscillator is switched OFF (default state after reset), the related
oscillator pins can be used as normal GPIOs.

When the HSE or LSE oscillator is switched ON (by setting the HSEON or LSEON bit in the
RCC_CSR register) the oscillator takes control of its associated pins and the GPIO
configuration of these pins has no effect.

When the oscillator is configured in a user external clock mode, only the OSC_IN or
OSC32_IN pin is reserved for clock input and the OSC_OUT or OSC32_OUT pin can still be
used as normal GPIO.

Using the GPIO pins in the RTC supply domain

The PC13/PC14/PC15 GPIO functionality is lost when the core supply domain is powered
off (when the device enters Standby mode). In this case, if their GPIO configuration is not
bypassed by the RTC configuration, these pins are set in an analog input mode.

For details about 1/0 control by the RTC, refer to Section 35.3: RTC functional description.
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9.3.15

Note:

9.3.16

360/2124

Using PB8 as GPIO

PB8 may be used as boot pin (BOOTO) or as a GPIO. Depending on the nSWBOOTO bit in
the user option byte, it switches from the input mode to the analog input mode:

e  After the option byte loading phase if nNSWBOOTO = 1.
e  Afterresetif nNSWBOOTO = 0.

It is recommended to set PB8 in another mode than analog mode to limit consumption if the
pin is left unconnected.

Using PG10 as GPIO

PG10 may be used as reset pin (NRST) or as a GPIO. Depending on the NRST_MODE bits
in the user option byte, it switches to those mode:

e Reset input/output: default at power-on reset or after option bytes loading
NRST_MODE = 3

e Reset input only: after option bytes loading NRST_MODE = 1
e  GPIO PG10 mode: after option bytes loading NRST_MODE = 2

See description on the NRST pin in Section 7.1.2: System reset

3
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9.4 GPIO registers
This section gives a detailed description of the GPIO registers.
For a summary of register bits, register address offsets and reset values, refer to Table 57.
The peripheral registers can be written in word, half word or byte mode.
9.4.1 GPIO port mode register (GPIOx_MODER)
(x =Ato G)
Address offset:0x00
Reset value: OXABFF FFFF (for port A)
Reset value: OxFFFF FEBF (for port B)
Reset value: OxFFFF FFFF (for ports C..G)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MODE15[1:0] | MODE14[1:0] | MODE13[1:0] | MODE12[1:0] | MODE11[1:0] | MODE10[1:0] MODE9[1:0] MODES[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MODE7[1:0] | MODE6[1:0] | MODES[1:0] MODE4[1:0] MODE3[1:0] MODE2[1:0] MODE1[1:0] MODEO[1:0]
Bits 31:0 MODE[15:0][1:0]: Port x configuration 1/O piny (y = 15 to 0)
These bits are written by software to configure the I/O mode.
00: Input mode
01: General purpose output mode
10: Alternate function mode
11: Analog mode (reset state)
Note: It is recommended to set PB8 to a different mode than the analog one to limit the
consumption that would occur if the pin is left unconnected.
9.4.2 GPIO port output type register (GPIOx_OTYPER)
(x=Ato G)
Address offset: 0x04
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OT15 | OT14 | OT13 | OT12 | OT11 | OT10 | OT9 | OT8 | OT7 | OT6 | OT5 | OT4 | OT3 | OT2 | OT1 | OTO
w w rw w w w w w w w w w w w rw rw
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Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 OT[15:0]: Port x configuration I/O piny (y = 15 to 0)
These bits are written by software to configure the I/O output type.
0: Output push-pull (reset state)
1: Output open-drain
9.4.3 GPIO port output speed register (GPIOx_OSPEEDR)
(x=Ato G)
Address offset: 0x08
Reset value: 0x0C00 0000 (for port A)
Reset value: 0x0000 0000 (for the other ports)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OSPEED15 OSPEED14 OSPEED13 OSPEED12 OSPEED11 OSPEED10 OSPEED9 OSPEEDS8
[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OSPEED7 OSPEED6 OSPEED5 OSPEED4 OSPEED3 OSPEED2 OSPEED1 OSPEEDO
[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
Bits 31:0 OSPEED[15:0][1:0]: Port x configuration 1/O pin 'y (y = 15 to 0)
These bits are written by software to configure the I/O output speed.
00: Low speed
01: Medium speed
10: High speed
11: Very high speed
Note: Refer to the device datasheet for the frequency specifications and the power supply
and load conditions for each speed..
944 GPIO port pull-up/pull-down register (GPIOx_PUPDR)
(x =Ato G)
Address offset: 0x0C
Reset value: 0x6400 0000 (for port A)
Reset value: 0x0000 0100 (for port B)
Reset value: 0x0000 0000 (for other ports)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PUPD15[1:0] | PUPD14[1:0] | PUPD13[1:0] PUPD12[1:0] PUPD11[1:0] PUPD10[1:0] PUPD9[1:0] PUPD8[1:0]
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
PUPD7[1:0] PUPD6[1:0] PUPD5[1:0] PUPD4[1:0] PUPD3[1:0] PUPD2[1:0] PUPD1[1:0] PUPDO[1:0]
362/2124 RM0440 Rev 7 Kys
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Bits 31:0 PUPD[15:0][1:0]: Port x configuration I/O piny (y = 15 to 0)
These bits are written by software to configure the 1/0 pull-up or pull-down

00: No pull-up, pull-down
01: Pull-up

10: Pull-down

11: Reserved

945 GPIO port input data register (GPIOx_IDR)
(x=Ato G)
Address offset: 0x10
Reset value: 0x0000 XXXX

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
ID15 ID14 ID13 ID12 ID11 ID10 ID9 ID8 ID7 ID6 ID5 D4 ID3 ID2 ID1 IDO
r r r r r r r r r r r r r r r r

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 ID[15:0]: Port x input data 1/O piny (y = 15 to 0)
These bits are read-only. They contain the input value of the corresponding 1/O port.

9.4.6 GPIO port output data register (GPIOx_ODR)
(x=Ato G)
Address offset: 0x14
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OD15 | OD14 | OD13 | OD12 | OD11 | OD10 | OD9 0oD8 oD7 OD6 OD5 OD4 OD3 oD2 OD1 OoDo
w rw w rw w w w w w w rw w w w w w

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 OD[15:0]: Port output data I/0 piny (y = 15 to 0)
These bits can be read and written by software.
Note: For atomic bit set/reset, the OD bits can be individually set and/or reset by writing to the
GPIOx_BSRR register (x = A..F).

9.4.7 GPIO port bit set/reset register (GPIOx_BSRR)
(x=Ato G)

Address offset: 0x18

3
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Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BR15 | BR14 | BR13 | BR12 | BR11 | BR10 | BR9 | BR8 | BR7 | BR6 | BR5 | BR4 | BR3 | BR2 | BR1 | BRO
w w w w w w w w w w w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BS15 | BS14 | BS13 | BS12 | BS11 | BS10 | BS9 | BS8 | BS7 | BS6 | BS5 | BS4 | BS3 | BS2 | BS1 | BSO
w w w w w w w w w w w w w w w w
Bits 31:16 BR[15:0]: Port x reset I/O piny (y = 15 to 0)
These bits are write-only. A read to these bits returns the value 0x0000.
0: No action on the corresponding ODx bit
1: Resets the corresponding ODx bit
Note: If both BSx and BRx are set, BSx has priority.
Bits 15:0 BS[15:0]: Port x set I/0 piny (y = 15 to 0)
These bits are write-only. A read to these bits returns the value 0x0000.
0: No action on the corresponding ODx bit
1: Sets the corresponding ODx bit
9.4.8 GPIO port configuration lock register (GPIOx_LCKR)
(x=Ato G)
This register is used to lock the configuration of the port bits when a correct write sequence
is applied to bit 16 (LCKK). The value of bits [15:0] is used to lock the configuration of the
GPIO. During the write sequence, the value of LCKR[15:0] must not change. When the
LOCK sequence has been applied on a port bit, the value of this port bit can no longer be
modified until the next MCU reset or peripheral reset.
Note: A specific write sequence is used to write to the GPIOx_LCKR register. Only word access
(32-bit long) is allowed during this locking sequence.
Each lock bit freezes a specific configuration register (control and alternate function
registers).
Address offset: 0x1C
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LCKK
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LCK15 | LCK14 | LCK13 | LCK12 | LCK11 | LCK10 | LCK9 | LCK8 | LCK7 | LCK6 | LCK5 | LCK4 | LCK3 | LCK2 | LCK1 | LCKO
rw w w w rw w w rw w w w w w w rw rw
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RMO0440 General-purpose 1/0s (GPIO)

Bits 31:17 Reserved, must be kept at reset value.

Bit 16 LCKK: Lock key
This bit can be read any time. It can only be modified using the lock key write sequence.
0: Port configuration lock key not active
1: Port configuration lock key active. The GPIOx_LCKR register is locked until the next MCU
reset or peripheral reset.
LOCK key write sequence:
WR LCKR[16] = ‘1" + LCKR[15:0]
WR LCKR[16] = ‘0’ + LCKR[15:0]
WR LCKR[16] = ‘1" + LCKR[15:0]
RD LCKR
RD LCKR[16] = ‘1’ (this read operation is optional but it confirms that the lock is active)
Note: During the LOCK key write sequence, the value of LCK[15:0] must not change.
Any error in the lock sequence aborts the lock.
After the first lock sequence on any bit o